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Interscholastic Athletics and After-School Activities Safety and Security 

 
BEST PRACTICES GUIDE 

Preamble 

Interscholastic athletic events are an integral part of American culture and include participation from millions of students and spectators.  
Unlike professional or collegiate events, interscholastic events are typical of local interest only, and the spectators in large degree are the 
citizens and taxpayers within that local community.  However, due to the large crowds in attendance, a host of potential risks and threats 
must be addressed to ensure the safety and security of people, property, and infrastructure, while still allowing a positive experience for 
participants and spectators.  The Interscholastic Athletics and After-School Activities Safety and Security Best Practices Guide provides a 
comprehensive overview of essential planning components and implementation strategies for safety and security operations at high school 
athletic events and after-school activities. 

The environment and threats surrounding interscholastic athletics and after-school activities are continually evolving.  As a result, security 
plans must be considered living documents that respond to emerging challenges by integrating and leveraging new resources and 
information.  Identifying relevant issues in safety and security for interscholastic sports and events is a critical component in establishing a 
standard of continuous improvement by which high schools, school districts, and athletic associations can review and enhance safety and 
security plans and operations.  The Best Practices Guide is intended to assist school administrators, school resource officers (SROs), and 
other public safety personnel responsible for school stadiums/facilities operations in developing, implementing, and improving their safety 
and security plans and procedures.   

The National Center for Spectator Sports Safety and Security (NCS4) at The University of Southern Mississippi recognizes the inherent need 
for providing improved, effective safety and security for interscholastic athletics and after-school activities.  To promote a consistent 
methodology for security planning for interscholastic sporting events and after school activities, the Center established an annual National 
Interscholastic Athletics and After-School Activities Safety and Security Summit.  The Summit brings together representatives from various 
public and private high school athletic administrations, SROs, and public safety agencies to address current safety and security issues facing 
interscholastic athletics and after-school events, identify solutions, and propose future best practices and implementation strategies. 
 
Discussions with security experts at the Summit, personal interviews, and a comprehensive review of literature, including existing security 
practices, plans and operational policies and procedures, government publications, academic research reports, and published articles 
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contributed to the formation of these best practices.  Leading experts in the field of sports safety and security reviewed the proposed 
standards—or best practices—and provided feedback on the technical accuracy, relevancy, and feasibility of each recommendation. 
 
Based on the literature review, interviews, Summit discussions, and expert vetting, the NCS4 constructed a matrix of guidelines for 
interscholastic athletics safety and security planning and operations.  The guide outlines key issues and implementation strategies for nine 
topical areas: Game/Event Day Planning, Crowd Dynamics/Management, Emergency Planning, Routine  Non-Game Day 
Operations/Measures, Risk and Threat Assessment/Vulnerabilities and Planning, Sport Facilities Design/Environment, Staff 
Performance/Training and Development,  Secure and Safe Aware Culture, and Technology/Information Management.  
 
Following the publication of the 2018 Interscholastic Athletics and After-School Activities Safety and Security Best Practices Guide, a 
compliance survey was conducted to measure the degree of best practice utilization. The survey population included all 2015, 2016, 2017, 
and 2018 Summit participants, as well as individuals affiliated with interscholastic athletics identified in the NCS4 membership and event 
databases.  The 2019 Summit attendees reviewed the survey results as they provided input for addition, deletion, or fine-tuning the 2019 
Interscholastic Athletics and After-School Activities Safety and Security Best Practices Guide.  
 
Each functional area provides recommendations to address key issues affecting event and venue security.  The application of these 
protective measures does not encompass all necessary defensive actions for safety and security. Instead, each school and/or school district 
and its administrators, in conjunction with SROs and local public safety agencies, should determine appropriate safety and security 
measures based on the unique characteristics and specific needs of its venue or facilities.  These best practices may be used as a reference 
for those responsible for the design and development of safety and security plans and procedures. 
 
The ongoing process of developing and refining best practices has led the NCS4 to produce its Sixth Edition of the Interscholastic Athletics 
and After-School Activities Safety and Security Best Practices Guide.  
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Overview 
 

Purpose 
 
To document through professional collaboration and research the establishment of a living Guide, a collection of vetted Best Practices, and to assist 
those responsible for safety and security at interscholastic athletics and after-school activities.    

Definition 

1. A “best practice” is a technique or methodology that, through experience and research, has proven to lead to the desired result 
reliably. 

2. In a practical analysis, a "best" practice is a clear and concrete behavior that solves a problem or achieves a goal under most 
conditions. 

3. A field-tested Best Practice is a program, activity, or strategy that, when properly implemented, has been shown to work effectively 
and produce successful outcomes and is supported to some degree by subjective and objective data sources. 

Methodology:  

1. Identify significant issues requiring solutions with input from steering committees and summit sessions. 
2. Discuss these issues in summit sessions to identify all aspects, lessons learned, gaps, and/or new issues. 
3. From sessions, identify solutions forming best practices. 
4. Review input, resolve details, and collect additional information through literature reviews, research, and contributions from subject 

matter experts. 
5. Send a draft Best Practices Guide to Summit attendees for vetting. 
6. Aggregate input from summit sessions, review, vet, and follow up for formulation into the Best Practices Guide.  
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This Document: 

The best practices are broken up into nine topical areas: 

1. Risk and Threat Assessment/Vulnerabilities and Planning  
2. Game/Event Day Planning 
3. Crowd Dynamics/Management 
4. Emergency Action Planning 
5. Routine Non-Game Day Operations/Measures 
6. Staff Training, Performance, and Development 
7. Sport Facilities Design/Environment 
8. Technology/Information Management 
9. Secure and Safe Aware Culture  

Following the topical areas are appendices, which include a table of abbreviations, a list of individuals who contributed to the development 
of this document, and a list of materials used in the production of this document. 

While not every best practice set forth will be applicable as written to every school today, they should help guide the context-specific goal 
for each organization.  These best practices are intended to cover the smallest to the largest schools (games/events), from high risk/threat 
to low risk/threat, representing vastly different environments.  
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This publication was commissioned by the National Center for Spectator Sports Safety and Security (NCS4) at The University of Southern 

Mississippi.  The safety and security statements in this guidebook are current as of the publication date.  Before using the safety statements, 

procedures, and best practices contained in this guidebook, it is advised that you confirm the currency of these statements and 

recommended best practices with the appropriate controlling authorities. 
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I. Risk and Threat Assessment/Vulnerabilities and Planning 
 

1.1 PRE-PLANNING RTAVP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

1.1.1 
Establish a Risk Assessment/Crisis Management 
Team consisting of: 
 

 Local/state/federal (as appropriate) law 
enforcement 

 Fire department(s) 

 Emergency medical services 

 Emergency management agency 

 Internal stakeholders, including operations, 
facilities, technology, communications, risk 
management, etc. 

 
Risk Assessment/Crisis Management 
Team stakeholders 
 
Pre-planning allows us to identify any 
risks associated with an event. 
 
A risk/threat analysis is one of the 
essential elements of a comprehensive 
safety and security plan/program. 
 
Must know and understand the risks and 
threats, and where the event or venue is 
vulnerable, to implement mitigation 
strategies or acceptance of risk. 
 

 
Districts should develop a pre-planning checklist that 
identifies potential risks, using the checklist to 
identify/address each risk. 
 
Include all jurisdictions that cover the venue or event 
area. 

Conduct an annual assessment, review it before each 
event, and make changes as necessary. 
 

1.2 ESTABLISH ASSESSMENT TEAM                                                                                                              RTAVP 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

1.2.1 
Establish a Risk Assessment Team, consisting of 
representatives from: 
 

 Security Director (if the district has one) 

 District Athletic Director 

 Local/state/federal (as appropriate) law 
enforcement 

 Fire Department/Fire Marshal 

 
Risk Assessment/Crisis Management 
Team stakeholders 
 
Be all-inclusive.  Solicit buy-in and input 
from the subject matter experts. 
 
A team approach is essential. 
 

 
The most appropriate person at the venue to head this 
is the Emergency Manager (if available),or consider 
hiring a consulting team. Consulting teams will still 
need to meet with and interview all the representatives 
listed on the left. 
 
Be all-inclusive.  Solicit buy-in and input from the 
subject matter experts. 
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 EMS and Emergency Management 

 Weather meteorologists 

 Utilities/Public Works 

 Transportation  

 Event stakeholders: facilities, operations, 
coaches/visiting team personnel/Fine Arts 
Department (as applicable per event type), 
food service, league or governing association, 
custodial, administration, legal, 
students/faculty/parents, technology/ 
communications and equipment staff, 
community 
 

Lack of anticipation 
 
Preparation 
 
Additional staffing gives us additional 
viewpoints about risks and concerns. 
 

 
A team approach is essential. 
 
Additional staffing provides additional viewpoints 
about risks and concerns. 
 
Smaller venues may not have all these resources; put a 
team together with the available resources. 
 
Food Service: Require a license for food service staff 
members at all venues that serve food.  
 
Fine Arts: If performances are occurring, have a 
representative from the Fine Arts Department on site. 
 
Visiting Teams: Offer an opportunity for visiting teams 
to be a part of the assessment process before the 
event. 
 

1.2.2  
This team should conduct the assessment and 
prepare a written report. 
 

 
Risk Assessment Team responsibilities 
 
A risk assessment is the beginning of an 
iterative process. 
 

 
All other plans will base their response on this report; it 
will guide what needs to be addressed, in what order, 
and what it will cost 
 

1.3 ASSESSMENTS                                                                                                                                                        RTAVP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

1.3.1  
A risk/threat analysis is one of the essential 
elements of a comprehensive safety and 
security plan/program.  It should be: 
 

 
Risk Assessment Team Roles and 
Responsibilities 
 

 
A risk/threat analysis should occur, regardless of the 
size or type of event. 
 
The same elements are present for both small and large 
events/facilities.   
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 Focused on venue events and all the facilities 
hosting them 

 A comprehensive risk assessment, using an 
all-hazards approach to identify 
vulnerabilities, adjust strategies and 
processes, and develop contingency and 
mitigation plans. 

 
(See Section 7.1.3 of this document.) 
 

To ensure the effective development and 
implementation of a security and safety 
plan 
 
Pre-planning, anticipate, and preparation 
 
Roles and responsibilities 

 
Involve risk management providers or insurers in this 
process.  Insurers may provide resources at no or 
minimal cost. 
 

 
 

1.3.2  
Conduct a risk/threat assessment for 
vulnerabilities of ALL events and collect 
intelligence/information. Also include a detailed 
criminal, terrorism, fire safety, and a medical 
response risk assessment.  Take an all-hazards 
approach. 
 
See the Incident Response list in the EAP 
Section of this document as probable task 
categories for assessment and include: 

 Site assessment and geography  

 Culture and climate assessment 

 Capacity assessment 

 Resource assessment 
 
Consider risks/threats as high or low RISK, 
compared to high or low FREQUENCY. 
 
Six common categories of risk to consider: 

 Historical - what types of incidents have 
occurred in the community, facility/venue, 
other events in the area and other like-type 
events  

 
Risk/threat assessment guidelines 
 
 
 

 
Risk is the possibility of loss resulting from a threat, 
security or safety incident, or event. 
 
Risk Management is a systematic and analytical process 
that takes account of the likelihood that a threat will 
endanger an asset, individual, or function. 
 
Risk = Consequences X Probability 
 
DHS offers assessment plans and a self-assessment tool 
specifically for sports facilities.  The local PSA can assist. 
 
 

NCS4 also offers Sport Risk Assessment training. TEEX 
also provides risk assessment courses. 
 
Various sources can be utilized to provide useful 
information, including: 

 Anonymous reporting 

 Student body 

 Social media 

 Fusion Centers 
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 Geographic - what can happen as a result of 
the event’s location 

 Technological - what can result from a 
process, system or equipment failure 

 Human Error - what can be caused by a staff 
error, have they been trained, do they know 
what to do and have they been tested 

 Physical - what can result from design/ 
construction issues of facilities, utilities, 
tents, start/finish lines or stage 

 Regulatory - what incidents or hazards are 
regulated to deal with (i.e., OSHA) 

 
Break down assessments into three 
components:  
 

 STATIC – these generally remain fixed with 
small variations over time, such as: venue, 
event, surrounding area, etc. 

 JOINT – this involves working with 
government organizations, community 
organizations, utility companies, 
transportation providers, and surrounding 
neighbors 

 DYNAMIC – this includes things that can 
change quickly, such as adverse weather, 
demonstrations, criminal acts or terrorist acts, 
etc. 

 

 Law enforcement 

 Other schools 

 Faculty/staff 

 Parents 

 Weather services 

 Technical experts 
 
 

1.3.3 
Employ a risk management cycle. 
 

 
Risk management cycle 
 
Utilize a vetted, replicable process. 

 
Risk management cycle steps: 

1. Identify the threats. 
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2. Establish what to protect and identify 
vulnerabilities. 

3. Identify measures to mitigate or reduce risk. 
4. Develop response plans to address unmitigated 

risks.   
5. Take security/safety measures and exercise 

plans. 
6. Develop response plans for each respective 

sport and after-hour event. 
 

1.3.4 
Update the risk/threat assessment and 
disseminate it, at least annually, to key leaders. 
 

 
Risk/threat assessment communication 
 

 
A risk/threat assessment isused for stakeholder 
awareness. 
 
Use the last assessment as a starting point to update. 

 

1.4 CREATE CHECKLISTS                                                                                                                                                                                              RTAVP 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

1.4.1 
Create checklists (assessment rating system) to 
use as a guide during risk/threat assessments 
for completeness and consistency. 

 

 
Checklist content 
 
A checklist ensures completeness and 
consistency in the risk/threat assessment 
process. 
 
Addressing these issues helps ensure a 
highly vigilant staff while working events. 
 

 
Once complete, use checklists for each assessment.  
Checklists are particularly helpful for new individuals 
who will conduct an assessment for the first time.  They 
also serve as an outline for planning. 
 
Checklists are used as a guide in support of the 
narrative risk/threat assessment. Project management 
software can aid in developing checklists. 
Consider multiple formats: 

 Hard copy 

 Electronic 

 Online portal 

 App 
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Checklists should be reviewed regularly and updated as 
necessary. 

1.4.2 

All risk/threat assessment plans should be 
updated annually. 
 

 
Risk/threat assessment plans should be 
updated for all sports and events that 
could take place at the facility. 
 

 
A detailed review of risk/threat assessment plans 
should occur on an annual basis. 

1.5 DEVELOP RISK MITIGATION OPTIONS                                                                                                  RTAVP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

1.5.1 
Once risks/threats/vulnerabilities are identified 
and understood, a mitigation plan should be 
developed to address those considered 
unacceptable or of concern. 
 

 Identify external resources needed for 
mitigation and response. 

 Coordinate with the local community. 
 

 
Risks, threats, and vulnerabilities 

 
The risk/threat assessment will be part of the basis for 
the EAP. 
 
Include event-specific contingency plans. 

1.5.2 
Develop a No Admit/No Trespass list to ban 
persons identified as risk sources from events.  

 
No Admit/No Trespass list 
 
 

 
In many jurisdictions, it will be up to the school district 
to issue a trespass warning to an individual from school 
property.  This warning should be given in the presence 
of law enforcement and conducted according to local 
and state law.  Trespassing warnings should be given 
verbally and followed up with a written notice.   The 
written notice can be delivered by USPS registered 
letter, process server, or law enforcement. Keep an 
electronic copy of the letter and also provide it to the 
local District Attorney’s office.   
 
Add person of interest demographics to electronic 
visitor management system. Electronic visitor 
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management systems are technology solutions that 
streamline the visitor sign-in process and track specific 
visitor data, such as who is entering the school and 
when, the reason for the visit, and who was visited. 
Additionally, many systems record photos of the 
visitors or scan driver’s licenses that are presented by 
visitors.  These electronic visitor management systems 
help confirm the identity of the visitor and also can be 
used to check for persons that should not be permitted 
to enter (e.g., due to restraining orders or parental 
rights disputes). Some systems check driver’s license 
data against the National Sex Offender Database or 
even run full criminal background checks. Most 
solutions also have built-in volunteer tracking 
capabilities that allow school districts to track their 
hours, which is helpful to those that use these hours for 
property tax rebates and other purposes. Most systems 
also have built-in badging services. 
 
As facial recognition analytic features become more 
prevalent in video management systems, consider 
monitoring for persons of interest.  Facial images of 
trespassers can be scanned for by these systems. 
 

1.5.3 
Develop a weather monitoring mitigation plan 

 
Weather monitoring 

 
Monitor weather before an event. 
 
Establish protocols to monitor the weather before and 
during an event with trained staff. 
 

1.5.4 
Develop a social media monitoring plan 
 
 

 
Social media monitoring 
 

 
Consider using a social media monitoring application.  
Monitoring can be as simple as keeping track of the 
district’s social media promotions or hiring a web 
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Monitor social media before, during, and 
after events. 

monitoring service that monitors public social media 
posts related to the event. Many districts also provide 
students with email accounts that can be monitored for 
keywords.  
 

1.5.5 
Develop a mental health plan. 

 
Mental health plan 
 
Become aware of patrons with potential 
mental health issues.  

 
Provide training to event staff that helps them identify 
a mental health concern as opposed to a disorderly 
concern.  Many states utilize a program called CPI  
https://www.crisisprevention.com/Who-We-
Serve/Educators.  Another good practice is to include 
security event staff on district mental health-related 
training.  For example, SafeTalk is a half-day training 
program that teaches participants to recognize and 
engage individuals who may have suicidal thoughts 
(https://www.sprc.org/resources-programs/suicide-
alertness-everyone-safetalk). 
 

1.6 THREAT RESPONSE PROTOCOL                                                                                                              RTAVP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

1.6.1 
Establish a threat response protocol for all 
potential risks/threats/vulnerabilities identified 
and address before the event and for event day 
and non-event day occurrences.  Include these 
in the EAP. 

 

 
The threat response protocol helps 
determine what level of 
risk/threat/vulnerability is acceptable and 
how to address unexpected issues. 

 
See Incident Response categories in the EAP section of 
this document. 
 
Assign identified threats, risks, and vulnerabilities to 
appropriate individuals to address effectively. 
 
Develop decision trees for each incident type. 
 
 
 
 

https://www.crisisprevention.com/Who-We-Serve/Educators
https://www.crisisprevention.com/Who-We-Serve/Educators
https://www.sprc.org/resources-programs/suicide-alertness-everyone-safetalk
https://www.sprc.org/resources-programs/suicide-alertness-everyone-safetalk
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1.7 FACILITY RISK OPTIONS RTAVP 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

1.7.1 

Practice Crime Prevention through 
Environmental Design (CPTED). 

 
Application of crime prevention tactics  

 
Consider using the CPTED concepts around the 
facilities. 
 
Train all staff in Crime Prevention through 
Environmental Design and utilize those concepts to 
help manage a facility.  
 

1.7.2 

Review signage. 
 
Review all signage on facility property. 

 
Ensure proper signage is visible and placed in correct 
places to help manage pedestrian and vehicle traffic.  
 
Consider installing LED or monitors to enhance signage 
and messaging.   Such monitors can be helpful in low 
light situations and can be used to supplement 
emergency communications. 
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II. Game/Event Day Planning 
 

2.1 GAME/EVENT DAY PLANNING 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.1.1 
Establish an Event Day Plan to guide 
event operations, facilitate planning, 
guide supervisors, staff, volunteers, 
and inform public safety partners. In 
the plan, address escorting officials, 
umpires, and referees on and off the 
field to a safe place(s). 

An Event Day Plan should be based on 
Risk and Threat 
Assessment/Vulnerability Planning.   
See the Risk Threat 
Assessment/Vulnerabilities Planning 
(RTAVP) Section of this document. 
 
The Event Day Plan should also have a 
separate Emergency Action Plan. 
See the Emergency Action Planning 
(EAP) Section of this document. 
 

 
Event day planning 

 
An Event Day Plan ensures preparation, organization, and consistency.  It also 
assists in prevention, protection, mitigation, response, and recovery efforts. 
 
The plan should be used to host an event that is enjoyable and safe.  
 
The contents of this guide can assist in providing checkpoints to assist in the 
development of the Event Day Plan.  Plans should correspond with the district 
EAP. 
 
RESOURCES: 
Department of Education’s (DOE) Guide for Developing High-Quality School 
Emergency Operations Plans.  https://rems.ed.gov/GuideK12.aspx 
 
DHS School Safety website as a resource for planning. 
 https://www.schoolsafety.gov/ 

2.1.2 
Share relevant specific emergency 
planning information with visiting 
teams. 
 
 

 
Visiting team 
communication 
regarding emergency 
planning 
 
 

 
Sharing plans reduces confusion in how an event will be conducted. 
 
Ideally, plan sharing would occur during the principal/coaches (or event leaders) 
discussions before game/event day and allow time for dissemination to 
appropriate spectators/participants. 

https://rems.ed.gov/GuideK12.aspx
https://www.schoolsafety.gov/
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2.1.3 
Assign an Event Day Plan 
Administrator who is in charge of the 
event and include him/her in the event 
safety and security planning. 

 
Event Day Plan 
Administrator 
 

Safety and security issues are part of routine operational planning of an event. 
 
Consider the Event Day Plan Administrator as part of the command and control 
and event staffing plan.  The administrator in charge should attend any critical 
meetings. 
 

Policy Administration 
2.1.4 
Venue and event policies must be 
consistent with school/district rules, 
policies, and the Student Code of 
Conduct. 
 
Accessing and sharing information 
between various agencies and 
organizations is necessary for 
developing effective situational and 
operational awareness. 
 
Train ALL staff and volunteers to be 
observant and report unusual/out of 
character or inappropriate activities to 
their supervisors. Document and test 
all training, either written or verbally. 
 

 Discuss examples of unusual and 
inappropriate behavior with all non-
law enforcement personnel. 

 Include teachers, coaches, 
traffic/parking personnel, security 
personnel, ticket takers, ushers, food 
and beverage staff, maintenance 

Venue and event policy 
guidelines 
 
Guides staff on 
authority levels and the 
difference between 
enforcing policy and 
enforcing the law. 
 
Effective information 
sharing through 
collaboration 
 
Information must be 
consumable and 
actionable to be useful. 
 
Documented 
prevention efforts will 
be necessary should an 
incident occur, mainly 
if litigation follows. 
 

 
Consult with school governance experts, such as legal counsel and student affairs. 
If a policy needs to be changed, work through the chain of command to change it 
officially. 
 
Emphasis a see something/say something process. Early detection of an active 
threat generally relies on such measures as behavior-based surveillance (i.e., is a 
person acting oddly, dressed oddly, out of place, etc.). This awareness can be 
accomplished by students, staff, teachers, volunteers, and parents. This requires 
that school communities as a whole build a "see something, say something" 
mentality and for people to be generally aware of their surroundings. This 
concept applies to the after-hours event personal as they do their duties.  
 
This is essential for any facility regardless of size, but will scale according to an 
event, threat, history, and the number of entities involved.  
 
Set up an email group for the appropriate individuals to ensure information 
sharing. 
 
Training all staff and volunteers can and should be undertaken, regardless of 
facility size. NCS4 offers online training courses and certification programs for 
various personnel.  
 
Consider live or video presentations to staff, volunteers, and season ticket holders 
before and during the event.  
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staff, custodial staff, etc., in this 
training. 

 Broadcast See Something - Say 
Something using all communication 
methods, giving personnel a way to 
report activities and a reporting 
point of contact. 

 

Offer different mediums to report information (i.e., phone, website, text, Twitter, 
or speaking to a member of the event staff). 
 
This training/reinforcement can be conducted at the start of the event day. 
 
 

2.2 COMMAND and CONTROL                                                                                                                     G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Planning 
2.2.1 
All public safety parties (i.e., police, 
fire, EMS, emergency management), 
teachers, coaches, event security, 
facilities management, and 
auxiliary/custodial personnel should be 
involved with event planning to ensure 
roles and responsibilities are pre-
defined. Appropriate command and 
control should be exercised during the 
event. Event operations and public 
safety roles should be clearly 
distinguished. 
 

 Practice these roles during a 
minimum of one table-top exercise 
annually.  Two annual table-top 
exercises are recommended.  

 With multi-jurisdictional events, 
local resources usually are under the 
direction of their jurisdiction until an 

 
Planning 
representation 
 
 

 
Avoid confusion on game days through coordination and in the event of an 
incident by following NIMS/ICS. 
 
Ensures that all entities have representation. 
 
Ensures that plans are in place before an incident takes place to ensure more 
rapid incident response.   
 
Planning should occur regardless of the size of the school/event and should 
include any external resources that might respond to incidents.  Smaller venues 
may have fewer people, but all components should be represented, including 
senior leaders. 
Incident Commanders should have full authority to make timely decisions. 
 
Pre-define the authorities to act in the event of an incident. 
 
For small events, some resources may be on standby but pre-informed of their 
role, responsibility, and details of the event. 
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EAP incident occurs, at which time 
ICS is invoked. 

 

2.2.2 
Produce an organizational chart, 
command matrix, and staffing plan 
listing from top to bottom who reports 
to whom consistent with Event 
Operations and NIMS/ICS, divided into: 
 
Operations Management: 

 Administration 

 Broadcast Teams 

 Event Staff 

 Gate Screening 

 Communications 

 IT 

 Marketing Promotions 

 Parking/Tailgating Staff 

 Ticket Staff 

 Parking Staff 

 Transportation 
 
Public Safety/Emergency Management  

 Law Enforcement (local police 
sheriff, state, federal), SRO 

 Medical/Public Health 

 Fire 

 Emergency Management 
 
Facilities Management: 

 Facility Management 

 Grounds 

 
Role awareness and 
organization 
 
ICS and its introduction 
of an Incident 
Commander applies 
and is triggered when 
large/major or far-
reaching incidents 
occur.  Minor incidents 
(e.g., routine EMS 
response, small fire, 
fight, etc.), would not 
invoke the transfer to 
ICS away from the 
Event Director. 
 
 
 
 

 
The preparation of the organizational chart and command matrix should occur 
regardless of the size of the event. 
 
Use components and a staffing size applicable and appropriate for each event. 
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 HVAC 

 Maintenance 

 Housekeeping 

 IT 

 Physical Plant 

 Athletics  

 Team Logistics 

 Concessions/Merchandise 
 

Communications 
2.2.3 
Develop an 
Operations/Communications Plan that 
includes options and alternative 
methods to communicate at all levels 
from the Command Post to line 
operations and other appropriate 
public safety team members. 

 
Communication 

 
Communication is the most important, yet least attended issue that arises during 
an event/incident. 
 
The Operations/Communication Plan is scalable based on the size of the 
operation.  Interagency communication (police, fire, EMS) is essential during a 
crisis and should be a high priority. 
 
Communication takes many forms, from runners, landlines, cell phones, radio, 
walkie-talkies, email, texts, apps, and public address systems. 
 
Mobile applications are available that enable the same phone number to be 
attached to multiple cell phones. 
 
In large scale emergencies such as an active shooter event, do not depend on cell 
phone technology to function correctly. 
 

2.2.4 
Establish cross-jurisdictional 
communications capabilities through a 
convergence of all communications, 
including capabilities for all entities 

 
Cross-jurisdictional 
communication 
capabilities saves 
valuable time during 
incidents. 

 
County and State Emergency Management can assist, especially at smaller schools 
and districts. 
 
Consider implementing a facility two-way radio system that is separate from a 
public safety radio (if it exists). 
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(i.e., voice, data, video, audio, PA 
systems, and digital message boards). 
 
 

 
This convergence 
prevents any entity 
from not being aware 
of another entity’s 
activity or information. 
 
 

 
Consider having a satellite phone as a backup. 
 
Consider the use of preassigned primary and alternate channels. 
 
Consider having a traditional wired phone line in the command center. 
 
All these capabilities may not be available, but what is currently being used 
should terminate in a single location. 
 

2.2.5 
Test communication plan/equipment 
in a working environment to ensure 
the equipment and location is 
functional before each event. 
 
Ensure backup power is available for 
communications equipment 

 
Communication 
equipment testing 

 
Ensure the reliability of overall communication capability in a high-noise 
environment and identified dead spot locations in and around the venue. 
 
Applicable to all events regardless of school size. 
 
The test should be multi-agency. 
 
Create pre-written scripts to relay emergency management information via the 
PA system.  These pre-written scripts can be read over the PA system.  If the 
district has a mass notification system that can relay prerecorded messages, 
consider using it.   
 

2.2.6 
Do not rely upon any single 
method/system of communicating for 
operational or emergency 
communications. 
 

 

 
Communication 
equipment redundancy 

 
Communication technology redundancy reduces technology dependency and 
increases reliability. 
 
Be cautious of overreliance on a cell phone as the primary emergency 
communication tool.  In an emergency, overloading bandwidth of the cell tower 
or loss of power could be catastrophic. 
 
Use all means and methods to communicate and test these. 
 

2.2.7   
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Have megaphones available as a 
backup for crowd control/participant 
notification. 
 
Use first responder equipment PAs for 
emergency communications. 
 
 

Communication 
equipment redundancy 

Be prepared in case usual communication avenues fail. 
 
Test these in a crowded environment to see if the messages can be heard/seen, 
understood, and acted on. 
 
New megaphones offer the capability of pre-recorded messages for various 
incident types to communicate with patrons. 
 
Consider one megaphone for each gate. 
 
Some schools use a new capability, called long range acoustic hailing device 
(LRAD) system, that has proven effective. 
 
Conduct routine training with staff so that they are familiar with policies, 
procedures, and communication options for different types of situations. 
 

2.2.8 
Have an alert system in place to notify 
pre-established groups. 

 
Alert notification 

 
There are a number of notification systems available.  Most schools already have 
an alert system to notify parents of school events and school closures/delays.  
Consider piggybacking on the system already established at the school/district. 

2.2.9 
Utilize earbuds for an event security 
team. 

 
Communications 
equipment 

 
Earbuds allow a security team to hear in a noisy environment and prevent radio 
traffic from being overheard. 
 
Use a single earbud to allow the team to hear both the radio as well as the nearby 
sound. 
 

2.2.10 
Implement a wide-area mass 
notification system (MNS). 

 
Notification system 
 

 
Wide area MNS is similar to weather emergency sirens with which many are 
familiar. The wide-area MNS intends to provide a distinct signal to large areas 
within the school property to quickly inform people within the parking areas of an 
imminent threat. 
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The MNS can be unified with the audible, visual mass notification, and other 
district systems. 
 
Recent advancements in wide-area sound technology provide districts the ability 
to use large speakers to give a clear and understandable message to parking areas 
quickly. This technology can also be integrated with an emergency paging, fire 
alarm voice communication, and intercom system. 
 
Such devices can be easily configured to send out emergency messages from the 
MNS and use a visual indicator atop the device for a visual representation of a 
threat. Districts are encouraged to investigate and implement this technology in a 
way that ensures baseline two-way communications, but also allows a wide area 
of MNS to provide clear and intelligible messages to the persons within the 
parking lot layer. 
 

2.2.11 
Develop a radio interoperability plan.  

 
Radio Interoperability 

 
Enable radio communications, which are the most reliable communication a 
district can use in an emergency. 
 
Two-way radios are imperative for emergency communications at after-hours 
events. Typical radios utilize the UHF radio band at 400-470 MHz, but the 
frequency range can also use VHF: 136-174 MHz, 300 MHz: 300-360 MHz, and 
350-400 MHz.  Radios using these frequencies primarily used for a group 
communication of conversation over a limited area.  A site survey should be done 
with an accredited radio integrator of the facility. 
 
Working with a licensed radio integrator is essential.  Every state in the United 
States has radio integrators. The facility must obtain an FCC license to use radios. 
 
If possible, a two-way radio should be provided to all event staff.  Talk groups or 
radio channels can be utilized that include everyone with access to a radio in the 
facility. This will minimize the time to broadcast essential messages. 
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Many school districts are eligible to work towards full interoperability.   Public 
safety radio systems (such as those used by police, firefighters, and emergency 
medical technicians) operate in several portions of the 800 MHz band, which 
consists of the spectrum at 806-824 MHz paired with spectrum at 851-869 MHz.  
Public safety radios can be very useful for after-hours activities, especially in the 
area of transportation and for events away from facilities like cross country.  
 
Consider implementing a radio interoperability bridging system that unifies the 
low brand frequencies to be utilized on the 800Mhz bands in an emergency 
https://www.motorolasolutions.com/en_us/solutions/education/schoolsafe.html. 
 
Create a training program for all users to understand how to use radios. 
 

2.3 EVENT STAFFING                                                                                                                                       G/EDP 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.3.1 
Provide appropriate staffing levels for 
all events. 
 

 

 
Staffing levels 

 
Significant factors in “appropriate” staffing levels include event type and history, 
intelligence, weather, and risk factors unique to the event.   
 
A supervisor/staff ratio of no less than one supervisor per 10 staff is 
recommended. 
 
For smaller venues/events, some staffing may be volunteers, so understanding 
their roles and responsibilities will be the greatest challenge. 
 
Plans need to be dynamic and be able to change the various factors.  Being 
dynamic will allow for a flexible implementation based on the risk of the event. 
 

2.3.2 
A ratio of no less than one staff unit for 
every 250 attendees/participants 
should be assigned. The NFPA has 

 
Staffing levels 
 

 
Check with city/county fire marshal to verify minimum life safety staffing 
requirements. 
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established this threshold in the Life 
Safety Code. 
 

2.3.3 
Establish a staff compensation policy. 

 
Employee 
compensation 

 
Proper compensation will avoid legal and human resource issues. 
 
When using academic staff at events, a district should identify a compensation 
plan (e.g., overtime, comp time, contractual compensation) before the event.  
 

2.3.4 
Solidify police, fire, and EMT event 
cost on an annual basis.  

 
First responder cost 

 
Ensure budgets and staffing can be planned. 
 
Most districts need to hire police, fire, and EMTs for events.  These groups are 
subject to their governance and, sometimes, will raise service rates. Establish a 
rate in a yearly memorandum of understanding (MOU). 
 

Situational and Operational Awareness 
2.3.3 
Establish a plan for handling the 
collection, maintenance, sharing, and 
protection of information. 
 
 
 

 
Information sharing. 
 
Accessing and sharing 
information between 
various agencies and 
organizations may be 
challenging but 
necessary for 
developing effective 
situational and 
operational awareness. 
 
Effective information 
sharing through 
collaboration. 

 
Information should be handled on a need-to-know basis, shared with as many 
unified command personnel as necessary. 
 
Fusion Centers may have a good model for information handling, collecting, 
analyzing, sharing, etc. 
 
Set up an email group for the appropriate individuals to ensure cross-information 
sharing. 
 
Set up various communication vehicles pre-, during, and post-event to share 
situational awareness information with staff and attendees. 
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Information must be 
“consumable” and 
“actionable” to be 
useful. 
 

2.3.4 
The primary law enforcement agency 
responsible for the event is the best 
choice for handling and protecting 
intelligence material. 
 

 
Safeguarding 
information 

 
FBI JTTF and Field Intel Group (FIG) are also good sources of broader intelligence. 
 
All intelligence sources (e.g., local and state law enforcement, and Fusion Centers) 
are valuable inputs 

2.3.5 
Train ALL staff and volunteers to be 
observant and report unusual/out of 
character or inappropriate activity to 
their supervisor/Operations Center.  
Document all training. 
 

 Explain examples of unusual 
behavior and inappropriate behavior 
for all non-law enforcement 
personnel. 

 Include ushers, food service workers, 
and maintenance in this training. 

 Broadcast (using all mediums) See 
Something - Say Something using all 
methods of communication. This 
gives the staff and volunteers a way 
to report suspicious activity. 

 
 
 
 

 
Staff training and 
documentation 
 
 

 
This should be undertaken regardless of facility size.  NCS4 offers online training 
courses for various staff.  
 
Consider live or video presentations to staff, volunteers, and season ticket holders 
before and during the event.  DHS PSA can assist with this. 
 
Offer different mediums to report information (i.e., phone, website, text, twitter, 
or to an individual). 
 
Front line staff (e.g., security personnel, gate attendants, ushers, concession 
workers, field attendants, maintenance workers, etc.) are a valuable source of 
intelligence/situational information since most work multiple events they may 
notice something out of the ordinary. 
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2.3.6 
Strategically place plainclothes 
officer(s) throughout the venue to 
observe and report. 
 

 Surveillance and counter-
surveillance teams are appropriate 
inside and outside the venue to 
observe and report. 
 

 Use plainclothes officer(s) in 
conjunction with a video 
management system (VMS). 

 
Surveillance and 
observation. 
 
These trained eyes and 
ears are used to 
complement any VMS 
in use. 
 
Better observation. 

 
Try to use the same plainclothes officers and officers monitoring the VMS for each 
event or for multiple events, as they become familiar with what is out of the 
ordinary for any event. 
 
Roofs and elevated platforms are excellent places within the superstructure to 
observe activity.  Additionally, outside and mingling through the venue is a key 
observational location. 
 
The use of surveillance teams is scalable based on the size of the event (i.e., low 
attended baseball game vs. a highly attended football game), intelligence, and 
history.   
 
Consider the use of body cameras by law enforcement personnel to support and 
document incidents.   
 
Based on your local and state laws, consider the use of microphones to monitor 
for threats and manage situations.  Often these microphones can integrate with 
video management systems.  The majority of states are considered the first-party 
state with respect to recording voice.  First party states allow the use of 
microphones to monitor and record sound at one’s venue 
(http://www.dmlp.org/legal-guide/recording-phone-calls-and-conversations).   A 
white paper for reference is: https://www.louroe.com/wp-
content/uploads/White-Paper-Sound-Solution-in-School-Security.pdf 
 

2.3.7 
Establish a process to get reported 
threats received at adjacent facilities 
to the Operations Center. 

 
Threat reporting 
process 

 
Being aware of a potential or occurring nearby crisis helps eliminate surprises, 
avoids confusion, and ensures awareness. 
 
Surroundings have the potential to impact events, participants, and spectators, so 
maintain awareness and monitor the area.  
 

 

http://www.dmlp.org/legal-guide/recording-phone-calls-and-conversations
https://www.louroe.com/wp-content/uploads/White-Paper-Sound-Solution-in-School-Security.pdf
https://www.louroe.com/wp-content/uploads/White-Paper-Sound-Solution-in-School-Security.pdf
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2.3.8 
Conduct event management meetings 
that address risk management and 
mitigation issues for all games/events 
before the actual event. 
 

 
Planning and preparation 

 
Events for most schools occur year-round, so these meetings 
should occur for ALL sports and ALL activities across the 
different seasons, as necessary. Schedule these meetings 
weekly or at an interval appropriate for the scale of events.  

2.3.9 
Create a team to review social media, 
monitoring for situational awareness and 
threatening information.  
 

 
Monitoring and assessment of threats 

 
Consider including the following local individuals on the social 
media monitoring team: facility management, law 
enforcement, human resources, and psychologist. 
 

Local Criminal Assessment 
2.3.10 
The law enforcement organizations 
responsible for the venue (e.g., city or 
county) should collect, maintain, and 
disseminate a local criminal assessment 
for events. 
 

 
Local criminal assessment 

 
Intelligence information is critical to venue/event assessment, 
planning, implementation, and response. 
 
This intelligence, in conjunction with the 
risk/threat/vulnerability assessment, will allow for effective 
planning regardless of the venue/event size.  
 

Public/Private Collaboration 
2.3.11 
Establish liaison with the local FBI JTTF 
and state Fusion Center. 

 
Enhanced information sharing 

 
Consider getting one staff member a security clearance through 
DHS or FBI JTTF so that they may receive classified information 
for planning and response. 
 

2.3.12 
Consider joining local information-sharing 
groups like InfraGard (public-private 
collaboration), Neighborhood Watches, 
and community policing units in the area 
of the event. 

 
Information sharing 
 
 
 
 

 
www.infragard.org  
 
Local city/county law enforcement neighborhood policing units 
great resources. 
In addition, another great resources is The Department of 
Homeland Security Protective Security Advisor (PSA) Program. 

http://www.infragard.org/
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PSAs are trained critical infrastructure protection and 
vulnerability mitigation subject matter experts who facilitate 
local field activities in coordination with other Department of 
Homeland Security offices 
 

2.4 SAFETY and SECURITY                                                                                                                             G/EDP 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Perimeter Control/Protection 
2.4.1 
Conduct an area crime analysis to 
objectively determine what problems 
exist on event and non-event days. 
 
 

 
Crime analysis 

 
Establish staff, facility, and fan protection before, during, and 
after events. 
 
Aim to answer questions such as: Is the area more/less 
conducive to crime than average?  What types of crimes occur 
in the area during and independent of venue-related activities? 
 
Law enforcement should conduct a crime analysis and gather 
input from their local counterparts.  The local city/county law 
enforcement agency responsible for the venue should conduct 
an area crime analysis f hired law enforcement officers are not 
available. 
 

2.4.2 
Develop close coordination between the 
facility and the local police/sheriff. 
 
Staff the outer perimeter entry/control 
points with uniformed law enforcement 
(when possible) and stadium/arena 
security employees. 
 
 
 

 
Law enforcement collaboration 

 
Establish collaboration to ensure access control and security of 
participants and spectators. 
 
Coordination, with clearly delineated roles and responsibilities, 
is essential to effective security and safety. 
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2.4.3 
When possible, arrange to have marked 
police vehicles parked randomly outside 
critical facility assets. 
 

 
The use of marked law enforcement 
vehicles 

 
Marked police vehicles serve as a deterrent, even if unmanned. 
 
Marked police vehicles should be parked in an area with high 
visibility when not on patrol to increase the potential deterrent 
effect. 
 

2.4.4 
Ideally, for each venue, establish inner, 
middle, and outer perimeters.  
 

 The INNER perimeter would typically 
encompass everything from the facility 
exterior wall/fence inward. The 
PLAYING SURFACE within the INNER is 
considered a separate high-security 
area.  

 The MIDDLE perimeter would typically 
include everything from the exterior 
wall/fence outward to at least 100 feet 
(if possible).  

 The OUTER perimeter would typically 
encompass everything from the 100-
foot line to the property line or other 
arbitrary border – a minimum of 500 
feet should be established where 
possible. 

 

 
Perimeter designation. 
 
Each perimeter will have different 
security requirements/ controls, and 
staff trained on these to avoid 
confusion.  
 
Generally, this information should be 
made available to attendees to avoid 
confusion. 
 
Each perimeter allows for the 
containment of a situation.   
 
Protect mass gathering areas. 
 

 
Based on the risk assessment, the size and impact of the event, 
the number of attendees, and the history of previous events 
will drive the size and complexity of the security plan and 
defined perimeters. 
 
Protective zones fluctuate. When implementing perimeters, the 
type of facility, as well as geography and surroundings, will 
dictate the number of perimeters, line drawing, and distance 
for each segment. 
 
In instances where 100 feet of clearance is not available, 
vulnerable areas and possible threats must be identified and 
alternative arrangements made to secure the facility’s middle 
perimeter.  Methods include the utilization of barriers, vehicle 
and pedestrian routes, and the placement of police/ security 
guards and other facility operations staff. 
 

2.4.5 
Maintain emergency ingress/egress routes 
for public safety vehicles. 

 
Ingress/egress considerations 

 
Ensure rapid, unrestricted response. 
 
Patrol, monitor, and enforce fire lanes. 
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Pre-Event Inspection 
2.4.6 
Conduct a facility inspection each time 
before the arena/stadium gates open to 
remove all unauthorized materials, 
devices, vehicles, and people to create 
secure MIDDLE and INNER perimeters.  
 
The results of the inspection should be 
reported to the Operations Center 
designee before gate opening.  The results 
of each event day inspection should be 
maintained as documentation that the 
inspection was conducted, and the area 
was controlled at a point in time before 
patron entry. 
 

 
Pre-event perimeter inspection 
 
Prevent unauthorized materials, 
devices, vehicles, and people from 
disrupting the event to the highest 
degree possible. 
 
 
Prevent IED/WMDs. 

 
Inspections should be driven by event type, history, size, 
intelligence, and threat and risk factors unique to the event, 
especially if known threats or knowledge of similar (recent) 
activities exists.  
  
At a minimum, staff should walk the entire facility for larger 
events and should consider bomb dogs and/or electronic bomb 
detection. 
 
Should something be found, a time frame can be established to 
predict approximate placement times of a suspicious package 
or bomb. 
 

2.5 AFTER EVENT CONGREGATION G/EDP 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.5.1 
Move individuals from venue property 
after events have concluded. 

 
Congregation policy 

 
People may linger after events are over, remaining on the 
property without purpose. 
 
Consider a policy for a time limit on how long individuals may 
remain on the property following the conclusion of an event. 
This policy may be a time limit (e.g., 15 or 30 minutes). 
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2.6 ACCESS CONTROL                                                                                                                                     G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Pedestrian (Attendees, sponsors, staff/workers, team members, media, officials) 
2.6.1 
All open access points should be staffed, 
and only authorized individuals permitted 
to enter. 

 
Access control staffing 
 

 
The staffing of open access points is regardless of facility/event 
size; however, based upon size and attendance, reducing access 
points to ingress/egress within fire codes may be possible. 
 

2.6.2 
Game/event day staff should use a 
designated entrance and report to a 
check-in area to receive their credentials 
and post orders. 
 

 
Staff access 

 
For large events/venues, designate more than one staff entry. 
 
Reduce confusion and overlap with greater control. 

2.6.3 
Secure specific areas to prevent post-
game access.  
 
Such areas include: 

 Concessions 

 Equipment rooms 

 Locker rooms 

 Playing surface 

 Staff offices 

 Suite level 
 

 
Post-game access control. 
 
 
Safety and security requirements for 
the venue may remain for several 
hours after the event until all 
spectators have departed. 

 
Ensure that staff and volunteers understand that the event is 
over when indicated by Event Operations rather than when the 
final buzzer sounds.  Instill diligence throughout the event. 
 
More issues often arise on egress than on ingress. Use a 
checklist to reduce theft and damage while shutting down the 
facility. 
 
Create a master key system. An adequately designed master 
key system, combined with patented key control, creates the 
ability to control physical access and preventing unauthorized 
key duplication. 
 
Planning a system with limited access to exterior doors, storage 
rooms, mechanical rooms, kitchens, and all other secure areas 
protects property, limits theft, and reduces liability issues. 
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Allowing open access by all staff members to common areas 
such as offices, classrooms, conference rooms, cafeterias, 
auditoriums, gymnasium, and all other larger rooms with one 
standard key creates access to “safe” zones in the event of an 
emergency. 
 
A key control process should be established to control how keys 
in a facility are managed and accounted for, thus limiting access 
to authorized personnel.  Sound key control policies establish 
accountability while maintaining the security of the facility. 
Components of such policies include: 

 A designated person to develop, implement, and enforce all 
key control policies and procedures 

 Policies for cutting, ordering, securing, issuing, and 
controlling keys 

 Accurate and up-to-date record keeping; documenting all 
key issuances and collection transactions 

 Assuring all personnel are educated and adhere to the key 
control policies set forth by the key system administrator 

 
Access control technology can be used to address access 
control issues. Technology can include hard-wired and wireless 
proximity card readers and combination door locks. 
 
Areas that will be unoccupied during an event should be locked.  
Doors can be alarmed both audible and silent with magnetic 
door contacts or strike monitors.    
 

Service Animals 
2.6.4 
Develop guidelines to accommodate 
patrons who arrive at the venue with a 
service animal. 

 
Service animal guidelines 
 

 
Follow ADA guidelines regarding the identification of service 
animals (see 
https://www.ada.gov/regs2010/service_animal_qa.html). Also, 
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Specially trained service animals are 
used to assist individuals with specific 
disabilities. Ascertaining whether a 
particular animal is performing the 
functions of a service animal may be 
challenging. 

refer to state and local laws that may allow emotional support 
animals. 
 
Implement a policy that defines the expectations of the 
behavior of service animals and their owners. Clearly state that 
unruly animals or failing to clean up after the animal properly 
could lead to expulsion from the event.  

Vehicular 
2.6.5 
Allow only screened, authorized, and 
credentialed vehicles to be parked within 
the MIDDLE or INNER perimeters, and 
then only after they have been screened 
before entry.  Check and inspect all 
broadcast/media vehicles and ensure they 
are appropriately credentialed. 
 
 

 
Vehicle access 
 
Vehicular traffic is a pedestrian risk, 
VBIED delivery tool, and fire, theft 
removal, and smuggling risk. 
 
This area is the most vulnerable and 
should be monitored and secured. 
 

 
Authorized vehicles (after screening) may include law 
enforcement/emergency vehicles, sponsor vehicles, broadcast 
equipment trucks, and vehicles driven by facility employees, 
team staff, players, and their families and officials. 
 
Give particular attention to the presence of unsolicited 
emergency vehicles (e.g., ambulances). 
 
Several municipalities are using license plate readers (LPR) that 
are synced with local law enforcement databases.  This syncing 
helps in identifying banned persons and wanted/stolen 
vehicles. 
 

2.6.6 
Inspect and credential (i.e., label) ALL 
vehicles (including public safety) allowed 
inside the MIDDLE or INNER SSAs.   
 

 Broadcast vehicles should be located in 
a designated secure compound(s) within 
these perimeters.  A security officer 
should be deployed at all times at the 
broadcast/media compound while 
media is present.  Entry to the media 

 
Credentialing /labeling vehicles avoids 
the confusion of whether a vehicle has 
been inspected upon entry and can 
also denote which vehicles are 
permitted where. 
 
Assists in preventing VBIEDs. 
 
Avoid the use of “cloned” public 
safety vehicles. 

 
 
A relatively small number of vehicles should require credentials 
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area should be controlled, and all media 
should be credentialed. 

 Roads should be blocked off when 
necessary, and special event-day traffic 
procedures should be instituted to allow 
for vehicle ingress/egress. 
 

 

2.6.7 
Depending on the configuration of the 
facilities, the contents of the vehicles 
should be inspected by the security staff 
before permitting entry to the ramp 
leading to a mezzanine, service tunnel, or 
any area below the arena/stadium. 
 

 
Vehicle inspection 
 
Protection efforts to prevent the 
introduction of hazardous/prohibited/ 
explosive items to the venue 

 
Ideally, all such deliveries except perishables (i.e., ice, particular 
unfrozen food, etc.) should be delivered at least 24 hours 
before the venue opening, to avoid using game day resources. 
 
 

2.6.8 
All sponsorship displays or concession 
vehicles within the stadium/arena’s INNER 
or MIDDLE perimeters, its concourses, or 
around the stadium perimeter must 
follow local fire codes. 

 
Fire code adherence. 
 
Protection efforts to prevent the 
introduction of hazardous/prohibited/ 
explosives items to the venue. 

 
At a minimum, ensure the following measures are taken:  

 Inoperable gas cap Disconnected battery 

 Minimal fuel in the tank 

 Possession of keys to the vehicle by a designated security 
or facility team representative 

 No unattended sponsor vehicles in evacuation or shelter 
pathways 

 

2.6.9 
Monitor parking areas to ensure public 
access for disabled patrons and that traffic 
lanes and parking areas are left open for 
EMS and fire vehicles. 

 
Disability access 
 
Emergency vehicle access 
 

 
Ensure emergency vehicle access. 
 
Parking areas are closed before an event to clear and control 
the area. Closures can last from several hours to a day, based 
on event size and risks 
 

2.6.10 
Remove all unauthorized or unidentified 
vehicles within the defined perimeters as 

 
Unidentified/unauthorized vehicle 
removal 

 
Unattended vehicles attract unwanted activity on the property. 
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part of the inspection process before 
opening the gates. 
 
Vehicles not removed within a reasonable 
time following the end of each game 
should be investigated immediately and 
removed as soon as possible. 
 

Individuals who are intent on doing harm will notice if vehicles 
are left in lots without recourse. 
 
Community size and geography and event circumstances will 
dictate the implementation.  
 
 

Deliveries and Waste Removal 
2.6.11 
All deliveries (i.e., entries and exits) 
should be prescheduled and documented.  
Entry should be centralized to a single 
point, where deliveries are checked 
against the list of scheduled deliveries. 
 

 No deliveries should be allowed within 
90 minutes to 2 hours of event start or 
after such time as the INNER perimeter 
is declared controlled. 

 Schedule deliveries through a single 
entrance where possible. 

 Schedule delivery of hazardous 
materials during times of non-
occupancy (e.g., overnight or early in 
the morning). 

 Provide an escort for each delivery 
vehicle to any other areas within the 
stadium.   
 
 
 
 

 
Delivery access 
 
Limit possible accessibility of VBIEDs, 
control disruptions, and safety issues. 
 
Propane delivery trucks making refill 
deliveries pose a significant risk. 
 

 
Particular attention should be given to bank armored truck 
deliveries (i.e., ATM service) or food service deliveries (i.e., 
post-game team meals), etc. 
 
Use parallel routes where possible. 
 
Use a self-certification program to facilitate deliveries and 
shipments of routine stadium vendors that would not need an 
escort. 
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2.6.12 
Schedule all waste removal for a time 
other than when the facility is at high 
capacity. 
 

 Do not place dumpsters/trash 
receptacles under or adjacent to 
structural supports. 

 Anticipate sufficient dumpsters that will 
allow for pick-up after the event. 

 Trash receptacles should be regularly 
emptied with contents placed in 
dumpsters. 
 

 
Waste removal coordination 
 
Prevent a dumpster/trash receptacle 
from being used as an IED 

 
To help identify trash that has been handled by staff, consider 
requiring staff of seal trash bags that they remove with a color-
coded zip-tie or something similar, the color of which changes 
for each game.   
 
 

Re-Entry Policy 
2.6.13 
Establish a re-entry policy and enforce it.   
 
The best practice is not to allow re-entry. 
  

 
Re-entry policy 
 

 
Communicate the re-entry policy before the event. 
 
If re-entry is permitted, it should be at the prescribed gate with 
re-inspection/screening of patron(s) as when initially entering 
the venue. 
 
Medical/childcare issue could be an exception, but re-screen on 
re-entry. 
 
If it is a new policy, it will require advanced planning for 
implementation and a wide distribution of information (e.g., via 
media, letters, social media, etc.).   
 
Build mechanisms to deal with people who are new or “did not 
know” about the policy. 
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Late Gate Opening Policy 
2.6.15 
Have a policy against late gate opening 
(i.e., shutting down ticket taking and 
screening) and allowing anyone to enter. 
 

 
Gate access policy 
 
If not prevented, this becomes the 
weakest link in security. 
 

 
Due to staffing limitations, this will probably not be an issue at 
events of less than 500 attendees. 
 
Medical/childcare issue could be an exception, but re-screen on 
re-entry. 
 

2.7 ACCESS CONTROL FOR AFTER-SCHOOL ACTIVITIES G/EDP 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.7.1 
Consider technology to control access to 
facilities (e.g., “smart keys,” key fobs, 
electronic door locks, electronic ID cards, 
etc.). 
 
 
 
 

 
Unauthorized access to facilities 
 
 
 
 
 
 

 
The purchase and installation of electronically controlled access 
points is recommended. Inexpensive key fobs can be purchased 
and distributed school personnel and outside users. Log the 
identification number and user of any issued cards or key fobs. 
Control door access electronically. 
 
Align the facility policy with the district policy for accountability 
and audit purposes. 
 
Log the identification number and user of any issued cards or 
key fobs.  Most access control systems provide this feature; for 
example, card users can be grouped into access levels or even 
downtimes; they can use a particular card reader.   
 
Consult with your security integrator if selecting an access 
control provider. 
 

2.7.2 
Assign building supervisors, who are 
responsible for staffing entry points for 
after-school activities. 
 

 
Entry point staffing 

 
Assign staff members responsibilities for building access 
control.  They should be trained on and provided the 
appropriate technology to facilitate this process. 
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2.7.3 
Use existing personnel and coaches who 
are familiar with facilities to vet outside 
users. 
 

 
Outside user vetting 

 

2.7.4 
Develop a policy for the use of electronic 
access control technology and tools. 

 
Policy for electronic access control 
technology 

 
Implement a policy for removing card access for terminated 
employees. Limit the access of seasonal workers’ cards to the 
season they need access to the facility.  Many districts require 
an employee to wear access cards as identification.  The 
issuance of cards could be for different seasons with different 
colors for each season.  Contractors who are granted access 
should have different colored badges that identify them as 
contractors.  
 

2.8 EVENT SPECIFIC ROBBERY/THEFT PROTECTION                                                                               G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.8.1 
Establish a program and procedures to 
address securing cash collected during the 
event from robbery or employee theft. 
 

 

 
Cash handling and collection 
 
Robberies at sporting events and on-
site banks have occurred many times.  
Pre-planning will help reduce this risk 
and mitigate issues. 

 
Establish an on-site central bank at the venue that receives 
monies collected from tickets, parking, and concessions (i.e., 
food and merchandise). 
 
All cash movements from the event bank to a financial 
institution should be by armed courier. 
 
Event banks should have video monitoring surveillance 
coverage of access points and collection, counting, exchange, 
and storage areas. 
 
Separate the cash storage area from the cash receipt area. 
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Cash should be carried in non-descript packaging concealing the 
contents from the public; do not draw attention to money 
moving.  
 
Establish a policy that no sales location can amass more than 
$2000-$5000 before transferring it to the bank. 
 
Event banks should have armed guards or police in the bank.  
 
A bank should not be easily accessible from outside the venue. 
 

2.8.2 
Establish a procedure to protect money 
on-site during an emergency. 

 
Emergency cash handling procedures 

 
During an incident, attention may be diverted away from the 
cash box or other valuables. 
 
Assign a resource (i.e., person or safe) for cash box security in 
an emergency. 
 

2.8.3 
Establish procedures to prevent credit 
card information theft/skimming and 
other types of financial fraud. 
 

 
Theft of account or banking 
information 

 
Consider transferring risk by using a third party to provide a 
credit card system.  

2.8.4 
Consider installing hold-up fobs or 
providing wearable fobs to personnel at 
cash points. 
 

 
Increased security of personnel 

 
Wireless duress technology can be deployed with many alarm 
systems.  Wearable fobs can be provided to employees at cash 
points to summon help in emergencies.   

2.8.5 
Install video management system cameras 
at all cash points. 
 

 
Cash theft and loss deterrent 

 
Cameras can be installed at cash points to ensure accountability 
and deter theft.  
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2.8.6 
Install audio monitoring at cash and 
customer service points 

 
Enhancement of cash theft and loss 
deterrents while enhancing response 
to cash theft 
 

 
Audio monitoring systems are often included with camera 
systems, or microphones can be added to IP cameras with input 
options. 

2.9 CYBER SECURITY                                                                                                                                       G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.9.1 
Develop and implement a cyber-security 
plan that at a minimum covers the 
following: 
 

 Public safety systems 
o Venue emergency notification 

system 
o Video surveillance systems 
o Incident management 

 Event systems 
o Web/social media presence 
o Ticketing/credentialing 
o Timing/scoring 
o Logistics 
o Venue management 
o Electronic signage 
o Facilities equipment management 
o Video board/video information 

systems 
 

 
Cybersecurity plan implementation 
 
 

 
Reduce the potentially negative impact of cyber threats on 
systems controls that are required to ensure a safe and secure 
environment. 
 
DHS and the FBI can provide input/support and documents for 
developing the cyber security plan. 
 
Include key staff in event planning: 

 Chief Information Security Officer 

 Information technology personnel 

 Communications (i.e., radio) systems technology 

 Others: HVAC, lighting, Wi-Fi, and mass notification system 
vendors  

 Venue Public Affairs/Public Relations Manager 
 

2.9.2 
Ensure that all operating software and 
hardware is regularly updated, patched, 
and tested (i.e., registration, 
credentialing/ticketing, payments, scoring, 

 
Software currency to protect the 
integrity of the event 
 
Prevent intentional misinformation 

 
Updating and testing operating software requires competent 
technical staff and coordination. 
 
Larger events can potentially experience larger issues. 
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timing, medical, incidents, incident 
management, etc.). 
 

2.9.3 
Install and maintain current cyber security 
technologies and techniques (e.g., user 
authentication, firewalls, virus and 
spyware protection, encryption, etc.). 
 

 
Protect personal identifying 
information (PII) and healthcare data 
(HIPAA). 

 
The school already utilizes cyber security for technology.  
Interscholastic activities should be part of that plan. 
 

2.9.4 
Backup all information regularly and store 
it in a secure off-site location. 
 

 
Data destruction and loss prevention 

 
The school already has a technology back-up and contingency 
plan.  Event information and data should be part of that plan. 
 

2.9.5 
Provide regular user awareness training 
on security, policy, procedures, 
responsibilities, threats, and incident 
reporting for staff and volunteers. 
 

 
User awareness training 

 
DHS, FBI, InfraGard can assist with training programs.   
 
Document the training. 
 

2.9.6 
Control user access digitally and 
physically. 
 
Digitally  

 Create user authentication/password 
access controls on a need-to-know 
basis. 

 Cancel access for all departing 
employees immediately. 

 Encrypt the data.  
 
Physically: cancel access for all departing 
employees immediately. 
 

 
Unauthorized access 

 
Create user authentication/password access controls on a 
need-to-know basis.  Cancel access for all terminated or 
departing employees immediately. 
 
Encrypt all access control data to protect from data loss. 
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2.10 INVESTIGATION                                                                                                                                     G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Questioning and Detention 
2.10.1 
Develop policy and procedures and 
establish a location for detaining and 
questioning persons who have exhibited 
suspicious/unacceptable behavior and/or 
have violated security 
policy/regulations/laws. 
 
This policy should include intoxicated 
individuals and demonstrators/rioters. 

 

 
Questioning and detention policy 

 
Develop these policies in conjunction with local law 
enforcement partners and have them reviewed by general 
counsel.  
 
Post the developed policy and procedures on the school’s 
website.  Event tickets should reference the website, so the 
public is informed of unacceptable behavior and make the Code 
of Conduct applicable to staff/volunteers, participants, and 
spectators. 
 
These should be consistent with jurisdictional laws. 
 

2.10.2 
Train volunteer and non-law enforcement 
security staff in appropriate methods for 
handling confrontational interactions and 
detention of individuals until law 
enforcement arrive to take control. 
 

 
Conflict resolution training for non-
law enforcement staff and volunteers 

 
 Conflict resolution training should be a key component in the 
training plan for non-law enforcement staff and volunteers. 

2.10.3 
Establish procedures addressing when to 
involve law enforcement.  
 

 
Conflict procedures 

 
Ensure that security staff understands they are not law 
enforcement and do not have law enforcement authority. 
 

2.10.4 
Establish criteria for patron ejections and 
ensure that a supervisor makes the 
decision.  The criteria should be 
consistently applied and documented. 
 

 
Patron ejection decision-making 

 
The supervisory decision to eject a person will vary depending 
on who is doing the ejection (i.e., law enforcement, security 
staff, gate/ticket takers, etc.). 
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On-Site Holding Facilities (if applicable) 
2.10.5 
Have VMS monitoring of holding facilities 
(interview/processing). 
 

 Only law enforcement should manage 
these facilities. 

 Record and maintain consistency with 
state laws. 

 Ensure the separation of adults and 
juveniles and male and female 
detainees. 
 

 
On-site holding facility policy. 
 
 

 
 
Monitoring options can include visual observation utilizing the 
presence of multiple staff or venue security cameras. Individual 
staff members should never be alone with a detainee. 
 
The use of camera technology solutions ranges from CCTV to 
body-worn cameras.  Use camera solutions in compliance with 
laws, local law enforcement procedures, protection of privacy, 
and guidance from legal counsel. 

Reports and Record-Keeping 
2.10.6 
Have staff prepare a report on each 
complaint/dispatch or adversarial 
interaction with a patron or any 
individual. Maintain a record. 
 

 Document contact with all 
individuals who are detained and 
questioned for unruly or suspicious 
conduct.  
 

 Document all individuals who are 
ejected; documentation at a 
minimum should include name of 
patron/fan/suspicious person, date, 
time, location (i.e., section, seat 
number) reason for 
contact/ejection, name and agency 

 
Reporting procedures 
 
Appropriate records are necessary for 
enforcement and statistical analysis. 
 

 
The initial capture of information could be a written note or 
documented or dictated via smart phone and subsequently 
transcribed. 
 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 57 of 209 
 

of ejecting officer, and name of staff 
member initiating contact/ejection  

 
Collect additional information or evidence 
as necessary (e.g., photos of the patron, 
fan, and/or suspicious person, video 
recording of contact, witnesses, etc.). 
 

2.11 TRANSPORTATION MANAGEMENT                                                                                                   G/EDP                             
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Public Transportation 
2.11.1 
Private vehicles, city or chartered buses, 
school buses, or other transportation 
modes may be used to travel to and from 
the event.  Coordinate and anticipate the 
volume and security of passengers. 
 

 
Coordination of public and private 
transportation 

 
May vary based on the environment (i.e., urban, suburban, or 
rural), what types of public transportation are available, and 
event size. 
 
Use modes of transportation as opportunities to communicate 
with attendees via signage or announcements concerning 
prohibited items, weather, and other event information. 
 

Buses and Trams 
2.11.2 
If necessary, transport teams and 
attendees using venue-provided buses 
and/or trams exclusively for them to 
ensure their safety and security. 
 

 
Team transportation 
 

 
Implementation may depend on the environment and event 
size. 
 
Some venues/events provide courtesy shuttles to assist with 
transporting individuals who need assistance due to age or 
mobility, especially from remote parking areas. 
 

2.11.3 
Conduct background screening on bus and 
tram drivers’ credential both drivers and 
vehicles. 

 
Background screening 

 
Drivers should meet the same vetting standards that are used 
with the student transportation system.  The transportation 
department can help with vetting. 
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2.11.4 
Conduct searches of school/district 
vehicles before their use by trained 
drivers. 
 
Heighten security and conduct vehicle 
operator briefings on strange behavior 
and unattended/abandoned items. 

 

 
School/district vehicle inspection 

 
It helps avoid contraband from being placed on school-owned 
transportation in advance. 
 
Consider creating a laminated two-sided 5-inch x 7-inch card 
with an observational guide on one side and search procedures 
on the other side. 

2.12 TRAFFIC MANAGEMENT                                                                                                                     G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Movement 
2.12.1 
Develop a detailed plan for vehicular flow 
into and out of various venues, including 
staging and entry/exit of responding 
emergency vehicles. 
 

 
Vehicular flow planning 

 
Define and agree upon the event traffic perimeter, area of 
responsibility, and oversight in the traffic management planning 
process. 

2.12.2 
Consider how to divert traffic from full 
lots to alternate parking. 
  

 
Gridlock prevention 

 
Particular attention to efficient traffic movement helps with 
patron satisfaction, as traffic and parking issues are frustrating 
to patrons.  Effective planning and deployment can serve to 
mitigate traffic gridlocks. 
 

Street Closures/Barricades 
2.12.3 
Consider fixed or mobile barriers around 
the areas immediately adjacent to the 
venue.  Block crossroads along pedestrian 
flow as needed. 
 

 Reinforce areas that are vulnerable to 
forced vehicle entry with substantial 

 
Buffer zone creation 

 
Reinforce areas that are vulnerable to forced vehicle entry with 
substantial barricades (e.g., bollards, retractable wedges, anti-
ram fences, large trucks or buses, Jersey barriers, reinforced 
concrete decorative planters). 
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barricades (i.e., bollards, retractable 
wedges, anti-ram fences, large trucks or 
buses, Jersey barriers, reinforced 
concrete decorative planters, etc.). 

 Establish proactive measures to thwart 
the use of vehicles as weapons, 
especially in areas of congregating 
pedestrians and tailgaters. 
 

Parking 
2.12.4 
All parking areas under venue oversight 
should be staffed and controlled or, at a 
minimum, patrolled.  
 
Close parking areas that are not needed. 
 

 
Venue parking security 

 
Additional considerations for nighttime events include lighting, 
visibility of staff, emergency response accessibility, and 
disability parking. 
 
The venue is responsible for the areas they control, own, 
and/or lease. 
 

2.12.5 
All parking areas should be illuminated 
from dusk to dawn and, at a minimum, in 
compliance with standards and 
requirements in applicable zoning 
ordinances and codes. 
 
 

 
Venue parking illumination 

 
Vehicles and pedestrians traversing parking areas in limited 
visibility, observation ability, and the possibility of slips, trips, 
and/or falls can be improved with sufficient lighting. 
 
Use portable lighting in unlit areas or areas not sufficiently lit by 
permanent lighting fixtures.  
 
For venues with VMS coverage, consider fixed or mobile video 
platforms to capture events pre-game, game time, and post-
game (up to a certain period).  Some venues record the stadium 
starting three hours before three hours after the game. 
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2.12.6 
All parking lots should be patrolled or 
staffed from the time the stadium/arena 
lot gates open until parking areas close 
following the conclusion of the game, 
regardless of whether the lot is enclosed. 
 

 
Criminal mischief and theft 

 
Consider using roving patrols and VMS. 

 
Establish security patrols (e.g., security vehicles, bicycles, roving 
personnel, etc.) in the parking lots and facility perimeter. 
 

2.13 PHYSICAL PLANT                                                                                                                                     G/EDP 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.13.1 
Employ protective measures (i.e., fencing, 
bollards, and enclosures) around exposed 
utilities such as transformers, natural gas 
lines, water values, generators, and 
telephone switch boxes, to protect them 
against an attack or damage. 
 

 
Utility protective measures 
 

 
The risk/vulnerability assessment will help identify what to 
implement.   
 

2.13.2 
Inspect all physical plant systems before 
every game and, if necessary, secure them 
with locks or assign security/monitoring 
devices to safeguard any vulnerable 
systems. This will aid in the discovery of 
inoperable equipment, detecting items 
out of place, and/or access issues. 
 

 
Pre-event inspection of physical plant 
systems 

 
A checklist with locations identified for walkthrough should be 
enough to satisfy the need. 
 

2.13.3 
Make immediate repairs to any part of the 
physical plant facility/equipment that 
impacts the safety and security of the 
event. 
 

 
Equipment repair 
 
Physical plant facilities and equipment 
that are not working as designed 
expose the event to potentially new 
and unplanned risks (e.g., a 

 
 
Develop a process with the maintenance department to 
expedite emergency work orders. 
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malfunctioning door may result in loss 
of access control). 
 

2.13.4 
Know how to isolate or shut off air 
circulation systems.  If local fire codes 
allow, consider installing a central 
emergency shut off switch for the HVAC 
system. 
 

 
Ventilation safety 

 
Inspect all HVAC, mechanical, gas/fuel, and other critical 
systems and protect them with locks and/or tamper-proof 
seals.   
  

2.13.5 
Ensure that emergency utility contact 
telephone numbers are available.  
 

 
Emergency utility service contacts 

 
Maintain current contact information for all utility providers 
(e.g., electric, gas, water, fuel) in the Operations Center. 

2.13.6 
Test emergency back-up power systems 
under load before each event and in 
compliance with local codes. 
 
Test emergency back-up power systems at 
designated times during the season at 
least twice per year.   
 

Utilities 
Maintain current contact information for 
all utility providers 
(electric/gas/water/fuel) in the Command 
Center. 
 
Consider having utility company personnel 
onsite if issues are anticipated at the 
venue or event (i.e., adverse weather, 
threat, etc.). 
 

 
Testing emergency back-up power 
systems 
 
 
 
 
Preparation in case using a back-up 
utility system is necessary 

 
Functional emergency back-up power systems are important 
because their use indicates that power has been lost in the 
venue.  
Ensure that generators are sufficient to support emergency 
systems, including the Operations Center and cameras. 
 
Maintain current contact information for utility providers in 
physical and digital formats to reduce response time to an 
emergency involving utilities. 
 
 
Ensure that utility personnel are available during event and 
stage an inventory of utility service replacement/back-up 
equipment and supplies. 
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Utility personnel should be on-site for the 
duration of the event when large crowds 
are present. 
 
Document each test, including the results 
and actions taken to remedy any issues. 
 

 
 
Ensure that generators are sufficient to support emergency 
systems, including the Operations Center and cameras. 
 

2.14 VISITING TEAM SECURITY/SAFETY                                                                                                    G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.14.1 
Require identification of all visiting team 
personnel and officials before entering the 
venue by applying the same policies and 
procedures used for the home team and 
staff.  
 

 Obtain a list of authorized members of 
visiting teams, personnel, staff, and 
officials in advance of the event. 

 

 Obtain a list of all personnel who have 
received access credentials. 

 

 Require everyone other than players and 
coaches to have credentials scanned in 
and out of restricted areas. 

 

 
Identification of visiting team 
personnel 
 

 
The identification of visiting team personnel will enhance the 
safety of players and participants. 
 
Current intelligence and history will provide some predictive 
ability to scale necessary protective actions and staff 
requirements. 

2.14.2 
Post a security guard on the visiting 
team’s locker room door. 
 
 
 

 
Visiting team locker room safety 

 
Ensure that locks restrict access if providing a security guard is 
not possible. 
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2.14.3 
Prevent the visiting team and marching 
band from entering or exiting the playing 
surface near hostile crowds (e.g., home 
team and/or students).  Put visiting fans 
and/or media closest to visiting team’s 
playing surface entry point. 
 

 
Visiting team security 

 
Potential problems with fans, grabbing, pulling, throwing, 
spitting on/at visiting team as they enter to playing surface. 
 
Rivalry, history, and risk will dictate staff requirements. 

2.14.4 
If necessary, post an officer next to the 
visiting team’s bench and to accompany 
them on and off the playing surface. 

 
Visiting team security 

 
More than one officer may be required, depending on the 
situation. 
 
Rivalry and competition levels may cause the implementation 
of additional visible safety measures. 
 

2.14.5 
Visiting teams should communicate 
electronically or in writing, their plan 
concerning visiting their buses, equipment 
truck, and vehicle parking procedures to 
all other teams.  
 
These procedures must include all 
information required for arena/stadium 
access, unloading, bus and truck parking, 
loading, and departure. 
 
 

 
Communication with the visiting team 
regarding security 
 
This can be problematic due to game 
outcome and rivalries. 
 
This communication helps eliminate 
potential issues and allows for pre-
planning. 
 

 
Consider issues that arose at previous events against each 
visiting team. 
 
Bus drivers and equipment transportation personnel should 
provide government-issued photo identification before 
obtaining clearance to enter the arena/stadium.  
 
Team buses and equipment trucks should be parked in a non-
public area and secured at all times.  Bus drivers should lock 
their buses to ensure that doors and luggage compartments are 
secured at all times.  
 
Equipment trucks should be locked and/or secured with a 
tamper-proof seal.  
 
Each team’s equipment manager should oversee the loading 
and unloading of team buses and equipment trucks. 
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Equipment and baggage loading and unloading or temporary 
storage within public areas must be adequately secured via 
guards or locked enclosures. 
 
 

2.14.6 
Coordinate with law enforcement officers 
and extend courtesies for teams traveling 
with a law enforcement officer from their 
home area.  
 
 

 
Visiting team security 

 
This coordination is a simple courtesy when planning to 
conduct activities outside of the jurisdiction, and an officer 
safety measure, particularly if traveling armed. 
 
Law enforcement officers traveling and visiting a location 
should contact the home law enforcement agency/department.     
 

2.15 BEHAVIORAL ISSUES                                                                                                                              G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Disturbances - Pre, During, and Post Game 
2.15.1 
Develop policies for and a written plan of 
how staff will handle all disturbances in 
conjunction with all participating law 
enforcement agencies, event operations, 
and venue operator for: 
 

 Celebratory disruptions/rioting 

 Civil disturbances/demonstrations 

 Drunk and disorderly 

 Field/court encroachments 

 Fighting 

 Illegal drug use/possession 

 Throwing things 

 Use of vulgar language 

 Gang activity 
 

 
 
Disturbances policy 

 
Be proactive; these issues will likely have to be addressed at 
some point. 
 
Should a fan enter or attempt to enter the competition area, 
venue security must immediately take the means necessary to 
remove the fan from the court/playing field and the broader 
venue area consistent with the venue’s Court Intrusion Plan. 
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Prevention 
2.15.2 
Consider prepositioning personnel or 
barriers effectively to discourage rushing 
or driving through specific areas.  

 
Barrier placement 

 
Prepositioning personnel or barriers prevents rushing or driving 
through certain areas. 
 
The prepositioning of personnel and/or barriers should be 
based upon event history, size, threat, and current 
environment. 
 

2.15.3 
Adopt a Code of Conduct, advertise it, and 
enforce it to discourage inappropriate 
behavior. 
 

 
Establishment and communication of 
conduct that is acceptable and 
unacceptable 

 
Enforcement should be fair and consistent, regardless of 
affiliation or standing. 

2.15.4 
Implement and advertise See Something-
Say Something or a similar program.  This 
program, and others like it, is a way to 
empower stakeholders to initiate 
anonymous reporting about potential 
threats.   
 
 
 

 
Disturbance notification programs 

 
Include current technologies, such as social media, as vehicles 
for informing participants/patrons and for reporting violations. 
The use of communications tools allowing students and other 
stakeholders in the community to report potential threats and 
other concerns anonymously has demonstrated success in 
preventing potential violence. Students often know long before 
adults do what is occurring in their schools and communities, 
witnessed either in person or online. Tip reporting processes 
should be simple; provide students, parents, and community 
members with a safe way to report information about any 
issues regarding their safety or the safety of others and meet 
the following criteria: 

 The anonymity of every report should be guaranteed—no 
caller ID or data tracking. 

 The program should be available to all members of the 
community. 

 Calls should be answered immediately, and the service 
should be available 24 hours per day, every day of the week. 
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 Every tip should be investigated. 
 

2.15.5 
Consider having a buffer zone between 
opposing fans. 

 
Buffer zone implementation 

 
Limit interaction between opposing fans. 
 
When creating buffer zones, locate opposing fans of opposite 
sides of the playing surface if possible. If this is not possible, 
place e barriers like tarps, roped off zones, or other buffers 
between sections of opposing fans. 
 

Response/Monitoring/Reporting 
2.15.6 
Create a Behavioral Intervention Team 
with key trained personnel to address 
negative behavior issues.  
 
Pre-plan and practice responses to all 
potential incidents, based on past events 

 
Behavioral Intervention Team 
responsibilities 

 
Be proactive in identifying and intervening to stifle the potential 
impact of future negative behavior issues.   
 
Clarify roles and responsibilities. 
 
Use the Behavioral Intervention Team at more significant 
events and those with a history of behavioral issues. 
 
At most venues, this will be handled by law enforcement, but 
may include non-law enforcement members. 
 

2.15.7 
Use social media monitoring for 
intelligence and early warning. 

 
Social media monitoring 

 
GIS-based applications are available to track social media 
keywords within a specified area.  City/county law enforcement 
may have this capability. 
 
Texting tip lines for attendees is becoming widely used. 
 

2.15.8 
Pre-plan and practice responses to all 
potential incidents, based on past events. 

 
Incident response planning 

 
Include practice in the exercise and training plans. 
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2.15.9 
Establish an anonymous reporting system 
for students, parents, staff, or other 
individuals to allow them to tip-off the 
necessary individuals about an issue. 
 

 
Incident reporting systems 

Different platforms allow for anonymous tips.  A text system 
may exist.   
 
Also, consider using Crime Stoppers to assist in receiving tips. 

Tactical Operations Teams 
2.15.10 
In conjunction with law enforcement 
partners, define under what 
circumstances and under whose 
command tactical teams will be deployed 
when used at events, especially if the 
response is multi-agency.   
 
Tactical teams should: 

 Have a tactical plan 

 Address the use of force, body cameras, 
tasers, chemical agents, and armored 
vehicles 

 
Tactical team deployment 
considerations 

 
Avoid confusion during a crisis.  There are various tactical team 
(a.k.a., SWAT, SRT) models: LE team, regional teams, state, or 
county teams.  Team members can be full time or function in 
contingency assignments. 
 
When tactical teams are planned for, establish an MOU on 
mission duties and responsibilities.  Tactical teams should 
operate as part of ICS.  Incident/tactical plans should address 
uniforms, appearance, specialized equipment, armed vehicles, 
and special weapons (e.g., shoulder weapons). 
 
Establish multiple rally points around the venue and select the 
best location for a given incident to rally tactical resources. 
 

Uniform and Plainclothes 
2.15.11 
Use a mixture of uniform and plainclothes 
officers when possible. 

 
Law enforcement capabilities 

 
Uniformed officers serve as a deterrent and a visible point of 
contact for patrons who need help. In contrast, plainclothes 
officers serve as quasi-invisible eyes and ears that can provide 
intel and early warning. 
 
 
 
 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 68 of 209 
 

2.16 LIFE/FIRE/MEDICAL SAFETY AND PUBLIC HEALTH                                                                         G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.16.1 
Have a minimum of one fire unit and one 
EMS unit with two certified EMTs onsite 
for venues with 10,000+ spectators. 
 

 
Fire/EMS ratio 

 
Additional fire and EMS units may be required based on event 
size, weather conditions, and threat information. 

2.16.2 
Require pre-approval and provide pre-
notification to public safety of specialty 
attractions, fireworks, pyrotechnics, 
parachutists, and aerial shows/flyovers. 
 

 
Specialty attraction procedures 

 
Pre-notification and pre-approval should be non-negotiable, 
regardless of event size. 

2.16.3 
Have AED/First aid equipment accessible 
or require users to provide their own 
resources 

 
AED/first aid equipment accessibility 

 
Consider the purchase of additional equipment or make current 
equipment accessible. 
 
As an alternative, consider a written contract with users to 
provide their own equipment, depending on local laws and 
policies.  
 

Food and Beverage 
2.16.4 
The following food and beverage 
protective/preventive measures should be 
considered as part of an overall Food 
Defense/Food Safety Plan: 
 

 Ensure all food service 
distributors/vendors/concessions are 
reasonably secure, inspected, and 
licensed. 

 
Food and beverage 
protective/preventive measures 

 
Prevent and respond to food-borne issues. 
 
Ensure safe food handling and dispensing. 
 
When hosting or holding an event, consider the liability related 
to food and beverage service. 
 
The local health department can assist with food/waterborne 
issues.  Include local health department food inspectors in the 
EAP planning and formal operations plan and provide 
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 Promote stringent adherence to food 
safety regulations as state and local law 
requirements. 

 Promote an in-house beverage and food 
distribution system if possible.  If this is 
not possible, ensure outside vendors are 
licensed and inspected.  

 Create an approved vendor list and 
update it accordingly. 

 Inform food distributors pre-delivery 
that any box, package, or container that 
is open or appears to have been 
tampered with will be refused. 

 Inspect all packages/containers for 
tampering and refuse if is tampering 
found.  

 Notify law enforcement and food 
distributors (in that order) of actual or 
suspected tampering incidents. 

 Ensure all food service vendors and 
employees comply with all local health 
standards, regulations, laws, and 
appropriate inspections. 

 Consider restricting outside food 
vendors (e.g., food trucks, street 
vendors) during after-school activities 

 Notify relevant authorities if intentional 
tampering is discovered 

 Review this entire Guide and add “Food 
Defense” as an element of operational 
or emergency planning where 
applicable. 

 

communications contact in the event of tampering or to report 
other patron food/drink issues. 
 
These safety measures are valid for event-provided food and 
drink, as well as vendor-provided food and beverages for sale. 
 
Consult local health laws regarding the use of outside vendors 
for after-school events. Display local health department 
certification as required by local regulations. 
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2.17 WEATHER PLANNING                                                                                                                           G/EDP                           
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Develop Plans 
2.17.1 
As part of the EAP, develop, review, train, 
exercise, and revise weather safety plans 
for all manner of adverse weather and 
response to include sheltering, 
evacuation, and re-entry after sheltering/ 
evacuation for sports facilities. 
 

 Develop a weather situational 
awareness plan, beginning the day 
before through game/event day 

 Discuss, practice, and test staff before 
each sports season and as needed for 
plan or staff changes during a season for 
evacuation and shelter in place plans 

 Include communications technologies 
during testing 

 Conduct exercises to identify gaps 
 

 
Weather plan development 
 
 

 
FEMA and NWS can assist in planning and training for weather 
conditions. 
 
Use a meteorological weather service. 
 
See the NOAA Venue Preparation Checklist: 
http://www.crh.noaa.gov/Image/dtx/web/PreparingVenues.pdf  
 
Numerous commercial products exist to monitor the weather 
and alert patrons. 
 
Weather safety plans can be trained and tested through table-
top exercises. 

2.17.2 
Develop a simple weather plan to follow 
in an emergency, training on the plan, and 
to be provided guides for all manner of 
adverse weather. 
 

 
Weather plan development 

 
Develop trigger points and pre-planned responses based on 
monitors that allow appropriate and timely action. 
 

Weather Monitoring 
2.17.3 
Weather monitoring is essential to safe 
events.  Establish trigger points based on 
current circumstances. 

 
Weather monitoring 

 
Various methods of monitoring are available through public 
emergency management, private TV and radio stations, and 
commercial products. 

http://www.crh.noaa.gov/Image/dtx/web/PreparingVenues.pdf
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Ensure sufficient lead time as adverse 
weather approaches so that appropriate, 
timely actions can be implemented in a 
safe manner. 

 
If storms are forecasted for the day of the event, review the 
safety plan before the event and identify the responsible 
officials and chain of command to implement the safety plan. 
 
Designate a weather watcher for the event who will notify 
officials of impending weather that may threaten the safety of 
individuals and property. 
 
Have qualified personnel obtain access to the local/regional 
national weather service chat rooms to monitor the weather 
through meteorologists. This will allow them to see the 
weather before it is available via weather apps or the news. 
 

2.17.4 
Seek Storm Ready Certification by 
FEMA/National Weather Service. 
 
If the event is significant and an adverse 
weather indication exists, include a 
designated professional meteorologist to 
sit in a command/operations center in 
direct contact with Game Operations or 
the UJOC. 

 
Weather mitigation preparation 

 
Refer to http://www.stormready.noaa.gov/. 

2.17.5 
Maintain a weather “script” in the press 
box to alert stadium users about severe 
weather situations. 
• Craft messages ahead of time to make 

sure appropriate verbiage is used. 
• Use NWS or professional weather 

forecasters for decision-making. 

 
Severe weather communication 

 
During an actual weather emergency, clear instructions are 
needed to facilitate movement to safe locations. 
 
Craft and provide pre-scripted messages that describe 
evacuation or sheltering procedures to announcers and 
scoreboard operators. 
 

http://www.stormready.noaa.gov/
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Establish and maintain relationships with contacts at the 
National Weather Service, local media, or other professional 
weather forecasters. 
 

Lightning (or Tornado) 
2.17.6 

A professional meteorologist will use 
current lightning (or tornado) monitoring 
and detection tools to estimate possible 
arrival times. This information can be 
used to determine the time necessary to 
get spectators to shelter in a safer and 
more orderly way and notify 
management and event staff.  

 
Event staff should issue the sheltering 
order to all participants, fans, staff, etc. 
The goal is to have everyone in the venue 
sheltered before lightning arrives within 8 
miles of the venue. 

 
Lightning monitoring, alert, and 
response 

 
Severe Thunderstorm or Tornado Watch: 
A watch indicates conditions are favorable, but that severe 
weather may develop.  A time period is associated with the 
watch. 
 
Severe Thunderstorm or Tornado Warning: 
A warning means severe weather has been detected and may 
be imminent in the area.  A time period is associated with the 
warning. 
 
Flash Flood Watch: 
A watch indicates developing conditions are favorable for flash 
flooding in the watch area. 
 
Flash Flood Warning: 
Flash flood is in progress, imminent, or likely.  Water is 
expected to rise rapidly.   
 
Refer to http://www.lightningsafety.noaa.gov/  
 

Temperature Extremes 
2.17.7 
Have a detailed plan for extreme heat or 
cold. 

 

 
Extreme temperature planning 

 
Pre-stage buses as cooling/warming stations.  
 
Identify adjacent buildings where attendees can find relief from 
extreme temperatures. 
 

http://www.lightningsafety.noaa.gov/
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Heat Stress 

 Add fluid stations, as replenishment needs will increase. 

 Make an increase of ice available to medical stations. 

 As a precaution, have an ambulance standing by.  
 
Severe Cold and Hypothermia 

 When cold weather is predicted, start communicating to fans 
the necessity to bring warm clothing before the event. 

 Consider postponing the event if the temperature will be 
below freezing for the entire event. 
 

2.18 FIRE ALARMS                                                                                                                                           G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.18.1 
As part of the EAP, develop written 
processes and procedures with the fire 
department to respond to fire alarms. 
 
 
 
 
 
 
 
 
 
 
2.18.2 
The EAP should define the process to 
notify fans, teams, and staff of a potential 
fire. 
 

 
Fire alarm procedures 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fire alarm notification process 
 

 
Often fire alarms are ignored or are false.  They must be 
resolved without causing panic or unnecessary delays. 
 
The EAP should define the process to notify fans, teams, and 
staff of a potential fire. 
 
The plan should include the decision-making process, the 
individual to determine evacuation, and if that person should 
be present in the Command Center. 
 
A command-level fire department representative should be in 
the Command Center for all events with 10,000+ attendees. 
 
Specify methods of notification (i.e., a voice alert to leave the 
building/venue due to a fire emergency). 
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2.19 TAILGATING CONCERNS (if applicable)                                                                                      G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.19.1 
Set up specific areas for tailgating that are 
separate from general parking. Prohibit 
tailgating in general parking areas. 
 

 

 
Tailgating safety measures 
 
 

 
Pre-selected specific areas for tailgating provide boundaries and 
facilitate better compliance.  
Addressing life safety is easier if a general parking lot is 
subdivided for tailgating. 
 
Consider volunteer groups as lot ambassadors, helping 
tailgaters and serving as extra eyes and ears. 
 
The term “tailgating” can have different meanings based on the 
context of the venue (i.e., urban/downtown, suburban, 
industrial area, etc.). Tailgating areas can include rooftop 
parties, bars, restaurants, and residential districts. 
 

2.19.2 
Before the event, determine the scale and 
scope of the tailgating area with 
stakeholder involvement.  
 

 
Space and access planning 
 

 
Booster fans contribute significantly to tailgating, so meeting 
with this group through their association will help get their buy-
in and address concerns. 

2.19.3 
Issue passes based upon pre-assigned 
registration and approval. 
 

 
Vehicle responsibility 

 
Passes could be per game, per sport, or per season.  Issuing 
them per season is the easiest option.   

2.19.4 
Establish policies, rules, and a fan Code of 
Conduct.  Incorporate fan stakeholder 
groups in the process (e.g., visiting teams, 
families, and people with motor homes).  
 

 Is a vehicle required for tailgating? 

 
Tailgating code of conduct and 
policies 
 
Create an environment to inform 
tailgaters of proper behavior, enforce 
tailgating policies and procedures, and 
prevent improper tailgating behavior 

 
Print tailgating rules on the backs of tickets or provide them as 
handouts.  
 
Communicate tailgating rules to visiting fans before the 
competition.  Local away standards and practices may be 
different than at home. 
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 Include a list of prohibited tailgating 
items 

 Consider prohibiting glass containers, 
explosives, chemicals, flammable 
liquids, charcoal, and any weapons 

 Post a list of prohibited items online, in 
tailgating lots, and entrances to 
tailgating lots 

 Establish a policy addressing and open 
fires, the use of power generators, and 
charcoal disposal 

 Start and end times, regulating ingress 
and egress flow 

 Volume control 
 

 
Enforcing rules that are not 
communicated to attendees is difficult 
 
Posting a Fan Code of Conduct 
removes excuses of ignorance from 
attendees. . 

If the use of propane and/or power generators are allowed, 
they should be flagged during registration, so the fire 
department knows which sites have propane and/or 
generators. 
 
Since fire is a potential hazard, the fire department should be 
involved in creating an open-fire policy. 
 

2.20 PUBLIC INFORMATION PLAN                                                                                                              G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.20.1 
Designate and authorize a Public 
Information Officer (PIO) for each event to 
establish a single, authorized, 
authoritative voice for responding to the 
media if an incident occurs. 
 

 
Incident communication 

 
This avoids confusion when an incident occurs and limits 
information from multiple sources. 
 
Use the most experienced individual, regardless of 
agency/organization, that will be available on-site during the 
event. 
 

2.20.2 
Develop policies and procedures to advise 
the media and public of the situation, and 
to defuse rumors and panic. 
 

 Address how the venue emergency 
notification system is applied during an 
event.   

 
Active and continuous communication 
minimizes confusion. 

 
This notification policy may require a collaborative effort 
because different organizations may have different rules and 
goals. 
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 Address the use of social media, who is 
responsible for disseminating public 
safety info during events. 
 

2.21 PRE-EVENT AGREEMENTS                                                                                                                   G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.21.1 
Establish written mutual aid agreements 
(MAA) with surrounding jurisdictions to 
provide event day support and emergency 
response, or another method of 
designated support as the local 
jurisdiction and host venue may deem 
appropriate. 
 

 
Pre-plan to avoid confusion and 
ensure backup. 
 

 
If necessary, the MAA should be created with appropriate 
adjoining agencies/jurisdiction for law enforcement, fire 
department, and EMS support. 

2.21.2 
Establish a written memorandum of 
understanding (MOU) based on the risk 
assessment to provide any needed 
emergency services or equipment from 
private organizations or companies. 
 

 
Pre-plan to avoid confusion and to 
place people and equipment on 
standby. 

 
For example, MOUs could be created with the Red Cross, 
Salvation Army, utilities, construction equipment companies. 

2.21.3 
Review and ensure that adequate 
insurance coverage is current and 
compliant. 
 

 
Mitigate potential loss. 

 
During the vetting process certification, insurance and 
references must be reviewed. 
 
The Risk Manager usually leads this process. 
 
Actively participate in providing draft language for insurance 
agreements that address specific liabilities of concern relative 
to game/event day risks. 
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2.22 HAZARDOUS MATERIALS                                                                                                                     G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.22.1 
Have a written plan for dealing with 
hazardous/toxic material exposure (i.e., 
fuels, propane, chemicals, fertilizers, 
garbage, and sewage). 
 

 
Ensure safety for workers, 
participants, and patrons. 

 
The local fire department and FEMA can assist with training and 
documentation. 
 
OSHA can provide information about this. 

2.22.2 
In conjunction with local public safety 
partners, ensure the development, 
capability, and practice of a 
decontamination plan. 
 

 
Decontamination plan development 

 
The local fire department and emergency management office 
will be responsible for the plan and any decontamination. 

2.22.3 
Establish a venue Hazmat Response Team 
that is trained to the Hazmat Level 2 
defensive level or a reasonable 
substitution, such as the local fire 
department. 
 

 
HazMat response 

 
This is important for larger venues. Smaller venues should try to 
have at least one person trained and can work closely with the 
local fire department. 
 

2.22.4 
Ensure that no hazardous materials are 
stored within stadiums/arenas or adjacent 
buildings while occupied. 
 

 
HAZMAT accessibility and 
compatibility 
 
Prevent fume build-up 
 
 
 
 
 
 

 
Conduct an inspection before the event. Consider asking the 
local fire marshal to accompany the inspection team. 
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2.23 PERMITTED and PROHIBITED ITEMS                                                                                                  G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Policy and Publication 
2.23.1 
Establish a written policy addressing 
permitted and prohibited items that will 
or will not be allowed on or in venue 
property. 
 

 Consider prohibiting coolers, bags, 
strollers, backpacks, containers, 
explosives, chemicals, flammable 
liquids, weapons, and outside food or 
beverages (except as required for 
authorized medical needs and in tailgate 
areas). 

 Post a list of prohibited items in parking 
lots, transit points, and entrances to 
stadium/arenas/events. 

 

 
Permitted and prohibited Item policy 

 
Communicate these policies and that patrons must consent to 
screening for prohibited items as a requirement for venue 
entry. 
 
All primary patron screening should be conducted by non-law 
enforcement security staff, backed up by law enforcement. 
 
The prohibited item policy must be written and communicated 
to be legally enforceable. 
 
The prohibited item policy will reduce confusion and prevent 
patrons from getting through the gates/doors with prohibited 
items. 

2.23.2 
Once the prohibited item policy is 
established, publicize it, including the 
screening/inspection process and 
penalties for breaches, in the broadest 
possible manner. 
 

 
Policy awareness 

 
Use routine game day and school communication tools to 
distribute the policy. 
 
Communicating information on multiple platforms creates a 
more comprehensive flow of information for guests. 

2.23.3 
Establish procedures and train staff how 
to interact with patrons who appear at 
the gate with prohibited items. 
 

 
Prohibited item response 

 
Determine if the staff should: 

 Refuse admittance  

 Require that the patrons return the prohibited items to their 
vehicles. Also, consider that they may have used public 
transportation.  
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 Require patrons to dispose of prohibited items in disposal 
bins.  
 

Firearms: Concealed and Open Carry 
2.23.4 
Establish a policy for lawful open and 
concealed gun carry on the property and 
event venues for off-duty law 
enforcement, state permit holders, and 
states with open carry laws. Post the 
policy near entrances.  
 
Private Citizens 
Review and follow state laws concerning 
private citizen concealed or open carry on 
public/private property, school property, 
at events, or in parking lots/tailgating 
areas.  
 
Off-Duty Police Officers 
The recommended policy is that officers 
do not bring their weapons into the venue 
if they are in an off-duty capacity and/or 
outside of their jurisdiction. 

 
Concealed carry policy. 
 
 

 
Consult legal counsel. 
 
Consult state laws on concealed carry. 
 
Consider prohibiting concealed or open carry of firearms by 
private citizens in or around the venue. 
 
If implementing a restriction for off-duty carry by law 
enforcement is not practical, initiate procedures to lessen the 
possibility of an accident or mistaken identity that can include: 

 Designate an entry gate for off-duty law enforcement 

 Check in and register the officer’s seat location 

 Put the officer’s weapon in on-site lockbox during the game 

 Refuse admittance to armed officers 
 
Consider unique off-duty identification visible and recognizable 
by other officers if off-duty law enforcement officers with guns 
are allowed in the event. 
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2.24 SIGNAGE                                                                                                                                                   G/EDP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

2.24.1 
The following signage measures should be 
used during sporting events and displayed 
visibly and prominently: 

 Signage listing contact number(s) for 
security and/or safety personnel and 
for reporting suspicious activity 

 Signage in parking/tailgating areas 
listing prohibited items and identifying 
acceptable containers 

 Signage at all pedestrian and vehicular 
access gates, indicating entrance is 
conditional upon screening and facility 
policies, and reiterating prohibited 
items and identifying acceptable 
containers 

 Signage throughout the facility that 
identifies current location relative to 
exits and directional guidance to exits 
or sheltering 

 Signage marking what type of access is 
allowed in a particular area. 

 Signage directing deliveries to 
appropriate checkpoint and destination  

 Signage for emergency exits that are 
marked and in working order if lighted  

 Firearms or weapons policy 

 Re-entry policy 

 Fan code of conduct 

 
Event signage considerations 

 

 

 
Employ multiple signage methods, including paper, wood, 
metal, and video boards. 
 
Consider using social media as a method to communicate this 
information ahead of and during the event. 
 
When implementing signage, create a standardized design for 
the same information.  Having unique signs for different 
messages or information (e.g., “Parking”) will allow for more 
recognizable messaging. 
 
Signage is essential to the orderly conduct of an event. 
 
Saves patrons from getting to the entrance gate with prohibited 
items and having to go back to their vehicle or abandoning the 
item(s) at the gate. 
 
Many attendees may be unfamiliar with the facility and, in an 
emergency, may become confused, causing vital response time 
lost. 
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III. Crowd Dynamics/Management 
 

3.1 CROWD MOVEMENT                                                                                                                                     CDM 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

3.1.1 
Study flow patterns in and around the venue to 
identify manageable methods for encouraging 
patrons to move in specific patterns of flow and 
avoid overcrowding at any location. 
 
Analyze spectator arrival times, how they arrive, 
what they bring, who they bring. 

 
Crowd flow identification 
 

 
Reduce congestion and implement efficient and safe 
movement, ingress, and egress. 
 
This is beneficial and necessary, regardless of size, and 
is very important for large events. 
 
Video coverage and capture is essential to conducting 
and validating the crowd movement analysis, both real-
time and after the event. 
 
Simulation modeling can help in an accurate crowd 
movement analysis. 
 
Several modes of transportation (e.g., trains, subways 
buses) may offer electronic tracking of passengers, 
hourly for analysis. 
 
Crowd movement analysis assists law enforcement with 
density. 
 
Consider the use of drones to assess areas where video 
coverage is absent or less than optimal.   

Account for pedestrian traffic and any impact that 
might have on the staffing plan. 
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3.1.2 
Develop a Crowd Management Plan (e.g., 
ingress/egress, density, direction, speed, etc.) 
using industry methodologies. 
 
 

 
Anticipation of crowd dynamics 

 
The Crowd Management Plan should consider the 
weather conditions, topography, demographics, other 
external issues, and preferred routes, that would 
ultimately assist with the circulation, egress, and 
dispersal of crowds and provide an overall improved 
customer experience. 
 

3.1.3 
Develop a crowd manager to crowd ratio. 

 
Crowd density mitigation 

 
Assign a ratio or use a tier system based on the EAP to 
adequately monitor crowd flow during ingress, while 
the events are in progress, , and egress. 
 

3.2 AMBER/SILVER ALERT                                                                                                                                   CDM 

3.2.1 
In the event of missing or lost children and/or 
seniors, obtain a digital photo/video from a 
relative or friend’s smart phone/device that can be 
sent to staff and/or broadcast on video monitors. 

 
Amber Alert identification 

 
Every event has missing or lost children or seniors. 
Searches are staff intensive; communicating a picture 
offers faster identification and recovery. 
 
Use facility/agency-provided or personal smart phones 
with embedded software and free apps.  
Make a template in advance for use on media displays. 
Make sure appropriate consent has been provided 
before a photo of a minor is used. 
 

3.3 BEHAVIORAL PATTERNS/ISSUES                                                                                                                 CDM 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Fan Behavior and Control 
3.3.1 
Establish, communicate, and enforce a Fan Code 
of Conduct (rules of acceptable and unacceptable 
behavior). 

 
Fan Code of conduct communication 
 

 
Involve all stakeholders (i.e., venue management, law 
enforcement, and patrons) in the process of 
establishing the Fan Code of Conduct to ensure buy-in 
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 Include Fan Code of Conduct in an event 
day program 

 Post signage where possible 

 Be consistent with enforcement 

 Encourage patrons to report violations 

Conduct staff training on crowd dynamics. 
 

A Fan Code of Conduct helps prevent 
continued acts of unacceptable/disruptive 
behavior 
 
Recognition of unacceptable behavior 
 

from all groups that have a role in following and 
enforcing it. 
 
Set standards, stick to them, and hold violators 
accountable, regardless of event size. 
Be fair and consistent across the board when enforcing 
code/policy violations. 
 
NCS4 offers training on fan behavior and control:     
MGT 412: Sport Venue Evacuation and Protective 
Actions. 
 
NCS4 also offers an online training courses for various 
staff through the current certification programs. 

 

3.3.2 
Advertise and enforce sanctions for 
inappropriate behavior. 
 

 
Inappropriate behavior sanctions 

 
Communicate before and during the event so that 
enforcement is clearly understood and supported by 
those responsible for implementation. 
 
Have clear signage displayed, with telephone numbers 
to call to report issues. 
 

3.3.3 
Work within and across venues/events to 
develop a standard Fan Code of Conduct. 
 

 
Consistency among venues/events 

 
Set consistent expectations, regardless of location. 
 
Standardize expectations across events, venues, 
commencements, and districts 
 

3.3.4 
Establish and enforce a no smoking policy for 
school venues (e.g., stadiums, arenas, /ballparks, 
etc.).  

 
A no smoking policy and maintaining a 
family atmosphere 

 
Most venues already have this in place; many states 
and cities have laws prohibiting smoking.  Include 
prohibiting vaping and cannabis use in this policy 
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Include signage inside and outside the venue that 
clearly defines the policy. 
 
Have law enforcement and public safety actively 
patrolling for issues that arise. 
 

3.3.5 
Monitor social media before, during, and after an 
event.  

 
Detection of unacceptable/disruptive 
behavior or pre-meditated behaviors.  

 
Assign staff members and provide resources for real-
time social media monitoring before, during, and after 
an event. Consider the use of a third party.  
 

3.3.6 
Use the SRO/Campus Safety for after-school 
staffing activities. 

 
Prevention and deterrence of 
unacceptable behaviors 

 
These individuals know their student population; they 
are familiar with and have developed relationships 
with potentially disruptive students.  
 

Cultural and Disability Awareness 
3.3.7 
Develop legal, fair, and consistent policies that 
comply with ADA and civil rights laws that will 
serve to avoid claims of bias from profiling or 
mistreatment. 
 
Include specialists as part of event operations, 
such as an on-duty ombudsman or for referral of 
complaints, ADA compliance, or biased-based 
conduct. 
 

 
Cultural and disability awareness policies 

 
Regardless of event size, include cultural and disability 
awareness in staff training. 
 
Involve human resources and expertise in planning, 
policy development, and training. 
 

3.3.8 
Develop procedures for addressing the functional 
needs of people with disabilities that include:  

 Communication strategies 

 Notifications 

 
Functional needs of people with 
disabilities 

 
These procedures help avoid confusion and 
misinformation on game days. They also enhance the 
safety and well-being of all attendees. 
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 Evacuation procedures 

 Language  

The establishment of these procedures should be done 
in coordination with the campus/district special needs 
leaders.  
 

3.4 EVACUATION/RELOCATION/SHELTERING                                                                                                 CDM                                                                                                          
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

3.4.1 
Follow the Evacuation/Sheltering Plan in the EAP 
for the venue. 
 

 Develop the plan with input from public 
safety partners and venue facilities staff  

 Account for vast numbers at significant 
events, considering both participants and 
spectators 

 Review the plan with Incident Command staff 
at public safety briefings 

 Designate the official who will make the 
evacuation or shelter in place decision 

 The plan should cover all hazards 

 Exercise the plan 
 

 
Life safety under all conditions is always 
the foremost consideration. 
 
The Evacuation/Sheltering Plan provides 
instructions and guidance to address 
safety of all individuals in attendance 
effectively. 
 

 
The Evacuation/Sheltering Plan is an essential element 
of the EAP. 
 
The size of the event will define complexity of the 
Evacuation/Sheltering Plan. 
 
Simulation offers a tremendous advantage in planning 
evacuation/sheltering. 
 
NCS4 offers training for plan development and 
execution - MGT-412: Sport Venue Evacuation and 
Protective Actions. 
 
DHS’s Stadium Evacuation Guide is another excellent 
resource. 
 

3.4.2 
Before initiating an evacuation, consider the 
inherent risks.  

 In some instances, the optimal course of 
action is not to evacuate, partially 
evacuate, shelter in place, or relocate. 

 Determine the least invasive and most 
effective method to evacuate attendees 
from potentially dangerous conditions. 

 
Evacuation planning 

 
Based on a people management analysis, identify 
sheltering locations and occupancy throughout the 
venue for various incidents. 
 
Determine the least invasive and most effective 
method to evacuate persons from potentially 
dangerous conditions. 
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 Evacuation planning should be based on a 
risk assessment that takes time and 
distance into account. 

 

Consider the social media environment when making 
decisions. Anticipate that social media messaging may 
outpace formal channels in the absence of 
communicating timely decisions.  
 
Do not lose control of the situation. Staff training is 
critical.  Brief and exercise evacuation procedures. 
 

3.4.3 
Deciding to evacuate, shelter in place, or relocate 
during an incident is a complicated process. It 
requires input from various entities 
knowledgeable in the structure of the facility, the 
size, distribution, and condition of the spectators 
and participants, the hazard involved, and the 
anticipated response to that hazard. 
 
Predetermine the individual with the authority 
and responsibility for deciding to evacuate, 
shelter in place, or relocate, along with how it 
will be communicated. 
 

 
Decision-making authority 
 
 
 
 
 

 
When making decisions, be mindful that 
communications and hearsay from social media may 
outpace direct instructions if arrangements are not 
prepared and communicated promptly.  
 

3.4.4 
During events, ensure that egress points have 
personnel posted to control and expedite 
evacuation or sheltering movement. 
 

 Reroute personnel as necessary to meet 
emergent requirements. 

 Use a crowd manager to crowd ratio. 
 
 
 
 

 
Safe and orderly evacuating and/or 
sheltering 
 
Ensure adequate staffing for control of the 
entire crowd during an evacuation, 
relocation, or sheltering 

 
Adequate staff has to be ready and able to direct 
patrons from their position to the exit or next available 
staff member.  
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3.4.5 
Conduct pre-event video presentations for 
spectators that include the venue evacuation 
plans. 
 
This pre-game video presentation is also critical 
for training venue staff and public safety 
personnel. (Simulation software can also assist 
with this). 
 

 
Safe and orderly evacuating and sheltering 

 
 
Consider using locally recognizable individuals (e.g., 
sports stars, coaches, or community leaders) to narrate 
the video. Consider selling advertisements to help fund 
the video. 
 
This can be accomplished using a letter, placement in 
programs, PA announcements, pre-event meetings, 
etc.  
 

3.4.6 
Time, conditions, circumstances, number of 
people, and the precipitating incident will dictate 
whether the evacuation is voluntary or 
mandatory. 
 
Anticipate an incident that could occur that 
causes a non-ordered impromptu panic or 
stampede mass evacuation. Consider how to 
respond.  
 

 
Voluntary vs. involuntary evacuation 
 
Anticipate different potential evacuation 
precipitators and outcomes 
 
Unanticipated incident 

 
This is a most dangerous situation due to panic.  Plan 
the crowd flow response based on the environment, 
crowd communication methods, and the amount of 
available lighting. 
 

3.4.7 
Use local observations to make informed 
decisions about an appropriate time to resume 
the event. 
 

 
Decision-making authority 

 
If an evacuation of the facility was ordered, rescreen 
attendees at predetermined access control points. 

3.4.8 
Comply with governing body guidelines regarding 
the start and end times of games.  If no 
governing body guidelines exist, establish 
guidelines.   
 
 

 
Mitigation of effects of participants due to 
late finish times 

 
Starting a game after 10 pm or finishing after midnight 
on a school night will affect all participants. 
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3.5 REUNIFICATION                                                                                                                                                                                                                CDM                                                                                                          

BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

3.5.1 
Ensure a reunification plan is included as part of 
the school/district EAP and that it meets the 
needs of your event. 

 
Reunification planning 

 
This district/school plan should provide all details 
associated with emergency action, the release of 
minors’ protocol, and reunification centers. 
 
Reunification can be accomplished by using outside 
resources/entities (e.g., MOU with a neighboring 
district, churches, and community-based 
organizations). 
 

3.5.2 
Identify and coordinate transportation needs and 
solutions to move participants to the assistance 
center(s). 
 

 
Transportation to reunification centers 

 
Coordinate through the transportation department the 
need for additional busses. 
 

3.6 ACCESS CONTROL                                                                                                                                           CDM 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

3.6.1 
All open access points should be staffed, and only 
authorized/credentialed and screened individuals 
permitted to enter. 
 

 
Access control staffing and authorization 

 
The use of authorized personnel to staff an open 
access point should occur regardless of event size. 

3.6.2 
Establish and use written credential processes 
and policies to assist in controlling access to the 
event. 
 
Include in the policy how to deal with a minor 
(younger than 12) who comes unaccompanied by 

 
Credential process and policy 

 
Keep credentials limited in type and colors used; this 
makes enforcement easier for staff.  
 
Consider using matching wrist bands for: 

 Parent and child 

 Senior and family member or friend 
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an adult.  Some venues do not allow 
unaccompanied minors. 
 

3.6.3 
Secure the following areas from unauthorized 
access and post staff to check credentials: 
 

 Inside Concessions 

 Equipment rooms 

 Locker rooms 

 Playing surface 

 Storage/utilities 

 Suite level 

 Operations Center 
 

 
Unauthorized access considerations 

 
Assign competent and trusted staff. 

3.6.4 
Use marquees, public address systems, social 
media, and electronic message boards to 
communicate to the patrons entering the 
stadium/arena the protective measures, 
locations, procedures, restrictions, prohibited 
items, evacuation routes, and hot line number. 
 

 
Communication 

 
Communicate expectations. 

3.7 ENTRANCE SCREENING                                                                                                                                  CDM 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

3.7.1 
Establish a policy and refuse entry into the venue 
to anyone who declines to have his/her person or 
possessions screened/searched. 
 

 Post this policy at gates and online. Print it on 
tickets/credentials 

 
Screening policy 

 
Ensure consistency in applying the rules and have law 
enforcement nearby. 
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 Train personnel to be respectful of persons 
and possessions. 

 Include screening visiting 
entertainers’/teams’ bags and large team 
athletic equipment bags. 
 

3.7.2 
Establish a written venue policy regarding 
permitted and prohibited items. 
 

 Consider prohibiting firearms, coolers, bags, 
backpacks, containers, explosives, 
chemicals, any weapons, tools, poles, canes, 
selfie sticks, flammable liquids, fireworks, 
flares, tents/lean-tos, chairs, sleeping bags, 
blankets, glass containers, vaping devices, 
suitcases, etc.  

 Consider implementing a clear bag policy.   

 The prohibited items list should be updated 
regularly, since new items not on the list can 
cause future issues. 

 Post a list of prohibited items online, in 
parking lots, transit points, and entrances to 
the event.  

 Consider obtaining a liability waiver for 
events where special non-vetted items are 
used in the event. 
 

 
Prohibited item communication 
 
Reduce confusion and prevent patrons 
from getting to the entry points with 
prohibited items 
 
 

 
Communicate these policies and have participants and 
spectators’ consent to these searches as a requirement 
for entry. Print this on tickets. 
 
Ensure that gate/screening staff are familiar with the 
prohibited items list and enforce it consistently. 
 
Clear-bag policy for plastic tote bags size suggestions 
are clear bags up to 12 x 6 x 12 inches, or one-gallon 
plastic freezer bags or clutches no larger than 4.5 x 6.5 
inches. 
 
Consider restricting the use of vaping devices used to 
consume liquid THC. 

3.7.3 
Develop a procedure with law enforcement/fire 
department to address the handling of 
dangerous, prohibited items. 
 

 
Handling dangerous, prohibited item 
policy. 

 
Establish a safe disposition plan. If fire equipment is 
required, it should be on site for more significant 
events. 
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3.7.4 
Have a uniform police presence in the vicinity of 
screening points for screening issues back-up. 
 

 
Safety and security 

 
Assign these personnel part of the event-staffing plan. 

3.7.5 
Create a policy for service and comfort animals to 
include seating arrangements, signage, and 
expectations. 

 
Service and comfort animal considerations 

 
Many people with disabilities use service animals. The 
ADA does not restrict the type of dog breeds that can 
be service animals. The ADA does not require covered 
entities to modify policies, practices, or procedures if 
doing so would “fundamentally alter” the nature of the 
goods, services, programs, or activities provided to the 
public, nor does it overrule legitimate safety 
requirements.  If admitting service animals would 
fundamentally alter the nature of a service or program, 
service animals may be prohibited.  Also, if a particular 
service animal is out of control and the handler does 
not take effective action to control it, or if it is not 
housebroken, that animal may be excluded.   
 

Personal Screening 
3.7.6 
Screenings in some form or fashion should be 
conducted at all event venues, even if they are 
random. Types of personal screening include, but 
are not limited to, visual inspections, pat-downs, 
or metal detectors (i.e., handheld wands or walk-
through).  
 

 

 
Prevent prohibited/dangerous items from 
being brought into the venue/event 
 

 
Visual observation is the least intrusive and is the 
minimum standard.  It is the least reliable for the 
untrained eye. 
 
A pat-down is the most invasive type of screening and 
requires the most training due to sensitivity issues.  If 
this method is employed, use trained adults for this 
function. 
 
Metal detectors (handheld or walk-through) are very 
good for metallic items and require some fine-tuning. 
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The appearance of a professional and efficient 
screening operation is an effective deterrent. 
 
Screenings should be done by non-sworn security 
personnel with law enforcement officers as a back-
up/support mechanism. 
 
Another tool for explosives detection is the use of 
canines. 
 
Employ random or mandatory screening. Everyone 
(i.e., participants, spectators, workers/volunteers, and 
sponsors), should be screened, at least visually, 
without exception.  
 

3.7.7 
Develop procedures and training for the level(s) 
of screening that are conducted. 
 

 Male staff should search male patrons and 
female staff should search female patrons.  

 Develop procedures and training for the 
screening of small children and disabled 
patrons. 

 Include sensitivity training. 

 Video all screening operations. 
 

 
Staff training 

 
TEEX offers basic training on security operations, 
access control, and personnel, baggage, and vehicle 
screening. 
 
Reviewing video coverage is an excellent tool for after-
event analysis and learning about screening processes 
at all entry points. 
 

3.7.8 
Train staff to be able to heighten personal 
screening and searches in case security 
conditions change. 
 
 
 

 
Response to elevated threat levels 

 
Ensure that staff responsible for checking bags is 
adequately trained.  Using DHS’s Sports Venue Bag 
Search Procedures Guide and document their viewing 
of the Check It bag search video. 
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3.7.9 
If metal detectors are used, visually inspect and 
calibrate them before the event. 
 

 
Security equipment maintenance 

 
Be consistent. 
 
Provide multiple techniques and technologies as back-
up systems in the event of a technical failure. 
 
Have spare handheld wands. 
 

Screening Possessions 
3.7.10 
Conduct visual inspections, requiring attendees 
to open their possessions and, if necessary, 
empty the contents into a bin. 

 Consider setting up separate lines for people 
requiring additional inspection of possessions 

 For those entering without any belongings 
that require inspection 

 For disabled/mobility impaired, children or 
others with special needs 

 
Visual inspection process. 

 
Consider using clear bags for easier examination and to 
expedite entry (the smaller, the better, consider 12’ x 
6’ x 12’).  
 
Consider using bins as in airports as an alternative 
instead of emptying contents onto a tabletop.  This 
process is already socially acceptable, and patrons are 
less likely to lose/drop property.  It may also speed up 
the screening process. 
 

3.7.11 
Develop procedures and training for the level of 
screening that is conducted. 
 

 Train screeners to NEVER put their hands into 
containers/purses/bags. 

 Provide 12” wooden dowel for screeners to 
use as probes. 

 Provide screeners with rubber/latex gloves. 
Document training and all injuries to staff and/or 
patrons. 
 
 
 

 
Staff training 
 

 
Train staff to be discreet and courteous. 
 
Ensure that staff responsible for checking bags is 
adequately trained.  Using DHS’s Sports Venue Bag 
Search Procedures Guide and document their viewing 
of the Check It bag search video. 
 
Consider having EMTs on-site attend to any injuries. 
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3.7.12 
Set up unique entry lanes/gates around the 
venue for: 
 

 Patrons with NO items to screen (Express 
Lane/Gate) 

 Patrons with medical devices (oxygen tanks, 
medical syringes, wheelchairs, etc.) 

 Mothers with diaper bags for young children 
(must have a child with them) 
 

 
Special entry considerations 

 
Expedite entry and reduce aggravation. 
 
Ensure sufficient signage consistent for these to be 
effective. 

Handling Discarded Possessions 
3.7.13 
Develop a policy and procedure to address 
abandoned items in a safe and accountable 
manner. 
 
Do not place unattended trash receptacles at 
access points for patrons to throw their 
abandoned items - either have them manned by 
staff or do not have them and enforce attendees 
not disposing of items near entrances. 
 

 
Abandoned item disposal. 

 
Unless it is a weapon or illegal drug, law enforcement 
officers (LEO) should not control, store, or dispose of 
items taken or disposed of at entry points.  
 
Non-law enforcement security staff and/or venue 
personnel should be responsible for these items - 
unless they are evidence, which law enforcement 
officers will handle. 
Create a disposal policy and advertise. 

3.8 TICKETING/CREDENTIALING                                                                                                                         CDM 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Design and Implementation 
3.8.1 
Develop standardized effective ticket and 
credential policies and procedures at the venue 
executive level, with input from security, 
marketing, and law enforcement. 
 

 
Ticket/credential policy 

 
Control access to specific events and areas during 
particular times. 
 
Regardless of size, this is a useful practice. 
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3.8.2 
Consolidate credential management. 

 
Credential management 

 
Consolidate credential management under one central 
authority with security oversight. 
 

3.8.3 
Issue credentials on a single event basis or 
establish an expiration date. 
 

 
Credential counterfeiting considerations 

 
To reduce credential counterfeiting, consider using: 

 Change-up printing 

 Two- sided printing 

 Unique shape/color 

 RFID 

 Holograms 
 

3.8.4 
The credential design should be simplistic and 
visually oriented with few colors and/or 
designations. 
 
Widely display credential boards at all access 
points and train staff on meaning and in attendee 
guides 

 
Credential design. 

 
Access control with authentic and easily identifiable 
credentials. 
 
Overcomplicated credentials requiring a complex 
credential board for interpretation confuses the 
recipient and staff. 
 
Employ anti-counterfeiting techniques. 
 

3.8.5 
Credentials should be worn at all times and 
displayed (except players and coaches on the 
bench). 
 

 
Preventing authorized access to facilities 
and field 

 
Once a credentialing procedure is established, 
implement enforcement by those maintaining access 
control points. 

Background Screening 
3.8.6 
Conduct background screening on all staff, 
vendors, sponsors, employees, contractors, and 
volunteers before issuing their credentials. 

 
Screening process 

 
NCS4 offers a cost-effective training and screening 
program. Consider incorporating social media checks 
and open-source checks as part of overall background 
checks. 
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VIP/Dignitary Protection 
3.8.7 
VIPs/dignitaries require close coordination with 
both law enforcement and Event Operations – 
because of their celebrity and possible protective 
detail (often armed), they present unique 
challenges, whether as an entertainer or 
spectator.  Often, they will also be associated 
with a sponsor, which adds another element of 
coordination.  This includes protection, escort, 
and transportation. 
 

 
VIP/Dignitary handling. 

 
If this is a requirement for the event, designate a 
coordinator. 
 
If any pre-broadcast of VIP attendance, extra 
precautions should be taken, based upon an intel 
assessment. 
Seating can present a challenge for the security team. 
Traffic escorts can be problematic. 
 
Sometimes these VIPs are targets of protestors. 
 

3.9 SUBSTANCE MANAGEMENT CDM 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

3.9.1 
Have a clear written policy on alcohol and 
controlled substance use for events. 
 
Specify that intoxication will not be tolerated 
and, at the staff’s discretion, will result in an 
ejection and/or arrest. Enforce the policy. 
 

 
Alcohol/controlled substance usage policy 

 
Ensure that visiting fans are aware of school/venue 
policies. 
 
Review local and state legislation. 

3.9.2 
Train staff on recognizing patrons under the 
influence of any substance, including but not 
limited to alcohol, marijuana, prescription 
medications, and illegal drugs.  
 

 
Staff training 

 
Have supervisors deny entry to these individuals, 
enforced by police. 

3.9.3 
Have a written procedure for dealing with 
underage drinkers and referral to law 
enforcement. 

 
Underage consumption of alcohol 

 
Make sure law enforcement working at the venue are 
aware of school/venue policies and that staff 
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understands the role of law enforcement to act and 
respond if a crime is committed in their presence.  
 
State alcohol enforcement agencies may assist.  
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IV. Emergency Action Planning 
 

4.1 PLANNING                                                                                                                                                           EP 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

4.1.1 
Develop and continually revise a written 
Emergency Action Plan (EAP) or Emergency 
Operations Plan (EOP) at least annually. EAP 
and EOP are interchangeable. 
   

 Develop a pre-planning tool that provides 
the ability to customize operations plans 
based on the type of event, size, location, 
duration, demographics, etc. 

 Develop the plan in conjunction with all 
public safety agencies, as they should be 
responsible for many sections. 

 The EAP should include specific measures to 
cope with and respond to all potential 
accidents and incidents. 

 The appropriate individual should be pre-
designated as an Incident Commander for 
each possible type of incident. 
 

 
Emergency Action Plan considerations 

 
The size and complexity of the written EAP will be based 
on the risk assessment, scope of the event, and impact 
of the event, the number of attendees, history of 
previous events, and threats.  The EAP may also 
incorporate several smaller functions with a separate 
section for each specific type of function. 
 
Most of the plan components can be used for each 
function’s plan. 
 
The local and state agencies who will respond to 
incidents, the FBI, and DHS Protective Security Advisors 
(PSA) are a tremendous resource. 
 

4.1.2 
The EAP should address all event day and non-
event day threats and emergency issues to 
reflect events/facilities from an ALL HAZARDS 
approach (i.e., natural, technological, and 
human-caused) to: 
 

 
Emergency Action Plan considerations 

 
GUIDES 
Compliance regulations, laws, and recommendations for 
review: 
 

 Blood Borne Pathogens (OSHA) 

 EAP 29 CFR1910.38 
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 Minimize injury and loss of life 

 Establish effective response 

 Incident stabilization 

 Protection of property and environment 

 Minimize economic impact 
 

 FBI Law Enforcement Crisis Management 
Handbook 

 Fire Prevention Plan 29 CFR1910.39 

 First Aid 29 CFR1910.151 

 NCS4 – MGT-404 Sport and Special Event Incident 
Management 

 NCS4 -AWR-167 Sport Event Risk Management 

 NFPA 1600 

 NIMS 100-800 

 State Fire Codes 
 

 ICS forms may also be used. 
 
Have a more specific definition of a district-wide EAP 
that addresses athletics and a separate athletic and 
venue-specific EAP for implementing policies that are 
sport- and venue-specific. 
 

4.1.3 
Specify persons to be notified and the 
notification order.  Ensure the notification list 
remains current by updating annually and/or 
when contact changes occur.  
 

 
Emergency Action Plan notifications. 

 
Ensure contact information accuracy and that the 
appropriate individuals are notified. 
 
Keep a hard and electronic copies of the contact 
information. 
 

4.1.4 
Ensure plans are protected from unauthorized 
disclosure. 
 

 
Parts of the plan should be open to the 
public, especially the tactical sections. 
 

 
Treat the plan as law enforcement sensitive. 

4.1.5 
Written instructions should be in place for all 
incoming threats, whether telephonic or via any 
other medium. 

 
Emergency Action Plan communication 

 
Embed the written instruction details in the EAP. 
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Written instructions are essential to initiate an 
investigation and emergency response.  They provide 
documentation for analysis, investigations, lessons 
learned, and in case of litigation. 
 

4.2 EXECUTIVE TEAM                                                                                                                                              EP 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

4.2.1 
Establish an Executive Safety and Security 
Committee (ESSC) comprised of key 
organizational heads or their designees from 
law enforcement (local, state, and federal), fire, 
medical, health service, and emergency 
management, and all appropriate 
facility/venue/event staff. 
 

 
Executive Safety and Security 
Committee composition 

 
The ESSC provides organization, reduces confusion, and 
establishes accountability while getting the most input. 
 
The committee can be scaled based upon school/event/ 
municipality size, geography, and the local environment.  
For smaller facilities/communities, one person may serve 
multiple roles. 

4.2.2 
Ensure that the ESSC establishes a Specialized 
Management Coordination Components 
(SMCC) through the committee process. 
 

 
Affixes responsibility with expertise and 
accountability 
 

 
This can be scaled to the environment, and some 
committees can be combined. 

4.3 EMERGENCY RESPONSE OBJECTIVES, MISSIONS, AND RESPONSIBILITIES                                           EP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

4.3.1 
The EAP serves as a guide, providing direction, 
principles, information, management, 
coordination, roles, responsibilities, and 
outlining Command and Control for all-hazards 
response requirements and foreseeable 
circumstances. 
 
 
 

 
The EAP provides organized structure 
and response procedures, should an 
emergency occur. 

 
The EAP should be consistent with NIMS/ICS. 
 
Create distinguishable EAPs for different athletics and 
after school activities. Take note of the different roles 
and responsibilities across these event types. 
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4.3.2 
Ensure that the EAP provides response 
procedures to protect people and property 
during an incident. 
 

 
Response procedures 

 
Embed response details in the EAP. 
 
Do not lose focus of events growing in size and scope 
(e.g., fine arts and junior high events). 
 

4.3.3 
Provide a structure for coordination between 
facility/school personnel and government 
authorities to promote an effective response 
and resolution. 
 

 
Cooperation and collaboration 

 
This coordination structure will also serve as a guide for 
exercises. 
 

4.3.4 
Manage unattended junior high and younger 
students. 
 

 
Unattended young student 
management 

 
Recommended mitigation can vary based on facility 
design and event.  
 
Courses of action could vary on a spectrum that falls 
between the following examples:  
1. Establishing a policy indicating that all students in 8th 

grade and below has adult supervision (i.e., four 
students per paying adult). 

2. Creating a designated section of the stadium with 
accompanying supervision (i.e., staff and/or security 
personnel), access to concessions, and access to a 
restroom. Consider using tear-away wrist bands that 
limit restroom and concession trips. 
 

4.4 COMMAND AND CONTROL                                                                                                                            EP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

4.4.1 
The exercise of authority and direction by a 
properly designated leader(s) provides unity of 
command for mission accomplishment. It 

 
 
Unity of command/lines of authority 

 
Leadership, unity of effort with clear lines of command 
and control, coordination, and team effort are essential 
principles of effective inter-organizational performance. 
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affords fixed responsibility with support from 
an executive decision group (i.e., the ESSC). 
 

 

4.4.2 
Under NIMS/ICS, during a specific 
crisis/incident, the appropriate individual 
should be pre-designated as an Incident 
Commander (IC) for each potential type of 
incident. 
 

 
Incident Commander selection 

 
Determines who will be the Incident Commander for any 
incident.  Generally, it is an agency/ organization head or 
designee (i.e., Police Chief, Fire Chief, etc.). 

4.4.3 
Include visiting team command and control into 
the event EAP. 

 
Incorporation of the Command and 
Control structures and resources of the 
visiting team into the host EAP 
 
Preemptively communicating host 
venue safety procedures and policies to 
the visiting team to gain adherence. 

 
Recommend pre-season meetings with anticipated 
visiting teams.  
Recommend pre-event meetings with visiting teams. 
Plan for coordination for an unanticipated event (e.g., 
hosted regional championships or other events).  

 
In all correspondence with visiting teams, identify the 
points of contact and or the 
venue/school/district/municipality where the event is 
taking place. 
 

Jurisdictional Roles and Responsibilities 
4.4.4 
Hold pre-event meetings between decision-
makers to determine jurisdictional roles and 
responsibilities of the various public agencies 
involved in the event and the event 
organization decision makers. 
 

 
Clear lines of roles and responsibilities 
 
Reduce confusion during an incident 

 
The pre-event meetings should occur regardless of 
venue/event size. 
 
At least annually, have major planning/reviewing 
meetings with all parties to address ALL venue plans. 
Then, meet as needed to modify/change to plans and 
just before each event to ensure everyone is familiar 
with the plans and ready. 
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NIMS/ICS 
4.4.5 
All key venue/event staff should be trained in 
operating under NIMS/ICS. 

 
NIMS/ICS training 

 
Free online and classroom training is available through 
DHS/FEMA and NCS4 for all segments of NIMS/ICS. 
 

Public Information/Media Relations 
4.4.6 
Designate and authorize the Public Information 
Officer (PIO) to respond to the media and 
general public in the event of an incident to 
establish a single authorized, authoritative 
voice. 
Consider establishing a Joint Information Center 
(JIC) to: 

 Coordinate messaging among event 
operations and all jurisdictions 

 Share news releases, questions, and 
situational awareness 

 Share information and breaking news 
with media and the public through 
news releases, interviews, and social 
media 

 Speak with a single voice to promote 
message clarity 

 Coordinate social media messaging  
 

 
Public Information Officer designation 
 
Preplanning and deciding who will 
handle media and information reduces 
what can be a very chaotic environment 
during an incident/crisis. 
 
 
Establishing a Joint Information Center 

 
Try to use the most experienced individual, regardless of 
agency/ organization, who will be available on-site 
during the event who can speak authoritatively. 
 
The establishment of a PIO and the media response may 
require a collaborative effort, as different organizations 
may have different rules and goals; consider a two-
person team approach (one public and one private). 
 
The incident may dictate who will handle primary media 
contact. 
 

4.4.7 
Develop policies and procedures to advise the 
media and general public of the situation to 
defuse rumors and panic. 
 
Position the media briefing area away from the 
operations center and the crisis area.  

 
Communication 
 

 
This should be a team effort. 
 
This may already be addressed in the venue/agency’s 
larger Information Management Plan. 
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Emergency Management (EM) 
4.4.8 
Emergency management is the creation of 
plans through which communities reduce 
vulnerability to hazards and cope with disasters.  
It does not avert or eliminate the threats; 
instead, it focuses on creating plans to decrease 
the impact of an incident.  Failure to create a 
plan could lead to damaged assets, human 
mortality, and lost revenue. 
 

 
Prevention and preparation 

 
All states, counties, and major cities have EM units that 
are essential to effective support for local events and 
through which all FEMA resources will come. 
  
In some states, the Department of Homeland Security 
fills much of this role. 
 
Conduct periodic tabletop and functional exercises with 
key partners. 
 

4.4.9 
Establish a standardized metric to guide   
emergency personnel staffing (i.e., police, fire, 
and EMS) at an event. 

 
Staffing metric 

 
Develop a method to determine the number of law 
enforcement/security officers, firefighters, and EMS 
personnel needed. 
 
Create of a district/school/venue-specific chart or matrix 
that reflects the pre-coordination and risk assessment 
conducted with the emergency services before an event. 
 

Operations Center  
4.4.10 
Each event should have an identified location 
for an Operations Center that serves as the 
primary command and control, combining 
operations, event management, and public 
safety. 
 
 

 
Operations Center considerations 

 
The Operations Center personnel depend on the scope 
of the event(s) and the number of jurisdictions involved 
in the event. 
 
Centralizing communications when interagency 
communications are not possible is particularly 
important.   
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The establishment of an Operations Center reduces 
reaction time. 
  
An Operations Center allows for more accessible and 
coordinated conferencing. 

4.4.11 
Establishing VMS views, with pan, tilt, and zoom 
capabilities as necessary, of the venue seating 
bowl, playing field, and other locations in and 
surrounding the facility is essential.     
 
Communications capabilities should include 
outside landlines, cellular, venue extension 
phones, and direct lines/radio contact with law 
enforcement, fire, EMS, and key team officials. 
 

 
Real-time surveillance and 
communication capabilities 

 
Ensure video storage capability for a minimum of 30 
days. 
 
 

4.4.12 
Identify an alternative site for a Unified Joint 
Operations Center [UJOC] (if possible) outside 
the stadium/arena in the event the Operations 
Center is not available for any reason.  

 
Alternative site considerations for a 
Unified Joint Operations Center 

 
A Unified Joint Operations Center is the heart of 
extensive joint operations. 
 
Locating the UJOC inside the event facility risks becoming 
can be an issue if crucial personnel are trapped inside or 
incapacitated. 
 

4.4.13 
Depending on facility/event and intelligence, 
elicit and converge as many Observation Posts 
as necessary to afford the most visibility and 
feedback from various areas surrounding the 
event with direct connectivity to the Operations 
Center. 
 

 
Observations augmentation 
 

 
Whenever possible, recruit law enforcement/retired law 
enforcement/skilled security or people who have been 
trained observers that have that sixth sense to recognize 
the out of norm/ordinary to work events. 
 
This is flexible, based on needs and resources. 
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Blueprints, Maps, Diagrams, CAD, GIS 
4.4.14 
Gather together all blueprints/CAD-BIM of 
buildings/facilities, critical assets, 
GIS/area/aerial maps, utilities, photographs, 
and diagrams for planning, implementation 
strategies, and response. They should be 
available in the UJOC/Operations Center. 
 
 
Obtain location directory/maps of: 
 

 All ingress and egress points 

 Electrical boxes and transformers 

 Emergency shelter areas 

 Emergency vehicle staging areas 

 Evacuation assembly points 

 Hazardous material storage 

 Life safety equipment (e.g., first aid, AEDs, fire 
control panel, fire alarm manual pull stations, 
fire standpipes) 

 Rail lines 

 Transportation hubs 

 Utility locations and shut-off points 
 

 
 
Consolidation of blueprints and maps 

 
Collecting or finding these during a crisis is too late and 
having them could mean the difference between life and 
death. 
 
Various crisis management systems are on the market 
that contain modules to enter/maintain/recall this data 
for use and transmission to public safety units. 
 
FBI Law Enforcement Online offers a free event 
management system online. 
 
Consider the use of unified PSIM software and remote 
site support. 
 
Emergencies create diverse challenges.  Due to their size, 
complexity, and occupants, responders require extensive 
amounts of detailed and easily understandable 
information in the event of an emergency at a school.   
 
One of the most important lessons learned from school-
based emergencies is the importance of having basic 
maps and other information ready for use by responders 
in emergencies. Information such as facility maps, aerial 
photos, and building access information should be 
provided to local police, fire, and other emergency 
responders.  
 
Gathering these documents can be done electronically 
by creating virtual floorplans or simply copying plans and 
maps into a digital format. The type and format of 
shared information should align with the inspection and 
pre-incident site planning processes commonly used by 
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fire departments and HAZMAT personnel to gather, 
analyze, and store a broad range of data.  
 
Such data includes, but is not limited to, mechanical 
system shutoffs, evacuation routes, on-site hazards, 
camera locations, card access points, mass notification 
devices, intercoms, and other information in a 
standardized format.  
 
With these processes, pre-planning is also divided 
between a tactical “quick action” overview of a site and a 
strategic plan that provides more detailed information 
about a site. This dual approach is useful because the 
information required during the initial minutes of a 
response may differ from that needed for longer, more 
strategic responses. 
 

4.4.15 
Digital copies of information about the building 
and surrounding locations should be securely 
maintained, accessible via electronic devices, 
and reviewed during planning sessions. 
 

 
Incident response personnel need 
secure and detailed facility information  

 
Digital versions of this information can be projected on 
screens and sent to smart phones and remotely accessed 
by agencies and necessary. 
 
 

EOD/WMD/CBRN/Bomb Dogs 
4.4.16 
EOD, WMD, CBRN, bomb dogs are particular 
areas that require subject matter experts 
(SMEs).  The SMEs MUST be consulted before 
the event to develop a plan for dealing with and 
responding to incidents involving: 
 

 Bomb threats 

 Bomb/explosives search/screening 

 
Planned response 

 
Major cities/counties in the US have these SMEs on staff; 
others rely upon the FBI, BATF, and the military for 
support. 
 
Establish a Threat Assessment Team to evaluate and 
provide advice on these type incidents. The FBI can 
assist. 
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 Bombing/explosion 

 Rendering safe suspicious packages/items 

 WMD (chemical, biological, radiological, 
nuclear) 

 

4.5 INCIDENT RESPONSE PLANS                                                                                                                            EP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

4.5.1 
The EAP needs to include response 
modules/plans for dealing with each area 
below, designating the Incident Commander for 
each. 
 
 

 
Pre-planned response capability 

 
Time is critical in an incident, so having the IC on-site 
reduces the time to act. 
 
Non-profit organizations can help with EAP 
development, such as https://iloveuguys.org/srp.html 
and https://www.safeandsoundschools.org/.  Using SRP 
(standard response protocols) often results in confusing 
lockdown and lockout terminology.  Some districts have 
overcome this issue by using the term “secured 
perimeter” instead of “lockout.” 
 
Training exercises around scenarios based on the EAP, 
such as tabletop and live drills, should be implemented. 
 

4.5.2 
Regularly test your emergency action plans to 
ensure relevancy. 

 
The emergency action plans should be 
regularly tested to be effective and 
known to all relevant personnel. 

 
Scale your plans according to the size of the facility, 
expected attendance, and/or complexity. 
 
Consider having emergency action plans for all activities 
and all possible venues. 
 
Testing these plans could include exercises such as: 

 Tabletop exercise 

 Functional exercises 

 Full-scale exercises 

https://iloveuguys.org/srp.html
https://www.safeandsoundschools.org/
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4.5.3 
Notify visiting personnel attending an event of 
necessary policies and plans. 

 
Ensure the delivery of the venue/event 
policies and plans to visiting staff.  

 
Consider sharing pertinent policies and plans to visiting 
personnel including, but not limited to: 

 Visiting coaches and athletic directors 

 Fine arts (e.g., marching bands) 

 Visiting team law enforcement 

 Contract law enforcement 

 Trainers and/or medical staff 

 Fire response 

 Booster clubs 

 Organizations renting facilities 
 
Plans and policies that could be shared include, but are 
not limited to: 

 Evacuation Plan 

 Parking 

 Field Access 

 Locker Room Access 

 Credential Policy 

 Venue policies (e.g., bag, fan etiquette, and re-
entry policies) 

           
Dissemination of floorplans to law enforcement could 
occur via a flash drive. 
 
Consider the timing of delivering this information to the 
visiting personnel to ensure relevancy. 
 

Fire and Rescue 
4.5.4 
Plans should address fire response for the 
specific venue/event and consider staging 
equipment and personnel; ensure that 

 
Pre-planned response capability 

 
Plans should be scalable based on the threat and size of 
the event.   
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everyone understands the various incident 
plans, including where their response will be 
required. 
 

Fire responders will also need to know water supply 
points and utility shut-off locations. 

EMS/Medical 
4.5.5 
Due to the nature of the event, additional 
medical resources may be required on-site.  
Make sure they understand the various incident 
plans, including when and where their response 
will be necessary. 

 
Pre-planned response capability 

 
Additional medical resources are scalable based on the 
threat and size of the event.   
 
Develop medical surge plans for mass casualty incidents 
in coordination with local hospitals. 
 
Prepositioned supplies and equipment can speed care. 
 

Terrorism 
4.5.6 
Be alert for and develop both preventive 
measures and response capabilities in 
anticipation of a terrorist attack. 
 
Adopt the DHS See Something, Say Something 
plan or similar programs that engage workers, 
participants, spectators, and the public. 
 

 
Terrorism prevention and response 
 
 
 

 
 
Advertise a hot line number, text number, or Twitter 
address to report information. 
 
The FBI can assist in planning for terrorism and alert the 
school to any threats to their venue(s). 
 
The threat environment evolves continuously and new 
threats of terrorism, continuing media coverage, and 
glorification of lone homegrown operators are constant. 
 
Mass gathering events have become targets around the 
world. 
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Infrastructure Failure 
4.5.7 
Plan for all potential utility/infrastructure 
failures that can affect the event. Have 
contingencies to address the failure and 
prepare for recovery. 
 

 
Reduction of response/recovery time 

 
Consider coordinating planning with the community and 
venue management department. 

Utility Failure 
4.5.8 
Have emergency contact information readily 
available.  Plan to have personnel from the 
water company on call with direct 
communication and ready to respond. 
 

 
Response and recovery plan contact 
information 
 

 
For events with a considerable number of attendees, 
system specialists should be on-site during an event in 
case of breakdown. 

4.5.9 
Develop and practice a plan to deal with all 
complications emanating from partial or total 
loss of power. 

 
Planning for temporary power outages 

 
Power outages are often associated with adverse 
weather; planning for them must correlate with Weather 
Plan. 
 

4.5.10 
All facilities should have emergency 
generators/back-up batteries to power life 
safety equipment, critical communications, the 
Operations Center, and evacuation lighting. 
 
Create a pre-written announcement for power 
outages that is broadcast via PA and social 
media. 

 
Planning for temporary power outages 

 
Cellular communications should have some back-up 
capability for continuous for emergency communication 
use.  
 
Pre-establish emergency contacts with local power utility 
companies for coordination and rapid response of their 
resources. Have crews on site when possible. 
 
If the facility is WiFi equipped, the WiFI should be 
included on the emergency power because it is widely 
used for critical communication. 
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Active Shooter 
4.5.11 
Develop and practice a plan with local law 
enforcement to deal with an active shooter 
during an event. 
 

 Observation and surveillance (a 
combination of human and video) around 
the venue/event is essential 

 Have response teams pre-positioned or 
designated response points 

 Have the ability to place precision rifle 
teams at elevated positions at various 
locations 

 Have officers visible 
 

 
Rapid response to a life-threatening 
event 
 

 
The FBI and DHS offer programs to help facilities develop 
plans. 
 
Intelligence is important. 
 
Collaborate with all surrounding agencies that may 
potentially respond to avoid confusion. 
 

4.5.12 
Staff personnel should assist in directing the 
crowd to run, hide, or fight as appropriate 
during an active shooter incident. 

 
Avoid adding victims to the scene 

 
Communicating clear and essential information to the 
crowd will help reduce the stampede mentality of the 
crowd. 
 
A pregame announcement of emergency actions, ideally 
on a video display, would be helpful. 
 

4.5.13 
Adopt a first aid program (e.g., American Red 
Cross). Another avenue is to engage in Stop the 
Bleed training, to include the appropriate 
trauma kits as the Stop the Bleed campaign 
indicates.  

 
Empowerment of staff to respond to 
injuries and mass causality events 

 
Stop the Bleed is a national campaign to cultivate 
grassroots efforts that encourage bystanders to become 
trained, equipped, and empowered to help in a bleeding 
emergency before professional help arrives.  
https://www.stopthebleed.org/ 
 
 Many districts across the country have Red Cross 
trainers on staff.   The Red Cross also offers a bleed 
control section that can be provided with the two-year 

https://www.stopthebleed.org/
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First Aid Certification.  This Red Cross model can provide 
more flexibility in training opportunities. 
https://www.redcross.org/take-a-class 
 
The Red Cross also offers an assessment program called 
Red Cross Ready https://www.readyrating.org/The-Red-
Cross-Ready-Rating-Program.   
 

Aviation Incident 
4.5.14 
The EAP should address an aviation accident, 
attack, or nuisance, to include UAV/UASs. 
 

 Request a request a temporary flight 
restriction (TFR) from the FAA for more 
significant events. 

 Establish policies and develop plans to deal 
with curious and adversarial UAV/UASs.  

 

 
Aircraft crashes or attacks 
 

 
The FBI and the NTSB will be in charge of an aircraft 
impact scene. 
 

 FBI = Scene and evidence collection 

 NTSB = Incident cause 
 
Coordinate with local law enforcement. 
 
The plan should include an FAA liaison and contact 
information. 

 
 Review or develop local statues to ban UAV/UAS use 
and/or presence. 
 

Cyber Intrusion/Attack 
4.5.15 
Develop and implement a security plan for 
computer and information systems hardware 
and software, which includes defined 
cybersecurity requirements for any hardware or 
software to be procured and installed for use at 
and by the management group/venue/event or 
other locations with critical links to the venues.  

 
Protection of systems that have 
operations and control over various 
aspects of the facility. 
 
Protect PII and HIPAA. 

 
Many components of today’s facilities are operated via 
cyber programs that control the components (i.e., HVAC, 
lighting, PA, video boards, etc.). 
 
The cyber intrusion plan should also include public safety 
systems. 

https://www.redcross.org/take-a-class
https://www.readyrating.org/The-Red-Cross-Ready-Rating-Program
https://www.readyrating.org/The-Red-Cross-Ready-Rating-Program
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 Establish requirements for credentials needed 
to access information, and the routine 
resetting of passwords 

 Immediately cancel access for terminated 
employees/volunteers 

 Implement data loss prevention programs 

 Define security requirements for third-party 
vendors/guests who will be granted access to 
IT systems. 
 

4.5.16 
Develop an incident response plan for an 
information technology intrusion/attack/loss of 
data. 
 

 
IT security breach 

 
Develop the incident response plan in conjunction with 
other schools' IT emergency plans. 

Demonstrations/Civil Disturbance/Rioting 
4.5.17 
The crowd management plan should reflect the 
intended actions of venue/event security 
personnel, local law enforcement response, and 
the use of local law enforcement tactical teams 
for planned and spontaneous demonstrations, 
civil disturbances, and rioting. 
 
Ensure sufficient that resources are on call. 

 
Crowd management planning 

 
The potential exists for an isolated incident(s) to evolve 
into significant civil disturbances with personal and 
property damage. 
 
Pre-planning is essential to preventing an incident from 
precipitating violence and promoting a well-organized 
response. 
 
Intelligence and advance information gathering is 
essential. 
 

4.5.18 
The crowd management plan should address 
throwing objects on the playing surface and/or 
at players/coaches/referees. 

 
Protecting competitors and officials 

 
Assign separate officers to competitors and officials. 
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The plan should also address incursions onto 
the playing surface during and after the event. 
 

4.5.19 
Define arrest conditions, temporary holding 
locations and procedures, and prisoner 
transport plans. 
 

 
Detention of a large number of people 
at the same time 

 
Predetermine holding/processing areas. 

Structural Collapse 
4.5.20 
Identify and determine availability as well as 
response time in the event any internal or 
external resources are required to address a 
structural collapse (such as heavy equipment).  
The structural collapse plan should address 
temporary stands/bleachers. 
 

 
To address structural collapse. 

 
The Fire Department will usually handle public Safety 
Response.  
 
The cause of the collapse could be accidental or 
intentional, which may be associated with a precipitating 
incident and covered in the EAP. 
Also, consider that it may be a crime scene. 
 

4.5.21 
Consider construction materials used in the 
stands/bleachers and their current condition in 
the response plan. 
 

 
Prevent cascading casualties 

 
As part of the risk assessment, determine the suitability 
of the structure for sheltering and its susceptibility to 
failure.   

Mass Casualty 

4.5.22 
Develop a plan that addresses venue-/event-
specific needs and layout to address mass 
casualty/fatalities. 
 
Many resources will be off-site and need to 
travel to respond; on-site staff needs to know 
the plan. 

 

 
Address mass casualty incidents 
 
Minimize loss of life due to significant 
blood loss 
 
Ensure that response organizations are 
aware of emergency landing zones 
before they need one 

 
All cities/counties in the US are required to have mass 
casualty/disaster plans; therefore, the EAP should 
contain their plans as annexes.  Use the city/county mass 
casualty/disaster plan as a template to facilitate 
preparedness and response planning for the 
event/venue. 
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Establish enhanced bleed control training and 
capabilities. 
 
Establish helicopter emergency landing zones. 
 

Strategically place bleed control kits in areas accessible 
to staff and attendees. 
 
Train public safety personnel, staff, event security 
personnel, and others on the mass casualty plan. 
 
Identify emergency landing zones for medical helicopters 
and share those locations with response organizations 
before the event. 
 

Earthquake (if applicable) 
4.5.23 
If the venue is within an earthquake zone, 
prepare a plan to deal with the potential 
consequences. 
 

 
Earthquake planning 

 
Depending on the magnitude of the earthquake, it can 
potentially produce mass casualties and significant 
property damage that rapidly overwhelm on-site 
resources. 
 
Some other plans, such as structural collapse, fire, and 
mass casualty, may be referenced in this plan. 
 
It may become necessary to act with the resources on-
hand if the quake impacts the larger area of the city/ 
county since it will probably draw away some or most of 
the public safety resources from the event. 
 

Hazardous Materials 
4.5.24 
Have a written plan for hazardous/toxic 
material exposure (i.e., fuels, propane, 
chemicals, fertilizers, garbage, and sewage). 
 

 
Hazardous materials response 

 
The local fire department and emergency management 
agency are resources. 

4.5.25 
Include on-site a Material Safety Data Sheet 
(MSDS) prepared for all hazardous materials on-

 
Posting the MSDS 
 

 
Have a hazardous materials specialist (usually a 
firefighter) on-site for significant events. 
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site, to include contact information for 
assistance and maintained in the Operations 
Center. 
 

Knowing where to get the MSDS 
information is essential 
 
Delays during a crisis can be 
detrimental. 
 

 
MSDS sheets are available in digital and hard copy 
formats. 

4.5.26 
Address decontamination procedures and on-
site capabilities. 
 

 
Be prepared for decontamination  

  
The fire department/EMS will most likely be responsible 
for and provide the capabilities for decontamination. 
 

4.5.27 
Include procedures and security for any 
fireworks and other pyrotechnics used during 
the event. 
 

 
Potential for fire or explosion 

 
Have a fire unit on site. 
 
Provide security for the pyrotechnics upon delivery until 
deployed. 
 

Bomb Threat/Suspicious Package/Bombing 
Plan/Policy/Procedures 

4.5.28 
Develop a written plan that is part of the EAP 
that dictates criteria, roles/responsibilities and 
identifies who makes the evacuation decision. 
 

 
Planned response 

 
The FBI, DHS, and BATF can assist in developing a bomb 
threat plan. 

4.5.29 
Make use of the Unified Command for 
assessment, decision process, and response. 
 

 
Planned response 

 
Establish a Threat Evaluation Team. The FBI can assist. 
 

Records and Retention 

4.5.30 
Ensure that all incoming threats, whether 
telephonic or via other media, are properly 
recorded and preserved for at least two 

 
Planned response. 

 
Local/state laws make control threat documentation 
retention times. 
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calendar years following the year in which the 
threat is received. 
 

Check with legal counsel to determine the length of time 
for retention of recorded documentation for the school. 
 

 Threat Checklist 

4.5.31 
Use a bomb threat caller checklist and train 
staff who may receive calls/texts. 
 

 Install caller identification and/or coordinate 
phone call trap capability. 

 The call may be via voice over internet 
protocol (VOIP). 
 

 
Planned response 

The FBI, BATF, and DHS can provide a bomb threat caller 
checklist. 
 

Threat Assessment 

4.5.32 
Create a threat assessment team that can be 
called upon when the threat(s) are received. 
 

 
Planned response 

 
The FBI, BATF, and DHS can provide a resource guide for 
building teams. 

Pre-Game Sweeps 

4.5.33 
Create a program that requires employees to 
check their work areas daily for anything out of 
the ordinary (i.e., white level search). 
 
 

 
Daily workplace checks. 

 
A white level search is an inspection by all staff of their 
respective workplaces for any articles that are unusual, 
suspicious, or missing. 
 
Conduct CBRN sweep if resources available. 
 

4.5.34 
Establish pre-game sweeps, ideally a few hours 
before the event, and keep the swept area(s) 
controlled (i.e., lockdown) until gate opening. 
 

 
Pre-game procedures 
 

 
Set a timeframe ahead of the event for pre-game 
sweeps. The timeframe will be dependent on the size of 
the venue, size of the event, threat intelligence, and 
number of personnel, dogs, and/or equipment. 
 
Lock down swept areas. The venue should now be sterile 
and can remain that way as long as it is controlled. 
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Handling Suspicious and/or Unattended Items 

4.5.35 
Train all staff on recognizing and handling 
suspicious or unattended items. 
 

 
Staff training on the handling of 
suspicious or unattended items 

 
The plan should include the following: 
o Attempt to identify the owner by inquiring with 

individuals located in proximity to the item  
o If the owner of the item is identified, return to 

assigned duties  
o If the owner cannot be found, remember the 

acronym HOT to evaluate the need for further 
action:  

• H – Does the item appear to have been 

hidden?  

• O – Is the item overtly suspicious (wires, 

phones, etc.)?  

• T – Is the item typical for the area /type of 

event (i.e., - clear plastic bags)?  
o Inform nearest law enforcement officer or call 911 

if HOT criteria is present 
 

 MOUs 

4.5.36 
Ensure that all plans address the need, request 
for, and the response of resources beyond the 
venues’ or community’s capabilities. 
 

 
MOU requirements 

 
City/county/state emergency management offices can 
assist. 

4.5.37 
Have in place memoranda of understanding 
(MOU) for those augmenting resources to 
ensure that the resources will be available 
when needed. 
 
 

 
MOU requirements 

 
Establish MOUs for additional law enforcement (e.g., 
active shooter, riot), IT (e.g., computer/network failure), 
and heavy equipment (e.g., structural collapse). 
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Public Transportation Incidents 
4.5.38 
Develop a plan to address incidents that may 
occur with the various modes of transportation 
used for the event. 
 
 

 
Planned response 

 
For more significant events, consider having a 
representative from each mode of transportation 
available to the Operations Center. 
 
For smaller events, ensure that contact numbers from 
each mode of transportation are readily available in case 
of an emergency. 

Weapons of Mass Destruction (WMD) 
4.5.39 
Develop a plan to address the response of then 
venue/event and external resources to a WMD 
incident. 
 

 
Preparation for a WMD incident 

 
WMD incidents, by their nature, are mass casualty and 
criminal/terrorist acts, and therefore are crime scenes.  
The FBI will take control. 
 
Also, because of the magnitude of these types of 
incidents, a significant public safety/emergency 
management response will occur. 
 
The FBI can assist with WMD incident planning. 
 

4.5.40 
Integrate the WMD plan with the broader 
public safety/emergency management 
response plan. 
 

 
Plan integration 

 
Specialty unit response time may be longer in  more rural 
or smaller communities. 
 

Fatality/Death 
4.5.41 

Develop a plan to deal for on-site fatalities. 
They may be due to natural causes, 
accidental, or criminal events.  

Identifying who will take the lead in the event 
of a fatality at the event is essential.  Determine 

 
On-site fatality planning 

 
Will the event be suspended? 
 
If the fatality is a criminal act, the event may require 
suspension as it will be a crime scene. 
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when event cancellation should be a 
consideration.  The location will be a factor.  
Determine who will deliver the message. 
 

Ask the local medical examiner if he/she/they will be 
required to come to the scene before the body can be 
removed 
 

4.6 BUSINESS CONTINUITY/DISASTER RECOVERY (BC/DR)                                                                           EP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

4.6.1 
The venue/event should prepare a business 
continuity/disaster recovery for each 
facility/event. 
 
Anticipate incidents that could cause the 
potential for evacuation/shelter in 
place/relocation at the venue. 

 

 
Business continuity planning 

 
Anticipate that the stadium/arena may be used as a 
shelter. 

4.6.2 
Identify security and safety needs for event 
continuation and recovery. 
 

 
Resiliency capabilities 

 
This business continuity/disaster recovery plan is part of 
the risk mitigation strategy. 

4.7 AFTER ACTION REVIEWS                                                                                                                                  EP 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

4.7.1 
An after-action review (AAR) is an essential 
component of the continued security and safety 
process. 

 
After-action review importance 

 
The AAR is essential to reviewing and refining the safety 
and security process.  
 
 

4.7.2 
Conduct an AAR after every event. 
 

 WHEN - conduct the review as soon as 
possible after the event, optimally within 48 
hours 

 
After-action review requirements 

 
Appoint a scribe to capture and document the 
information.  
 
Upon completion of the review, produce a final AAR, 
including a list of recommendations.  Provide a copy to 
all participating entities. 
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 WHERE - any comfortable, quiet location that 
can accommodate all key personnel around a 
table 

 HOW - using the Specialized Management 
Coordination Components (SMCCs) as a 
format for the review - obviously the primary 
input is verbal, but the total review should 
include written reports, arrest reports, 
complaints, and video 

 WHO - key personnel who were at the event 
in managing roles and those who headed up 
the SMCCs 

 WHAT – Prepare a written AAR draft report 
including all the information obtained and 
analysis conducted - it should be provided to 
all meeting participants to review for 
completeness and accuracy 

  

 
Capture the information while it is fresh in everyone’s 
minds. 
 
To avoid having too many people involved, and still 
gather everyone’s input, have key personnel collect 
information from those under them. 
 

4.7.3 
Incorporate results of the back into the 
planning cycle.  Include examples of what to 
keep, what to change, how and why changes 
should be made. 
 

 
Continuous process improvement  

 
AARs and lessons learned should be a point of discussion 
and reference for planning the next event. 
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V. Routine Non-Game Day Operations/Measures 
 

5.1 USE BY OUTSIDE GROUPS/RENTALS                                                                                                RNGDOM                                                                                                                           
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

5.1.1 
Establish a policy that specifies terms and 
conditions for non-school-district use of 
facilities. 

 
Third party use of facilities. 

 
A policy covering non-school use of school facilities 
ensures that roles and responsibilities are understood, 
assists in minimizing risk, and provides compensation 
for damages. 
 
Users should provide a certificate of insurance 
($1,000,000 minimum recommended), submit to a 
background check and vetting process, and complete a 
security orientation with district/school staff to review 
emergency procedures, emergency equipment, alarms, 
and communications.  
 

5.1.2 
Include sufficient school personnel as deemed 
necessary for third-party events. 
 

 
Staffing requirements 

 
Having sufficient school personnel on-site will assist in 
minimizing risk and provide compensation for any costs 
incurred. 
 
Costs to be recovered should cover any personnel, 
including security and custodial, deemed necessary.  
Charges should also include operating costs, such as 
HVAC and lighting. 
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5.2 USE BY CAMPUS GROUPS                                                                                                                   RNGDOM 

BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

5.2.1   
When scheduling an event out of the typical 
school day, assign or designate an administrator 
in charge.  

 
Facility oversight during non-school days. 

 
Scheduling an administrator in charge will ensure that a 
responsible school/district employee is aware of the 
roles, responsibilities, safety, and security. 
 
1. Designate an administrator in charge. 
2. Ensure that the administrator knows what to do in 

routine and emergencies. 
3. Ensure the administrator can satisfactorily perform 

the duties assigned. 
 

5.2.2 
Maintain venue access control. 

 
Access control requirements 

 
Maintaining access control facilitates keeping 
unauthorized/uninvited people outside the secure 
perimeter. 
 
Consider posting someone at the venue door/gate to 
open the entrance for event attendees only. 
 

 

5.2.3 
Establish arrival and dismissal protocols.  

 
Student accountability protocol 

 
Arrival and dismissal protocols will help with student 
accountability and reduce the risk associated with an 
open-door policy of arrival/departure. 
 
Advise students and parents when and how 
participants will be allowed to arrive and depart, and 
how they are to be dropped off and picked up. 
 

5.2.4 
If the event is outdoors (e.g., cross-country 
practice, football scrimmage, or band rehearsal), 

 
Ensure law enforcement awareness of a 
non-routine event. 

 
Determine beforehand and check any off-campus 
routes for safety. 
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provide the location and intended route to local 
law enforcement.  

 
Along the route, identify locations that could be used 
for emergency refuge or a temporary safe place (e.g., 
public facilities, fire stations, places of worship). 
 

5.2.5 
Always keep keys and phone handy during the 
event.  
 
 

 
Immediate communication needs 

 
Take mobile phones with preloaded names/numbers 
and test communications from any potential location. 
 
Utilize predetermined runners as a backup system in 
case mobile phone communications is unavailable. 
 
Consider the use of radios. 
 

5.2.6 
Provide a safety briefing to participants at the 
start of the event. 
 

 
Ensure participant safety awareness 

 
A safety briefing should be done with all participants 
and cover emergency procedures, as well as 
precautions necessary due to any unique time or 
location. 
 

5.3 PARTNERSHIPS                                                                                                                                     RNGDOM 

5.3.1 
Establish and maintain partnerships with the 
community, surrounding businesses, and 
vendors. 

 
Partnership collaboration 

 
Focus on communication flow, collaboration with other 
security, observation, and information sharing. 
 
Formalize an events committee and conduct exercises.  
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VI. Staff Training, Performance, and Development 
 

6.1 RECRUITMENT AND RETENTION OF PERSONNEL                                                                                 SP/TD 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Staff Positions 
6.1.1 
Maintain an adequately sized, equipped, and 
trained security/safety force based on the 
facility/event and risk assessment. 
 

 
Sufficient personnel to adequately 
address safety and security 

 
The location of the venue will have an impact on the 
pool of potential candidates.  
 
Document exercises, indicating the scope and duration, 
names of personnel who participated, actions for 
improvement, and recommendations for plan 
modifications. 
 

6.1.2 
Find creative ways to establish a cadre of 
security and safety personnel that can be used 
through multiple sports venues and seasons. 
 

 Get people from other successful events 

 Reward positive behavior 

 
Addresses high turnover. 
 
Easier to train and maintain. 
 
More cost-effective from a 
training/consistency standpoint. 

 
Provide recognition for accomplishments and 
certificates of completion for training completed. 
 
Since money/pay is not the only factor for recruitment 
and retention, find ways to offer staff opportunities 
that non-employees do not have.  
 

6.1.3 
If using volunteers, establish a Volunteer 
Director to manage volunteers. 
 

 Make sure there are clear roles and 
responsibilities as well as: 
o Number of volunteers in any area will 

determine the amount of supervision 
(span of control) (1 to 8 is optimal) 

 
Coordination and management of 
volunteer staff. 
 
 
 
 
 
 
 

 
Volunteers can be a force multiplier if adequately 
trained, managed, nurtured, and inspired.  They can 
also be the source of significant headaches if not. 
 
If using volunteers, the Volunteer Director is an 
important position, so pick carefully. 
 
Volunteer Director should keep a detailed list of 
specialized training by staff (EMT, language proficiency, 
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o Plan for attrition/no shows (example – 
15%), continue to monitor performance 
and adjust 

o Establish volunteer communications – 
both directions 

o It is crucial to create a Volunteer 
application process – the selection is 
essential. 

o Ensure volunteers are vetted, background 
checked, and process in place for 
revalidation. 

o Survey volunteers for special skills 
• Languages, EMT/CPR certifications, 

volunteer event experience 
o Seek law enforcement /military/first 

responder experience 

 Watch language that is used in volunteer 
position descriptions or application process 
o Try not to have volunteers do the same job 

as a paid employee 

 Best time for a volunteer’s review is as close 
after the event as possible – while their 
performance is fresh in the supervisor’s mind 

 Create a Safety and Security Volunteer 
Handbook - keep it as brief as possible and 
include pictures (short and simple) 
o People’s interest may be lost if they are 

overwhelmed by too much information 
o Update this after each event 

Include emergency and safety procedures 
including communications, first aid 
protocol and AED location 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
This volunteer survey is essential to 
evaluate their continued use and training 
needs. 

special needs, bus driving licenses) to assist in the 
assignment in emergencies 
 
Do not look for people to fill openings; look for a cadre 
upon which to build a team for multiple events. 
 
Background checking/software options: 

 CRIMS (Criminal Records Information 
Management System) 

 ICHAT (Internet Criminal History Access Tool) 

 SISCO 

 RAPTOR 

 NCIC 

 CSVS 

 Secure Visitor Screening  
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6.1.4 
Volunteers and/or parents used to staff the 
event should attend training and orientation. 

 
Provide consistency for event 
management and appropriate incident 
response and communication  

 
Require that volunteers and/or parents meet basic 
standards before they are assigned.  This requirement 
could be at an orientation at the event location before 
the event. 
 
Require volunteer and/or parent attendance at the 
game day briefing before the event. 

6.2 TRAINING OF PERSONNEL                                                                                                                                                                                SP/TD 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.2.1 
Establish multiple event- and position-relevant 
training programs that are preferably computer-
based and required for all personnel, including 
volunteer staff. 
 

 May wish to establish a Shadow Program -- for 
someone to move around/up in the event 
organization. 

 Establish a Mentoring Program for on-the-job 
training of new or replacement personnel 

 
Staff training programs 

 
Time, availability, location, cost, length, curriculum, and 
instructor are all issues that affect the training content, 
quality, consistency, and reliability. Potential for legal 
liabilities exists for insufficiently trained personnel. 
 
NCS4 offers multiple online, classroom, and seminar 
training programs, including AWR-375-W – Risk 
Management for After-School Activities and 
Interscholastic Athletics. 
 
Consider NIMS/ICS training from FEMA (e.g., 100c, 
200c, 700b, and 800c). 
 
Some training may need to occur early in the morning 
before the event. 
 
Consider creating videos that can be used on-demand 
using web applications.  SafeSchool is one 
recommendation. 
 
 
 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 129 of 209 
 

6.2.2 
Specify basic training requirements. 
 

 Create a catalog of needed skills and required 
training, including guest relations, problem-
solving and basic security procedures (e.g., 
access control, situational awareness, 
screening, etc.). 

 Provide CPR/AED and bleeding control training 
for all personnel. 
 

 
Specialized personnel training 

 
Training can take different forms (e.g., paper 
documents, online modules, or classroom 
presentations) dependent on the topic. 
 
Juxtapose program/practices against school/district 
policies to ensure that they match up and that the 
protocol is performed adequately. 

6.2.3 
Establish an events handbook that clearly 
explains the event’s expectations, rules, and 
guidelines. 
 

 
Documentation 

 
An events handbook can be written, online, or both. 

6.2.4 
Plan for periodic refresher training for full-time 
and part-time personnel.  Consider making this 
training annual.   
Conduct cross-training and rotate positions. 
 

 
Refresher training 

 
Protocols change; programs and personnel need to stay 
current. 
 
Document this training. 

6.2.5 
Hold annual (or as necessary) training for 
security personnel and gate staff to instruct 
them on proper fan screening and inspection 
techniques. Maintain a training record. 
 
Hold annual security awareness training of non-
security staff such as ushers, food service 
personnel, and others. Maintain a training 
record. 

 

 
Regular documented training 

 
Host a lunch and learn program throughout the year 
and invite different speakers/trainers. 
 
Conduct on-site training before the first event. 
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Conduct assessments to evaluate training 
awareness and compliance.  

 

6.2.6 
Train all auxiliary staff on all safety and security 
policies and practices.  Also, that ensure they 
are aware of the expectations in their specific 
roles. Auxiliary staff includes, but is not limited 
to, custodial staff, bus drivers, concession stand 
workers, ushers, and any third-party vendor. 

 
Auxiliary staff training requirements 
 

 
Auxiliary staff often have extensive knowledge of 
buildings/facilities and is keenly aware of staff 
dynamics.  They are also often in positions to overhear 
fans on items of concern. 
 
Develop training programs to educate the different 
positions on their roles and responsibilities related to 
safety and security. 
 

6.2.7 
Record exercises and training for post-exercise 
review. 
 

 
Training documentation 

 
Include an individual in the training who is responsible 
for recording and documenting each training/exercise. 

6.2.8 
Ensure familiarization with your specific state 
laws and required policies.  Ensure that the 
district complies. 

 
Compliance with state laws 

 
Each state has specific laws, policies, and procedures 
that are required of districts.  Many districts are not in 
state compliance. 
 
Consult with experts and other knowledgeable 
individuals to ensure that the district complies with 
state laws, policies, and procedures.  Update the 
district’s plans and policies as needed. 
 

6.3 LEADERSHIP AND PROFESSIONAL DEVELOPMENT                                                                              SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.3.1 
Develop, implement, and maintain an effective 
staff training/learning program that covers 

 
A learning program establishes a 
continuum of training leading to 

 
Pooled training among venues on a regional (or more 
significant) basis is a possible solution. 
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training ALL supervisory staff levels and grooms 
them for other positions of leadership. 

 

improved performance and consistent 
quality in service level. 
 
Staff leadership development and 
empowerment 
 

Five-minute training sessions during weekly staff 
meetings provide a way for busy staff to keep up to 
date on safety procedures. 
 

6.3.2 
Document ALL training and retain the records in 
paper and/or digital format.  Review local and 
state laws to determine the length of time 
needed to retain the documents. 
 
Training records should include: 

 Date and location of the training 

 Time of day and duration of each 
training session 

 A description of the training 

 Name and qualifications of the 
instructor 

 List of attendees and their signatures 

 Results of any evaluation or testing 
 

 
Records retention policy 

 
If contracting services, require that the vendor/third-
party contractor provide training records for the 
individuals working at the school’s facility/venue.  
Additionally, require the bulleted items listed in the 
best practice.  

6.3.3 
Document ALL drills/exercises and retain the 
records in paper and/or digital format.  Review 
local and state laws to determine the length of 
time needed to retain the documents. 
 

 
Training documentation 

 
Exercise records should include: 

 Description of drill/exercise 

 Date held 

 List of participants 

 List of equipment tested or employed in the 
exercise 

 Name(s) and qualifications of the exercise 
director(s) 

 Any lessons learned to improve planning and 
response 
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Involve senior leadership in the drills. 

 

6.3.4 
Ensure involvement in regular exercises across 
all disciplines. 
 

 
Training program requirements 

 
In the fall, meet with principals with a clear and defined 
plan for professional development in the spring. 
 
Make scenarios meaningful, such as weather and/or 
issues specific to the campus, to increase buy-in. 
 

Continuous Improvement Cycle 
6.3.5 
Establish a continuous improvement cycle 
program. 
 
The cycle of continuous improvement assesses 
the sport/event security management system, 
which needs to remain up-to-date, continuously 
improves, explores innovative strategies, and 
utilizes current technologies.  
  
The four processes are: 
Risk Assessment 
Training 
Exercises 
Validation and Recommendations 
 

 
Improvement assessment. 

 
Consider doing this system/districtwide or on a regional 
basis. 

6.3.6 
Establish a Continuous Improvement Inventory 
of metrics for facilities/event safety, security, 
and incident management systems. 

 
Ability to measure improvement 
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Succession Planning 
6.3.7 
Establish a succession plan and train people so 
that they can step in and assume a key role 
if/when needed. 
 
Prepare for replacing critical positions within the 
event.   
 
Whether it is cross-training or merely putting a 
“Bus Binder” together that lists all operational 
functions of the event.  A Bus Binder should be 
so complete that it can be handed to someone 
that is brand new to the event, and he/she 
could take the information and have a great 
starting place. 
 

 
Succession planning for key personnel 

 
Prepare for departing personnel, either through choice 
or accidental departure (i.e., death). 
 
The larger the event, the more critical this process 
becomes. 
 
A Bus Binder is not a replacement for succession 
planning. 

6.3.8 
Have staff put down on paper what they know 

and how they accomplish their goals for their 

job areas.  This job description should be 

completed in case another person needs to 

assume their position. 

  

 
Give new personnel the knowledge to 
succeed 

 
Have group leaders/supervisors update their 
information every year (who their contacts are, what 
businesses they deal with, etc.). 
 

6.4 STANDARDS AND CERTIFICATIONS                                                                                                         SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.4.1 
Adopt standards and seek certifications for both 
the venue and personnel employed in sport 
safety and security functions. 
 

 
Venue/employee certification 

 
An uncontrolled, unregulated environment enables a 
lack of consistent, recognized norms for strong safety 
and security management.   
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NCS4 offers standards and certifications, including the 
CSSP and CSVS programs. 
 
Adopting these Best Practices helps this process. 
 

6.4.2 
Check staff certifications. 
 
Verify and document that staff are qualified for 
their positions and/or that they have special 
skills (i.e., nurse, doctor, paramedic, foreign 
language skills, etc.). 
 

 
Certification verification 

 
Verify certifications by entity or department. 
 

6.5 HIRING AND BACKGROUND SCREENING                                                                                                SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.5.1 
Conduct a background check on all personnel 
working in any capacity of an event (i.e., paid or 
volunteer) based on their position. 
 

 Learn and consider privacy issues regarding 
employment, interviews, and records 

 Ensure that background screening follows 
state and federal laws 

  

 
 Background check necessity 

 
Issues have arisen in the past when non-screened 
persons are placed in roles interacting with the public.  
 
NCS4 offers the CSVS, a cost-effective certification 
program that includes background screening. 
 
Develop programs to allow potential employees or 
volunteers to obtain and pay for screening. 
 
Include background check requirements in any 
agreements for contracted staff, such as security, 
parking lot staff, gate attendants, and concessions. 
 
Include legal counsel in developing this policy/program 
due to the risk of potential litigation. 
 
 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 135 of 209 
 

6.5.2 
Ensure personnel meets specific basic skills 
based on the roles and responsibilities they will 
assume. 
 

 Use an online application process. 

 A job-related test can assist in evaluating 
candidates.  

 
Training for specific roles and 
responsibilities 

 
Venue positions require complex analytical thinking.   
 
Front-end effort pays off during the event and over the 
season. 
 
Require applicants submit a photo of themselves for 
facial recognition record checks. 
 

6.5.3 
Ensure personnel meets basic social 
communication skills, including foreign language 
skills, as they will be interacting with 
client/customers. 
 
Ensure that personnel meet dress code 
requirements.  
 

 
Image, brand protection, and 
communication failures 

 
Consider ROTC students who are pre-screened and 
retired or off-duty law enforcement officers. 
 

6.6 THIRD PARTY CONTRACTS                                                                                                                         SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.6.1 
Specify all details of the required expectations 
of performance, roles, skills, qualifications, 
certifications, and measurements/metrics in 
third-party contracts. 
 

 Set high standards and hold the contractor to 
those standards – ensure they know the 
standards when they apply/compete for the 
contract. 

 Do not let contractors subcontract to another 
company. 

 
Set contractor expectations, standards, 
knowledge, and performance 
 
 

 
The establishment of contracted staff expectations is 
more applicable to more significant events, as smaller 
events will rely more on volunteers. However, 
contracted staff at smaller events should still have 
expectations 
 
Indicate the who, what, when, where, and how in third-
party contracts.  
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 Conduct due diligence on potential 
contractors. 

 Require references and check them.  

 Work with school administration to ensure 
purchasing rules and procedures are in 
compliance. 

 

6.6.2 
Obtain documentation for third party 
vendors/contractors: 
 

 Proof of background information, liability 
insurance/bonding, and worker’s 
compensation insurance 

 Licensing and certification 
 

 
Third-party contractor documentation 

 
Maintain copies of this documentation in records.  
 
Check with legal counsel. 

6.6.3 
Once onboard, integrate contracted staff into 
planning, training, and the unified command 
structure. 
 

 
Contracted staff integration 

 
Ideally, contracted staff should participate in training 
exercises. If this is not possible, at least their managers 
should participate. 

6.6.4 
Keep track of licensing and certification 
renewals for contract services to ensure that 
they remain valid/current. 
 

 
Contracted services licensing and 
certification accountability 

 
Check the renewals at least annually. 
 
 

6.6.5 
Ensure that contract staff participates in facility 
familiarization/orientation. 
 
At a certain point before the event, prohibit 
switching previously vetted and assigned 
contracted personnel with individuals who have 
not been vetted 

 
Staff orientation 
 

 
This orientation is essential for effective incident 
response. 
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6.6.6 
Schedule meetings between all parties to 
facilitate coordination and an understanding of 
each other’s roles and responsibilities. 
 
Such meetings should occur every time any 
party and/or venue changes. 
 

 
Coordination facilitation 

 
 

6.7 OPERATIONS CENTER                                                                                                                                 SP/TD                                                                              
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.7.1 
Staff and train sufficient personnel to effectively 
operate the operations centers. 
 

 
Staff training 

 
Exercises will help staff integrate. 
 
 

6.8 POST ORDERS                                                                                                                                               SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.8.1 
For all events and venues regardless of size, 
prepare and employ post orders for at least all 
full- and part-time, contract, and volunteer first 
and second level staff that are both printed and 
electronic. 
 
Post orders should be easy to carry and 
reference, such as in a bulleted format on 
laminated cards. 

 
Post orders guidelines 

 
Game-day workers, who are often part-time, seasonal, 
volunteer, or third-party contract, lack familiarity with 
the facility and their roles, responsibilities, methods of 
communication, and the EAP. 
 
Post orders help ensure consistency of service and job 
functioning. 
 
Post orders should highlight the following: 

 Job title 

 Area of responsibility 

 Shift time  

 To whom the individual reports  

 Specific tasks and/or responsibilities 
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 Procedures for emergency actions and incident 
management 

 Notification protocols 
 

6.8.2 
Post orders should be easy to understand and 
include post description, role, responsibility, 
communication, emergency procedures, 
equipment for that post, and map and/or 
diagram of facility and/or campus. 
 
Create an events handbook that clearly explains 
expectations, rules, and guidelines. 
 
 

 
Post orders should be clear and concise 

 
Post orders can be produced in various formats: 
 

 Booklets 

 Laminated cards  

 Digital (i.e., accessed via smart phone)  

 App 
 
Create an easy-to-read handbook outlining all protocols 
and policies that staff must adhere to in the execution 
of their roles.   
 
Include: 

 Uniform and identification 

 Code of conduct 

 Policies for handling and reporting incidents 

 Job responsibilities 

 Customer service guidelines 

 Basic event information 
 
Ensure that the handbook is included as part of staff 
training and provided far enough in advance for staff to 
digest and comprehend it.  Consider a digital version. 
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6.9 TOOLS FOR EMPLOYEES                                                                                                                           SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.9.1 
Ensure that staff have the necessary tools to 
perform assigned tasks and are trained in using 
them.  

 
 
 

 
Proper staff equipment and training  

 
Tools should include, but are not limited to: 

a. Radio 
b. Cell phone/smart phone 
c. Pen and paper (i.e., small notebook) 
d. Flashlight  
e. Guide 
f. Staff credential 
g. Post orders 
h. Medical equipment (e.g., first aid kits, 

tourniquets, and AEDs)  
i. Supporting technology devices 

 

6.9.2 
Be able to contact individual staff, participants, 
vendors, and sponsors with a straightforward 
email or a touch of a button. 
 

 
Communication protocols 

 
Consider using an event software program. 

6.10 TEAM BUILDING                                                                                                                                        SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Private Security and Law Enforcement 
6.10.1 
If using private security, establish boundaries, 
accountability, and partnering with law 
enforcement in a contract and/or MOU. 
 

 
Special security considerations 

 
Eliminate an “us vs. them” environment if something 
goes wrong. 
 
Exercises can foster this process. 
 

6.10.2 
Plan and train with all necessary personnel to 
help build a team approach. 

 
Training 

 
Lack of familiarity and practice will result in inferior 
responses. 
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Exercises can foster this process. 
 

Rewards 
6.10.3 
Reward job performance that exceeds 
expectations.   
 

 
Employee recognition 

 
Consider the following types of recognition: 

 Oral and written acknowledgment 

 T-shirts, dress shirts, and/or jackets 

 Service pins 

 Gift cards/prizes 

 Game tickets for relatives 

 Free or preferred parking 
 

6.11 EXERCISES                                                                                                                                                   SP/TD 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

6.11.1 
Plan and conduct exercises of all plans at least 
annually. 
 

 The plans should be exercised regularly to 
ensure that they meet current conditions and 
that all involved individuals will respond 
properly. 

 The event can serve as an exercise. Designate 
a knowledgeable individual to document 
observations, what worked, and what did not 
work. 

 Use exercises to identify gaps in the plans. 

 
Exercises are extensive operations or 
maneuvers intended to train personnel. 
They assess capabilities, actions, 
activities, or undertakings and are 
designed to evaluate knowledge or skill. 
 
Exercises have many benefits: 

 Reduce problems, mistakes or 
omissions that can occur during an 
actual crisis 

 Time spent producing and 
participating will pay off when a 
crisis occurs 

 Helps eliminate an “it can’t 
happen here” attitude 

 Teach venue executives the 
complexity of preparedness and 
decision making in crisis 

 
Smaller events may not need to exercise all plans each 
year but should at least pick one incident in the EAP 
and apply it. 
 
Consider after school-day drills with public safety 
personnel to train staff and responders. 
 
Four exercise categories are scalable to fit the 
organization: 
 

 ORIENTATION 
a. Provides an overview of the plan 
b. Familiarizes participants 
c. Use when a new plan or team members 
d. Informal, easy and low stress 
e. Planning cycle 30 days, duration 1 hour 

 TABLETOP 
a. A scenario in narrative format 
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b. Practices team-building and problem-solving 
c. Addresses one issue at a time 
d. Somewhat detailed with a medium stress level 
e. Planning cycle 2-3 months, duration 2-4 hours 

 FUNCTIONAL 
a. Simulates scenario as realistically as possible 
b. Short of mobilizing personnel, equipment, and 

resources to an actual site 
c. Evaluates specific functions 
d. Typically detailed with a high-stress level 
e. Planning cycle 6-8 months, duration 4-6 hours 

 FULL SCALE 
a. Deploys personnel, equipment, and resources to 

a particular venue 
b. Evaluates operational capabilities in an 

interactive manner 
c. Facilitates communications and coordination 

across an organization and public and private 
sector 

d. Very detailed with a high-stress level 
e. Planning cycle 8-12 months, duration 6-8 hours 

 
FBI, and DHS offer exercise services. 
 

6.11.2 
Document exercises, indicating the scope and 
duration, names of personnel who participated, 
actions for improvement, and recommendations 
for plan modifications. 
 

 
Training documentation 

 
Establish accountability by defining who is responsible 
and setting completion dates for documentation needs. 
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VII. Sport Facilities Design/Environment 
 

7.1 DESIGN                                                                                                                                                             SFDE 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.1.1 
Assemble a security planning team, which 
should include key stakeholders in the K-12 
environment. Start with a basic team, including: 

 Security director/professional 

 School administrators 

 Security/systems integrator and/or 
consultant 

 IT director 

 Local police and fire officials 

 Other district stakeholders 

 
Security/safety design input to ensure 
that experience and perspective are 
considered during the entire process to 
avoid issues after construction. 
 
The process of forming a team should be 
led by an experienced security director or 
a staff member who has security 
leadership and related decision-making 
as a primary work duty responsibility. The 
team must consist of principal 
stakeholders to address the layers of 
protection. 

Managing physical security resources 
includes strategic planning, defining goals 
and performance objectives, and 
justifying and applying a realistic budget. 
 

 
Security/law enforcement offers a critical perspective.   
 
EPA, Association for Learning Environments, and DHS 
building-design subject matter experts can provide a 
wealth of information (i.e., site planning, structure 
hardening). 
 
Every school district should establish and implement 
security standards for its facilities to guide this process. 

7.1.2 
Solicit input from key stakeholders to capture 
any critical concerns or expectations before 
design begins. 

 
Solicit input from key stakeholders. 

 
Considering broad input minimizes the likelihood of 
buyer’s remorse, eliminates the notion that the design 
was a done deal before weighing input, and reduces 
change orders, which will impact the ability to deliver 
the project on budget. 
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Include input from representatives from the 
community, neighborhood, PTA/PTO, booster club, 
community opinion shapers, Superintendent,  
Maintenance/Operations, Athletics, Fine Arts, Food 
Service, City Engineer, IT, and first responder agencies. 
 

7.1.3 
Perform a risk assessment of all layers of safety 
and security.  School buildings and facilities 
across a district have unique risk profiles. 
Complete a risk assessment for each building 
and facility. A proper school security risk 
assessment examines five safety areas:  
 

 Safety—the risk associated with the most 
common and severe school safety incidents, 
such as parking lot and playground injuries 
and fatalities 

 Security—an evaluation of access control, 
visitor management, video surveillance, locks, 
security policies, and other approaches to 
reduce risks associated with school violence 
and different types of criminal activity 

 Climate—assessing the perceptions of those 
within the school community 

 Culture—the values and behavioral norms of 
students, parents, and staff that relate to the 
other safety areas 

 Emergency Preparedness—a thorough 
evaluation of emergency response 
preparedness provides the best opportunity 
to prevent death and severe injury once a 
crisis occurs 
 

 
Risk assessment criteria 

 
A risk assessment is the first step toward developing a 
comprehensive security plan and, thus, a prerequisite 
for decisions regarding the deployment of security 
solutions. 
 
Several options for conducting risks assessments are 
available through: 

 Local police and fire officials (ability varies by 
jurisdiction) 

 DHS protective security advisors 

 Independent consultants 

 Security design consultants/systems integrators 

 Assessment by local subject matter experts 
assembled by districts 
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Assessments should take a holistic look at a 
district’s safety and security posture and include 
the following areas: 

 Effectiveness of policies, plans, and 
procedures 

 Visitor screening procedures 

 Use of Crime Prevention Through 
Environmental Design (CPTED). 

 Access points 

 Analysis of surrounding neighborhoods 

 Anti-terrorism measures 

 Liability reduction opportunities 

 Building perimeter and interior access control 

 Video surveillance systems 

 Alarm systems 

 Student supervision 

 School climate 

 Bullying abatement/behavioral strategies 
 
See Section 1.0 (Risk Assessment) of this 
document. 
 

7.1.4 
Develop a layered approach to security, such as 
the:  

 

 District-wide layer 

 Property perimeter 

 Parking lot perimeter 

 Building perimeter 

 Interior perimeter 
 

 
A layered approach to security is 
essential to addressing a broad range of 
threats; each successive layer provides 
specific components to deter, detect, or 
delay adversarial behaviors if other layers 
are bypassed or breached. Each layer 
includes essential protective elements, or 
components, of security. 

 
Develop the components  

 Policies and procedures 

 People (roles and training) 

 Architectural 

 Communication 

 Access control 

 Video surveillance 

 Detection and alarm 
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7.1.5 
Perform annual physical security facility 
assessments based on district-wide standards. 

 
A proper school security assessment 
examines five safety areas: safety, 
security, climate, culture, and emergency 
preparedness. 
 
Incident data should be categorized as 
precisely as possible to facilitate the most 
useful analysis possible, which can be 
then be used to educate stakeholders 
about factors influencing security 
operations. 

 
Safety is the risk associated with the most common 
and severe school safety incidents, such as parking lot 
and playground injuries and fatalities. 
 
Security is an evaluation of access control, visitor 
management, video surveillance, locks, security 
policies, and other approaches to reduce risks 
associated with school events or policy violations that 
take place within the district. This documentation can 
be accomplished by assigning a staff member to 
document and maintain records of all incidents for 
district violence and other types of criminal activity. 
 
Climate is assessing the perceptions of those within 
the school community. 
 
Culture is the values and behavioral norms of 
students, parents, and staff that relate to the other 
safety areas. 
 

Emergency preparedness is a thorough and holistic 
evaluation of emergency response preparedness. It 
provides the best opportunity to prevent death and 
severe injury once a crisis occurs 
 

7.1.6 
Ensure security technology implementation 
maintenance. 

 
Security technology use  

 
The security and life safety technology use creates a 
district-wide responsibility to ensure this equipment is 
always properly maintained and operational.  This is 
commonly accomplished through carrying out a 
program of periodic testing by staff, through built-in 
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monitoring features, or through third-party monitoring 
services that can warn staff when electronic equipment 
is not functioning correctly. 
 
An effective way to address equipment failures is to 
ensure that installation agreements provide for timely 
equipment replacement when necessary. Additionally, 
some school districts (especially larger districts) employ 
security technicians who can troubleshoot and repair 
problems immediately. Many security equipment 
manufactures offer training and certifications, which 
technicians working with this equipment should obtain. 
 

Perimeter Control 
7.1.7 
Employ Crime Prevention Through 
Environmental Design (CPTED) where 
applicable. 
 

 
Environmental design 

 
Recent world events have pushed the perimeter 
outward and present a higher risk to people. 

7.1.8 
Strongly consider building permanent knee-high 
to chest-high concrete/steel barriers that are in 
architectural agreement with the facility.  
 

 
Use venue design to direct the flow of 
patrons effectively. 

 
These barriers can double as seating, statues, 
monuments, elegant bollards, and raised plaques 
commemorating past accomplishments. 
 
 

7.1.9 
Consider the parking area lighting when 
designing parking/tailgating areas. 

 
Planning for safety/security in parking 
areas 
 

 
Traffic and parking have become an area of great 
concern.  Do not over-plan the inside to the detriment 
of the outside. 
 
Consider history/past experience with parking and 
tailgating. 
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7.1.10 
Consider emergency road ingress and egress for 
emergency vehicles, participants, participant 
buses, and spectators from parking areas. 

 
Road ingress and egress for emergency 
situations. 

 
Conduct a traffic study before design.  Analyze 
emergency requirements as part of the traffic study.  
The architect will then have the responsibility to 
develop the appropriate design. 
 

7.1.11 
Ensure there is an effective way to secure the 
facility when it is not in use. 
 

 
Uncontrolled or unmonitored facility 
access 

 
Address access control in the facility design.   
 

Pedestrian Flow 
7.1.12 
Design wide, unobstructed ramps and walkways 
within and around the underbelly of the venue 
bowl. 
 

 Use ramps in place of stairs where possible. 

 Pay close attention to telescoping seats, as 
these can present safety issues. 

 
Ramp/walkway design 

 
Ramps are less physically stressful than stairs for 
patrons and allow for efficient crowd egress in times of 
crisis. 
 
Ramps allow access for wheelchairs and small vehicles. 
 
The broad areas under the bowl can also provide 
shelter. 
 
The overall symmetry of facility design is essential: if 
patrons know their way around one section, they 
should know their way around all sections. 
 

7.1.13 
Consider the benefits and drawbacks of 
elevators and escalators during design. 
 
BENEFITS 

 Efficient when functional  
Patrons like them  
DRAWBACKS 

 Do not function during power outages  

 
Elevator/escalator considerations 

 
Keep pedestrian flow simple or plan realistically for 
alternatives such as elevators/escalators out of service. 
 
Simulations can help demonstrate various implications 
from pedestrian movements through different 
transportation modes and under different conditions. 
 
Ramps often offer an alternate solution. 
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 Require constant maintenance 

  Patrons must use alternative routes, not 
typically designed to accommodate additional 
pedestrian flows, when they break or are 
shut-off 
 

7.1.14 
Consider crowd management issues related to 
evacuation/sheltering and queuing at screening 
points. 
 

 Consider special needs and alcohol-impaired 
patrons 

 Consider separation from opposing team fans 

 Provide for enhanced security and/or 
surveillance where fans tend to congregate 
(i.e., concessions, restrooms) 
 

 
Pre-planning for crowd management 
issues  
 

 
Pay close attention to the areas immediately adjacent 
to exits where people will go or mingle during an 
evacuation/sheltering. 
 
Remove chokepoints. 
 
Give sufficient space for screening. 
 
The design must be ADA compliant. 

7.1.15 
Consider visual technology (e.g., TV monitors 
and video ribbons/electronic signage) to 
communicate pedestrian routes to fans.  
 

 
The use of visual technology for 
communication 

 
Newer technologies (e.g., electronic lighted carpets and 
walls) offer additional opportunities to guide patrons 
during emergencies. 

Team Tunnels 
7.1.16 
Keep the home and visiting team tunnels 
covered and as far out of stands as possible. 
 

 
Team access tunnel considerations 

 
Tunnels serve as protective zones for teams and 
officials. 
 
Staff the tunnels with security personnel. 

Playing Surface Intrusion 
7.1.17 
Consider a vertical drop between the front row 
of stands and the playing surface. 

 
Stadium design to prevent field rushing 

 
Fans rushing the field/court is a cause for concern. 
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Consider inflatable rubber cylinders to put behind 
benches on the field. 
 

7.1.18 
Metal barricades and fencing should always be 
avoided at the field level, as they can become a 
crushing hazard. 
 

 
Avoid trips, falls, and crushing hazards 

 
Most design elements are not effective against 
intrusion. 

7.2 POWER CONSIDERATIONS                                                                                                                          SFDE 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.2.1 
All security components/devices and operations 
centers must be included on emergency standby 
power and planned for potential expansion. 

 
Emergency standby power considerations 

 
Items not proscribed by law or National Fire Protection 
Association (NFPA) are frequently not on emergency 
power. 
 
Facility designers should incorporate the infrastructure 
needed to adequately supply IT systems and security 
cameras with power and protection from the elements. 
 

7.3 VIDEO MANAGEMENT SYSTEMS SFDE 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.3.1 
Video management system (VMS) camera 
coverage should allow for complete 360-degree 
bowl coverage inside an arena or stadium. 
 
See Section 8.8 of this document for additional 
information on video management systems. 
 

 
Visual coverage of the entire facility 

 
VMS is the most cost-effective force multiplier for 
continuous venue coverage. 
 
New life safety technologies can be interfaced with 
VMS systems to improve both fire and security 
monitoring 

7.3.2 
Position cameras to provide a 360-degree view 
of the venue perimeter to include parking 
facilities. 

 
Insufficient camera sightlines 

 
Video surveillance can be used to mitigate risks by 
providing surveillance, assessment, forensics, and risk 
mitigation. A visual record of people entering and 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 150 of 209 
 

 
 

The field of view should overlap the 
desired coverage area by at least one 
meter (when applicable) to ensure that 
the surveillance, assessment, and 
forensics use cases are met. 

Fixed cameras provide video surveillance 
of outdoor activities taking place in the 
cameras’ fields of view. Cameras should 
be rated for outdoor use to prevent dust 
or water penetration and 
environmentally rated to function in 
upper and lower temperature ranges. 
Camera wiring/cabling must be outdoor 
rated. 
 
Wide dynamic range cameras are used in 
outdoor placements where the field of 
view includes areas that have a range of 
lighting conditions (i.e., bright light and 
dark areas).  

Interior, fixed cameras at entrance points 
should be equipped with full dynamic 
range sensors where the field of view 
includes areas that have a range of 
lighting conditions (i.e., bright light and 
dark areas).  Glass entry doors can create 
strong backlight conditions when the sun 
shines directly behind a subject walking 
through the door. Without wide dynamic 
range, facial features are obscured in this 
situation, thus eliminating the ability to 
identify who is entering the building. 

leaving the facilities and the activities they engage in at 
entrances provides another layer of deterrence for 
unwanted activities. It may also provide valuable 
situational awareness during emergencies. 
 
There are many different capability levels available in 
video surveillance equipment. Establishing an 
“operational requirement” for each camera deployed 
ensures that the selection of equipment is appropriate 
to the specific uses for which it is intended. These 
operational requirements are defined as: 
 
• Detection—the ability to determine whether a 
person or object is in the field of view of the camera 

• Recognition—the ability to differentiate and classify 
people and objects in the field of view of the camera 
(e.g., man or woman, child or adult, red or blue jacket, 
two cars, and one truck) 

• Identification—the ability to identify specific 
individuals or objects where present in the field of view 
of the camera (e.g., John Smith, a 2009 Toyota Camry, a 
license plate number). 

Each of these operational requirements is defined by 
the number of pixels on target recorded of the object 
or person in the field of view. For people, the number 
of pixels measured across the width of the face of a 
person determines what operational requirement is 
achieved. While there are no established standards to 
define pixels on target to meet specific operational 
requirements, generally accepted thresholds in the 
security industry are as follows: 
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Wide dynamic range cameras can process 
both areas in the field of view differently, 
providing images that meet the 
operational requirement and use case. 

Pan-tilt-zoom (PTZ) cameras provide a 
means for proactively assessing a specific 
area of interest by remotely moving the 
camera’s field of view and focal length; 
they require personnel manually 
operating the camera in response to an 
incident alert. 

Video intercom at visitor entrance points 
should always be used when a direct line 
of sight to the person that is screening 
incoming visitors is not available. 
 
Use interior, fixed camera coverage at all 
entrance points. All video surveillance 
systems should provide a visual record of 
people entering the facility. Every 
exterior door should be included, even if 
it is always locked, since students or staff 
can easily open or prop doors from the 
inside to let someone enter the building, 
bypassing the requirement for screening 
at the main entrance. Two methods for 
configuring the field of view from these 
cameras are often used: 

1. Mount cameras facing the door, 
thereby recording people entering 
the building. 

 Identification: 80 13 

 Recognition: 20 4 

 Detection: 4 1 
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2. Mount cameras facing the hallway, 
thus recording people leaving the 
building and recording who they are 
taking with them. 

Mounting cameras facing the door to 
record people entering the building to 
ensure schools have a visual record of 
someone entering (at a quality level 
allowing for identification) is preferable 
(if applicable), as other cameras should 
be present inside the building and 
outside the entrance. 

Employ exterior, fixed camera coverage 
at all entry points. Cameras should be 
mounted on the exterior walls of the 
school pointed towards all entry/exit 
points in a manner that provides the 
widest possible field of view of the area. 
In many cases, this will result in a profile 
view of the people exiting the building. 
Where possible, due to the layout of the 
exterior walls, the cameras may have a 
direct forward-facing field of view, which 
is the preferred placement. This field of 
view provides a visual record of people 
loitering at exits and offers recordings for 
people entering the facility through entry 
points other than the main entrance. In 
most cases, this also provides a broad 
overview of school property just outside 
of the school perimeter, supporting 
additional uses. Exterior cameras should 
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be rated for outdoor use to prevent 
penetration by dust or water and 
environmentally rated to function in both 
upper and lower temperature ranges. 
Outdoor cameras should also include 
wide dynamic range sensors to ensure 
image usability. 

Employ fixed camera coverage of all 
common areas. Video surveillance should 
cover all areas where people interact. 
These areas include cafeterias, libraries, 
gymnasiums, media, theaters, and other 
common areas. Fixed domes are also 
preferable to traditional box format 
cameras, as box format cameras can be 
manually moved to point in a different 
direction than intended. 

Fixed camera coverage of the vestibule 
and/or lobby should be implemented to 
provide a visual record of people entering 
the facility. The video intercom provides 
camera coverage of people approaching 
the entrance, while cameras mounted in 
the vestibule and lobby area record 
movement and activities as people enter 
the facility. 

Use fixed camera coverage of stairwells, 
hallways, and restroom entrances. These 
areas are often identified in risk 
assessments as areas of concern. Often, 
students and guests loiter in these areas, 
making these areas essential to cover. 
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Incidents between guests can occur in 
restrooms, which cannot be covered by 
video surveillance due to privacy 
considerations. However, creating a 
visual record of people entering and 
leaving these areas is appropriate. 
Coverage of hallways is critical from a 
security and incident response 
perspective. Recognition is the 
operational requirement for video 
surveillance in these areas. 

Use fixed camera coverage of restricted 
areas. Access to certain areas within a 
facility is restricted to authorized staff 
members, and these areas are usually 
secured behind locked doors. Video 
surveillance of these areas provides a 
visual record of people entering and the 
activities taking place within them.  

 

7.3.3 
Plan for future expansion when installing VMS in 
new construction. 
 

 
Need for retrofitting and improvement 
based on new requirements or 
capabilities 
 

 
Discuss growth with the architect during facility design. 

7.3.4 
Create a video surveillance data use and 
retention policy. 

 
Policies for video surveillance data use 
and retention 

 
The purpose of a video surveillance use policy is to 
document and provide clear instructions as to how 
video surveillance will be used in daily operations. In 
contrast, a data retention policy defines how long the 
recorded video will be retained. The video surveillance 
policy should include the following information: 
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 Who has the authority to actively view cameras live 
during school hours and afterward i.e., for 
surveillance or assessment) 

 When video data can be used to support disciplinary 
actions (assessment, forensics) 

 When and how the video will be shared externally 
(i.e., with parents or law enforcement). 

 How recorded video of identified incidents, 
particularly events involving potential unlawful or 
impermissible activity, will be handled and stored 
(e.g.,  whether incident recordings will be stored on 
separate media devices and kept longer than the 
defined retention policy for non-incident data). 

 How, if applicable, video analytics will be used (e.g., 
risk mitigation) 

The number of images per second (i.e., frame rate) that 
the system will be recording at should be clearly 
defined in the policy. 

The data retention policy should include the following 
information: 

 The number of days recorded video will be retained 
during and immediately following the school year 

 The number of days recorded video of specific 
incidents, including incidents that resulted in a 
disciplinary response, will be kept 

 Policy on release of the video to third parties, such 
as parents and insurance companies 

 

7.3.5 
Create MOUs with law enforcement for sharing 
video data. 

 
Memorandums of Understanding (MOU) 

 
MOUs should be established between the district and 
local law enforcement if schools intend to share 
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 recorded or live video of incidents. MOUs document 
who decides when a video will be shared and under 
what circumstances. 
 
The MOU should be a collaborative effort with law 
enforcement and other community stakeholders. The 
MOUs should also ensure that training is provided to 
law enforcement to become familiar with the operation 
of the school’s VMS so that they can operate it 
independently when needed. 
 

7.3.6 
Incorporate video surveillance into emergency 
response plans. 

 
The use of video surveillance to provide 
remote situational awareness during 
incidents should be incorporated into 
emergency response plans.  
 
 

 
The emergency response plans should document who is 
responsible for operating the video surveillance system 
during an emergency and how they will communicate 
with law enforcement. In many cases, law enforcement 
may have access to the video directly or may request 
access on site. In either case, schools should assign 
someone to this role so that they can assist law 
enforcement if needed. This person should be trained 
in the use of the system, included in emergency drills, 
and have a back-up in case that person is not on-site or 
incapacitated. 
 

7.3.7 
Implement camera standardization. 

 
Camera standardization considerations 

 
Equipment standardization provides better life cycle 
management options and shortens downtime when 
devices fail or are damaged. 
 
Consider standardizing on specific camera models 
based on intended use, such as “hallway cameras,” 
“parking lot pan-tilt-zoom (PTZ),” or “entrance/exit 
cameras.” This does not necessarily mean standardizing 
on one manufacturer’s products district-wide; instead, 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 157 of 209 
 

it means making consistent decisions on devices that 
meet operational requirements for given types of 
locations. By limiting the number of different models 
installed, districts can retain spare equipment that can 
be rapidly deployed if needed. 
 

7.3.8 
Implement recording system standardization 

 
Recording system standardization 

 
Standardizing video surveillance recording devices 
provides a consistent user interface and experience. 
 
Standardization enables the assignment of back-up 
personnel across different schools in the district to be 
integrated into emergency response plans. It also 
provides better life cycle management options. 
 

7.4 LIGHTING                                                                                                                                                         SFDE 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.4.1 
Give much consideration to lighting, as it can 
serve as a deterrent. 
 
Assess all areas for lighting coverage needs.  
 

 
Proper lighting can decrease crime and 
increase a sense of comfort. 
 

 
Assess internal and external areas for lighting coverage 
needs. 
 

7.4.2 
Enhance lighting around gate areas to facilitate 
person and possession screening at night 
events. 
 

 Enhance lighting for heavy pedestrian and 
vehicular traffic areas and intersections 

 Sufficient lighting should be installed in all 
parking areas. 
 

 
Enhanced lighting considerations 

 
Enhanced lighting can be temporary or permanent. 
 
Portable lighting trees are very effective in these 
situations. 
 
Enhanced lighting reduces accidents and increases 
safety. 
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7.4.3 
Build flexible lighting options inside the venue.  
 

 
Being able to shut off power and utilities 
can prevent the spread of fire and reduce 
costs. 
 

 
Install individual/separate controls for areas or zones. 

7.5 HVAC                                                                                                                                                                SFDE 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.5.1 
Install total HVAC shut-off controls to prevent 
the spread of toxins. 
 
Ensure that HVAC systems are out of public 
areas or monitored/staffed by security staff 
during events. 

 

 
Prevent HVAC contamination 

 
These controls need to be secured but accessible in 
case of an emergency. 
 
Create maps of HVAC zones. These will ensure that 
responders in emergencies can control areas to 
mitigate situations. 

7.5.2 
Be able to regulate temperatures in different 
parts of the venue based on specific 
characteristics. 

 
Venue temperature regulation 
 
 
 
 
 

 
Install individual/separate controls for areas or zones. 
 
The regulation of temperatures is an effective way to 
limit costs and keep patrons comfortable, thus reducing 
agitation. 
 

7.6 STRUCTURAL INTEGRITY                                                                                                                              SFDE 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.6.1 
Conduct annual structural inspections of all 
permanent and temporary venues and stands. 
Document the results. 

 
Structural inspection frequency 

 
The structural inspection will provide an early warning 
of any potential issues. 
 
Conduct visual inspections before each event. 
 

7.6.2 
Consider safety glass or high-rated ballistic glass 
in high-occupancy buildings and venues. 

 
Use of glass in high occupancy buildings 
and venues 

 
Prevent potential injury from glass debris during 
weather or a human-made emergency.   
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Install ballistic-rated glass to new construction.  
 
In old construction, consider having an assessment 
conducted to test the integrity of the glass. If needed, 
reinforce the existing glass.   
 

7.7 OPERATIONS CENTER                                                                                                                                   SFDE 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.7.1 
Plan for and design adequately sized operation 
centers. 
 

 
Command and control 

 
Local emergency management personnel can assist 
with design requirements. An operation center should 
not be a single-purpose area and should have sufficient 
flexibility to support other compatible activities.  
 

7.7.2 
Accommodate real-time feeds that relay info 
from all events and critical venue 
infrastructures. 
 

 
Potential delayed response time 

 
Real-time feeds include WiFi, radio, landlines, cellular, 
text, and video. 

7.7.3 
The operation center serves as a central 
convergence for all forms of communications 
(i.e., audio/video/text/graphics). 
 

 Build wide, uninterrupted walls with installed 
wide HD monitors for viewing all possible 
feeds  

 Include computer analytics of venue mapping 
with 3-D simulation capability and video 
integration 

 Include CADs of the entire facility 

 Include GIS capability 

 
Event communication 
 
This will allow for real-time interpretation 
of crowd movement, threat detection, 
and disaster response. 

 
Consider electronic whiteboards. 
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7.7.4 
Create an operations training plan. 

 
An operations training plan will ensure 
staff understand the mission of an 
operations center. 
 

 
The operations training plan can include training 
process development and tabletop drills. 

7.8 VAPING DETECTION                                                                                                                                                                                         SFDE 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

7.8.1 
Install vape detection devices in bathrooms. 

 
Deter unwanted tobacco and cannabis 
use in restrooms. 

 
Vape detection devices are similar to a smoke alarms 
but look for vapor from electronic cigarettes. Look for 
devices that send email and text alerts to designated 
school staff.  
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VIII. Technology/Information Management 
 

8.1 TECHNOLOGY USE                                                                                                                                        T/IM 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.1.1 
Identify who owns and has budget responsibility 
for technical systems for the following:   

 Purchase and installation 

 Hosting  

 Maintenance and service  

 In-sourced or outsourced agreement 

 Upgrades and enhancements 

 Security 
 

 
Technology systems responsibility and 
accountability 

 
Users frequently are not the owners responsible for 
technology systems (i.e., VMS, Card Access, UPS). 
 
Without control, it is essential to communicate and 
collaborate to ensure needs are met. 
 
Depending on how it is managed, technology can be a 
force multiplier or a burden. 
 
Establish a collaborative team to iron out any issues and 
establish who has control over what, so that things will 
run smoothly during the event. 
 
In today’s technology-driven world, it is essential to 
leverage advances in technology and innovation to 
achieve the best cost. 
 

8.1.2 
Create a team of stakeholders. Security planning 
teams should include key stakeholders in the K-
12 environment. Start with a basic team, 
including: 

 Security director/professional 

 School administrators 

 Security/systems integrator and/or 
consultant 

 IT director 

 
Security planning team stakeholders 

 

 

 

 

 

 Initiate contact with stakeholders and build 
collaborative relationships. 

 Conduct risk assessments continually with an all-
hazards approach. 

 Determine those personnel necessary inside and 
outside the organization to integrate security 
programs. 

 Include IT personnel in all conversations regarding the 
safety and security process. 
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 Local police and fire officials 

 Other district stakeholders 
 

Perform a risk assessment of all safety and 
security layers. All school buildings and facilities 
across a district have unique risk profiles. 
Complete a risk assessment for each building 
and facility. A proper school security risk 
assessment examines five safety areas:  

 Safety—the risk associated with the most 
common and most serious school safety 
incidents, such as parking lot and playground 
injuries and fatalities 

 Security—an evaluation of access control, 
visitor management, video surveillance, 
locks, security policies, and other 
approaches to reduce risks associated with 
the school violence and different types of 
criminal activity 

 Climate—assessing the perceptions of those 
within the school community 

 Culture—the values and behavioral norms of 
students, parents, and staff that relate to 
the other safety areas 

 Emergency Preparedness—a thorough and 
holistic evaluation of emergency response 
preparedness provides the best opportunity 
to prevent death and serious injury once a 
crisis occurs 

 
Assessments should take a holistic look at a 
district’s safety and security posture and include 
the following areas: 

 

Risk assessment targets 

 

 Involve a hardware consultant in larger or more 
complex projects. 

 A team must consist of key and identified 
stakeholders to address the layers of protection. The 
process of forming a team should be led by an 
experienced security director or a staff member who 
has security leadership and related decision-making 
as a primary responsibility in their work duties.  

 Unification of technology will assist in the mitigation 
of emergencies and protect property. 

 Personnel and collaboration are vital to ensuring 
safety and security technologies are integrated into 
security programs to address multiple hazards. 

 
Collaboration with IT allows for better understanding of 
networks and the integration of security systems within a 
new or existing infrastructure. 
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 Effectiveness of policies, plans, and 
procedures 

 Visitor screening procedures 

 Use of CPTED 

 Access points 

 Analysis of surrounding neighborhoods 

 Anti-terrorism measures 

 Liability reduction opportunities 

 Access control (building perimeter and 
interior) 

 Video surveillance systems 

 Alarm systems 

 Student supervision 

 School climate 

 Bullying abatement strategies 
 

Begin to develop safety and security 
components to include: 

 Policies and procedures 

 People (roles and training) 

 Architectural elements 

 Communications 

 Unified access control 

 Video surveillance 

 Detection and alarms 
 

Identify security personnel within and outside of 
the organization. 

 
Consult with the IT department and coordinate 
the use of security technologies.  

 Authorized systems users 

 Controls and use content reports 
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 Ensure technology is compatible with 
current infrastructure 

 Establish a security operations center or 
persons who can establish a security 
operations center 

 Segregate IT security technologies from 
other IT infrastructure 

 Establish main distribution frame (MDF) and 
intermediate distribution frame (IDF) 
connection rooms 
 

8.2 ACCESS CONTROL SYSTEMS T/IM 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.2.1 
Control access to the facility and critical 
infrastructure. 

 
Access control 

 
Use an open-source access control provider. 
 
Access control allows for overall security and access to 
critical infrastructure.  It also provides a response to all 
hazards. 
 
Unifies security systems and allows systems to work 
together. 
 

8.2.2 
Provide a credential for police that is active 
during lockdowns. 
 

 
Allows first responders to enter all the 
doors of a school during lockdowns. 

 
Access control systems allow for programming who can 
access the school. 

8.3 MASS NOTIFICATION SYSTEMS T/M 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.3.1 
Public address systems should have the ability to 
announce emergencies and communicate 

 
Public address systems for mass 
notifications 

 
Emergencies can occur during any event, and PA systems 
can provide real-time information. 
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instructions before, during, and after an 
emergency. 
 

 
Train for the use of pre-scripted announcements. 

8.3.2 
Consider establishing SMS text messaging and 
email for staff and police notifications 
 

 
Use SMS text messaging for 
notifications 

 
The ability to conduct SMS text messaging is a 
fundamental feature of most new mass notification 
systems.  
 
SMS text messaging allows for immediate notification of 
law enforcement and school staff during a live event. It 
also helps determine the exact emergency location. 
 

8.4 INFORMATION MANAGEMENT                                                                                                                 T/IM 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.4.1 
Identify who owns the information policies and 
content related to and generated by the 
employed technology system: 
 

 Control and use of the system 

 Controls and views content and reports 

 Grants permissions and releases information 
 

 
Know who controls what. 
 
Users frequently are not the owners 
responsible for technology systems; 
however, they may be the owners of 
the information. 
 
Communicate and collaborate to 
ensure needs are met. 

 
The school/facility may have a CIO, who has the 
responsibility of information management. 
 
Determine facility/event needs and whether the existing 
systems meet these needs. 
 
If the system does not meet the needs, define the system 
requirements and identify what systems can fulfill those 
needs. 
  

8.4.2 
At least annually, confirm the reliability of the 
system and the data, along with the availability 
of the information through automated 
diagnostics or manual testing. 

 
System and data reliability 

 
Take ownership with what is under school/district control 
and partner with the groups on additional resources --  
 
Test IT, including video cameras and recording 
capabilities, before each event to include. 
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8.4.3 
Consider using operations 
center/event/incident/operations information 
management software. 
 

 Web-based, accessible anywhere 

 Central digital repository 

 Mobile device accessibility 

 Analytical tools 

 
Keeps all entities current with the 
same information and serves as an 
official record for litigation and after-
action 
 

 
There are various Crisis Management Information 
Systems on the market that contain modules to 
enter/maintain/recall these for use and transmission to 
public safety units. 
 
FBI Law Enforcement Online offers a free event 
management system online called the Virtual Command 
Center (VCC). 

8.4.4 
Make sure all automated systems have 
redundancy and off-site backup capabilities. 
 

 
System redundancy 

 
Off-site backup should, at a minimum, be in another part 
of town and ideally outside the region. 

8.5 SOCIAL MEDIA                                                                                                                                              T/IM 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.5.1 
Venue/event/school administration and local 
law enforcement should build expertise and 
experience with social media platforms (i.e., 
text, Twitter, Facebook, Snapchat, Instagram, 
apps, etc.). 

 
Social media enables organizations to 
monitor individuals/groups and 
understand their intended 
behavior/actions at events. It offers 
communication with stakeholders, 
staff, and attendees to promulgate 
basic event information. 
It also allows participants/attendees 
to report information. 
 

 
Regardless of event size, find creative ways to implement 
a social media communication and monitoring program. 
 
Create an event-specific “opt-in” opportunity for 
attendees. 
 
Establish procedures and training to increase awareness 
of mental health concerns. 

8.5.2 
Develop social media policies and procedures 
for public safety and security use. 
 

 
The policy should be consistent with 
local/state/federal laws 
 
Understanding the specific plan for 
social media use throughout an event 
before a crisis is critical. Having a 

 
Engage the communications team and technology 
department to determine ways to leverage social media 
to support. 
 
At a minimum, the plan should include:  

 Who will determine the content?  
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documented plan lessens the 
opportunity for communication 
failure. 

 Official social media account(s) that will be the 
“voice” of the event information.  

 Chain of events related to retweet, sharing, 
reposting, etc. (i.e., who and which accounts).  

How often updates will be provided when an issue has 
been reported via social media and is still occurring. 
(every 5 – 15 minutes is recommended) 
 

8.5.3 
Consider social media as a critical technology for 
effective inbound and outbound communication 
for sporting event safety and security. 
 
 
 

 
The use of social media for 
communication. 

 
Use social media to inform attendees of security, 
weather, or other vital issues. 
 
Consider piggybacking on marketing/sales acquisition of 
social media tools. 
 
Attendees will broadcast real-time information, often 
inaccurately.  Be prepared to counter with accurate 
information. 
 

8.5.4 
Assign a qualified person to monitor and 
communicate via social media. 
 

 Monitor social media activity for security, 
safety, and threats. 

 Follow visiting team/entertainment fan sites 
and social media feeds to anticipate potential 
issues. 
 
 
 

 

 
Social media monitoring 

 
Work with the venue’s Public 
Information/Communications Department to monitor 
social media and bring in law enforcement as needed 
depending on the event. 
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8.6 SECURITY TECHNOLOGY IMPLEMENTATION AND MAINTENANCE                                                                            T/IM 

BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.6.1 
Create a maintenance and upkeep program for 
life safety technology and infrastructure. 

 
The implementation of security and 
life safety technology creates a 
district-wide responsibility to ensure 
this equipment is always properly 
maintained and operational. 

 
This maintenance and upkeep program is commonly 
accomplished through periodic testing, either by staff or 
through built-in monitoring features or third-party 
monitoring services that warn staff when electronic 
equipment is not functioning correctly. One of the best 
ways to address equipment failures is to ensure that 
installation agreements provide for timely equipment 
replacement when necessary. Additionally, some school 
districts (especially larger districts) employ security 
technicians who can troubleshoot and repair problems 
immediately. Many security equipment manufactures 
offer training and certifications that technicians working 
with this equipment should obtain. 
 

8.7 ACCESS CONTROL SYSTEMS T/IM 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.7.1 
Control access to the facility's property, 
buildings, and rooms. 
 
 
 

 
Modern access control systems and 
procedures offer an effective solution 
to prevent unauthorized intruders 
from accessing a building during all 
hours and for monitoring access 
points. 
 
Each facility should invest in a plan to 
secure its building perimeter with an 
access control system that uses a 
combination of electronic and 
mechanical locks. Mechanical locks 

 
Provide responder access to keys or credentials for 
emergency entry. Mechanical keys should be available to 
district and community emergency responders for all 
mechanically or electronically controlled openings to 
provide an emergency override. Preferably, this should be 
a master or grandmaster key to access both exterior and 
interior doors. 
 
Such keys should not be widely distributed. They must be 
carefully controlled and limited to key personnel and 
emergency responders. 
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form the base for any access control 
system; however, electronic systems 
allow for historical and/or real-time 
ingress tracking through secured 
doors, mitigate the expense of lost key 
replacement, allow for immediate 
deletion of access credentials when 
necessary, and provides a means for 
the immediate lockdown of doors in 
the system. 
 
Exterior doors should comply with 
appropriate, locally enforced building 
codes and ADA laws. 

Access control systems equipped with remote door 
release capability allows remote opening of any door that 
is part of an electronic access control system from a 
central station to allow entry by law enforcement or 
other responders. 
 
Electronic gates can be installed at parking lot entry 
points for restricted areas. Features such as intercom 
voice communication to the front office for vehicle entry 
and card access for staff and authorized visitors are 
useful. 
 
Barrier gate systems can be very effective when 
integrated with an access control system. Barrier gates 
should operate very quickly, especially for parking lots 
and areas that have a lot of flow. Barriers should be made 
of a material that will not damage a vehicle or cause 
injury from impact; however, schools may have to use 
slide-and-swing gates, which by nature are reinforced and 
impact-resistant, and thus could cause damage to an 
inexperienced driver’s vehicle and injury to the driver. 
 
Automatic vehicle identification systems can also be used 
to identify vehicles that are permitted within a perimeter. 
This type of device requires little or no interaction by the 
driver since a system reader will read the radio frequency 
signal as a vehicle approaches. In many cases, this is the 
safest type of system for pedestrians because the driver is 
not distracted. 
 
Every exterior door not routinely used for class changes 
(i.e., secondary/tertiary schools) should be secured with a 
working mechanical or electronic lock or exit device 
compliant with appropriate locally enforced building 
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codes and the ADA. Tertiary openings should be exits only 
with no outside trim and should not have dogging 
mechanisms. 
 
All exterior doors should be electronically monitored for 
door position and latch position. This allows staff to 
understand remotely if an opening is secure by 
determining if a door is closed (door position) and latched 
(latch bolt position). Monitoring the main entrance doors 
if the secured vestibule is not in direct view of the office 
or monitoring station is essential. 
 
Exterior doors that are considered primary entrances 
should have electronic access control to limit the 
distribution of keys and to enhance the school’s ability to 
control who can gain access to a specific building and 
when they can gain access. This access control also 
provides the ability for a school to audit who accessed a 
given opening and when. Required remote door release 
mechanisms should be using electric latch retraction for 
exit devices or electronic locks. The use of electric strikes 
is not recommended. 
 
In networked systems, doors are equipped with electronic 
locking systems that can be initiated both remotely from 
a central location and by a teacher in the classroom, and 
also tied into the school security system. Networked locks 
should also include a visual indicator allowing the 
condition of the lock (i.e., locked or unlocked) to be 
visible to room occupants. Some locks can also send a 
signal to a command center and/or lock down a pre-
programmed section of the building if actuated locally. 
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8.8 VIDEO MANAGEMENT SYSTEM T/IM 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.8.1 
Design and implement an IP-based digital VMS 
that delivers video information in a usable 
security and safety context inside and outside of 
venues. 
 
See Section 7.3 of this document for additional 
information on video management systems. 
 

 
Remote real-time access 

 
Provide for central (i.e., command post) and remote 
viewing/monitoring. 
 
The technology to allow officer viewing on a smart phone 
exists. 

8.8.2 
Understand and explore analytics to 
enhance/interpret/spot anomalies that are 
drawing viewers’ attention and adding value. 

 
Human limitations of monitoring 
multiple feeds can be compensated 
with technology. 

 
Implement software for VMS cameras that can allow 
them to detect and diagnose certain threats 
automatically and provide security personnel with the 
threat locations. 
 

8.8.3 
VMS systems should have sufficient storage 
capacity to retain images.  
 

 

 
Capture an entire event and have the 
capacity to review it for improvement, 
identification, and potential evidence. 

 
Develop a retention policy regarding storage length, 
method, custody, and disposal of digital images 
Optimally, retain the images for six months to protect the 
school/district in potential litigation. 
 

8.9 ELECTRONIC ASSET PROTECTION DEVICES T/IM 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.9.1 
Consider installing intrusion detection system on 
all exterior access points 

 
Each building should be secured to 
protect against external threats when 
the building is unoccupied.  
 

 

 
Consider using an intrusion detection system that uses 
door position and latch bolt switches at each exterior 
door. Also, large exterior windows that could provide 
easy entry to the building should be monitored using 
glass break detection devices. The intrusion detection 
system should have a minimum of one keypad that is 
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used to arm and disarm the system. The system should 
also have alarms installed throughout the main areas of 
the building that sound when the intrusion system 
detects something. These alarms are the first points of 
deterring a threat once unauthorized entry to the 
building has occurred.  Passive infrared sensors (PIR) 
should be installed in hallways, ground-level rooms, 
stairwells, and areas where food and cash transactions 
take place. The perimeter of the facility can also be 
secured with outdoor-rated PIR and beam sensors.  The 
intrusion detection system also provides a means to tie in 
duress and hold-up points for alerts if emergencies arise.  
  

8.9.2 
Continually monitor the Intrusion detection 
system. 

 
Continual intrusion detection system 
monitoring is critical to ensuring the 
property is not impacted by issues 
such as burglaries, vandalism, and 
trespassing. 

 
Every facility should have an intrusion system that reports 
to a central monitoring station; this allows for responders 
to be made aware of a possible intrusion into the 
building. System monitoring should occur via a hardwired 
telephone line, IP connection, or cellular-type dialer. 
 

8.10 COMMUNICATION TECHNOLOGY T/IM 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.10.1 
Implement a public address system. 

 
A public address system addresses 
many safety and security concerns, 
including all facets of communication, 
such as mass notification in an 
emergency. 
  

 
If a facility has an older fire system that uses horns and is 
not voice-capable, the horns can be used to create a 
different tone cadence to notify for weather or an 
emergency. 
 
At a minimum, the building should have a public address 
system that can deliver emergency communications 
audibly and intelligibly to all the areas of the facility. A 
recommendation is to implement public address systems 
in compliance with NFPA 72 Chapter 24.  
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8.10.2 
Implement E-911 phone features (no codes such 
as dialing “9” for an outside line.). 

 
This E-911 feature ensures that 
anyone from any phone can dial 911 
without any other required actions. 
 

 
Many enterprise phone systems require a code or 
number to be dialed before receiving a phone line to dial 
outside the facility. All phone systems should be set up so 
that no code or additional prefix number needs to be 
dialed for a 911 call.  The phones can also be configured 
to receive triggered emergency alerts. 
 

8.10.3 
Consider utilizing a two-way intercom system 
with call buttons 

 
Provides a two-way intercom function 
allowing central locations to 
communicate with specific areas, 
individuals, locations in the facility 
 

 
This implementation can be configured with the public 
address system in much the same way PA systems are 
configured in schools. 

8.10.4 
Implement an office and classroom duress 
button system. 

 
An office and classroom duress button 
system provides an efficient way for 
staff to immediately report specific 
threats that may begin in their areas.  

 
This functionality should support differentiation between 
various reported threats, allowing an all-hazard approach 
by including medical and other types of emergencies. The 
types of call buttons or other technologies used should be 
determined by needs identified through a risk analysis. 
 

8.11 CYBERSECURITY AND NETWORK INFRASTRUCTURE FOR SECURITY TECHNOLOGY                               T/IM 

BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.11.1 
Employ tools and services to protect potential 
cybersecurity threats. 
 
 

 
Protect the cyber environment 
 
 
 
 
 
 
 

 
Implement the appropriate safeguards for protection 
while still allowing the delivery of critical infrastructure 
services. 
 
Cybercrime against the school community enabled by 
compromised sensitive or personal information 
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Compromised physical security systems via cyberattack or 
failure of network infrastructure. 
 

8.11.2 
Segregate physical security networks from 
administrative and student networks. 
 

 
Network segregation 

 
Security and emergency communications systems (i.e., 
access control, video surveillance, alarms, etc.) should be 
operating on dedicated physical security networks (i.e., 
subnets and/or VLANs) separate from the districts’ 
primary operational networks and any student networks, 
with proper security controls in place. This provides 
better cyber protection for physical security systems and 
preserves the operation of these critical systems if 
operational networks fail for any other reason. 
 

8.11.3 
Optimize power over ethernet cabling 
infrastructure to support security devices. 

 
Ensures networks are segregated, 
which helps in emergencies. 
 
Security and emergency equipment 
can be costly in the long run. The 
optimization of power reduces costs 
and helps keep the ability for 
continued evolution.  
 

 
POE infrastructure should be developed and managed to 
support security systems and functions. Security devices 
should be segregated from the connections of 
administrative and learning services. Color-coding POE 
cabling is one way to achieve this that makes wire 
identification and locating devices easier (e.g., blue 
cabling = video, green cabling = access control, purple 
cabling = learning services). 

8.11.4 
Create main distribution frames (MDFs) and 
intermediate distribution frames (IDFs) for 
servers, connections, and head-end security 
hardware. 

 
Ensure that vulnerable security 
technology head-end equipment is 
protected.  

 
MDF and IDF rooms are used to store, organize, and 
secure servers, connections, and head-end security 
hardware. MDF and IDF rooms should be climate-
controlled and protected with intrusion alarms and 
electronic access control that logs and stores access data 
See the Access Control section of this document. 
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8.11.5 
Implement all available system software patches 
and vulnerability remediation. 

 
Ensure security systems will be 
operational and less vulnerable to 
cyber-attacks.  

 
Many software and hardware suppliers provide 
cybersecurity vulnerability notifications. Remediation 
may include patching (patches should be tested on a 
subsystem before enterprise-wide installation to ensure 
compatibility) and workarounds (the quick fix that may 
involve shutting off vulnerable features and functions 
before a patch is available from the supplier). Updates to 
mitigate cyber vulnerabilities should also include 
upgrading to the latest operating systems for personal 
computers. The use of modern operating systems such as 
Windows 10 automatically means using the latest 
malware and anti-virus tools. 
 
Security and IT staff should work together to ensure 
security systems and networked devices are running the 
latest firmware versions, and any available patches are 
correctly installed to protect against potential cyber 
vulnerabilities. 
 

 

8.11.6 
Create incident response and redundancy plans 
for critical security systems. 

 
The impact of a cyber security incident 
is minimized when staff know what 
processes to follow.   

 
Plans should include redundancies to ensure critical 
security systems remain operational. All systems should 
be backed up daily. 
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8.11.7 
Conduct cybersecurity best practices training. 

 
Adds an extra layer of security to 
ensure that the cyberinfrastructure of 
the facilities is secure 

 
Schools and districts should offer periodic staff training 
on how to guard against cyber threats in routine practice. 
Criminals use automated tools, social engineering (e.g., 
trust-based emails that promote clicking a bad link), 
malware, phishing, spear phishing, ransomware, and 
other methods that could disable a network just as easily 
as a targeted hacking attack. S growing and valuable 
practice for IT departments is to perform their own 
controlled and managed email scams to see if staff 
respond as per procedure, strengthening the “human 
firewall.” 
 

8.12 BI-DIRECTIONAL AMPLIFIER SYSTEMS (BDA)                                                                                       T/IM 

BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.12.1 
Ensure that emergency radio communications 
practices can take place at the facility.  

 
Two-way radio signal boosters may be 
required in new 
construction/renovation for 
compliance with emergency 
responder radio coverage. 
 
Enhance the ability of cellular and 
radio communications 
 

 
DAS requirements are deemed necessary through a site 
survey. The evolution of new composite construction 
materials and wireless networks can interfere with the 
effective radio coverage for first responders. Schools can 
find more information on DAS through IFC-510 or NFPA-
72, Chapter 24. 
 
Commercial and consumer BDAs boost cell reception for 
consumer and commercial mobile phones and devices 
that operate on all cellular carrier networks. 
 
BDAs boost reception for emergency personnel radio 
networks on 700 MHz, 800 MHz, 900 MHz  
 
Consider installing  a full fiberoptic DAS distributed 
antenna system (i.e., an  active DAS (ADAS) system or a 
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traditional Small Cell System) is typically ideal for roughly 
OVER 10 floors and 500,000 square feet of coverage areas 
to provide complete coverage for a single carrier. It is 
suitable for very large venues such as concert arenas or 
sports stadiums, business convention centers, and 
international airports. It can be implemented even if no 
signal exists outside the building or venue.  
 

8.13 AUTOMATED THREAT DETECTION T/IM 
BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.13.1 
Implement threat detection technology. 

 
Some technology solutions can 
provide early warnings of violence or 
potential violence. 

 
When triggered, an alert can be sent to designated safety 
and security staff to review and determine if a response is 
required. Implementation of this technology should 
follow manufacturer guidelines for sensor selection and 
placement. 
 
Audio analytics involves the use of sensors and software 
that can detect and identify specific acoustic signatures of 
threat indicators, such as audible alarms and aggression 
or panic in people’s voices. This technology can be loaded 
directly on the camera (most network cameras already 
include a microphone), providing a dual-sensor 
technology capability within the same coverage area, or 
implemented by using stand-alone devices that provide 
additional types of sensors. When triggered, an alert can 
be sent to designated safety and security staff to review 
the video and determine if a response is required. If 
incorporated on a camera, audio analytics is not limited 
by its field of view, so in some cases, a trigger may require 
other means to verify a threat. 
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8.14 ASSISTANCE STATIONS AND VISITOR MANAGEMENT STATIONS                                                                            T/IM 

BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

8.14.1 
Implement assistance stations.  

 
Provide the public with the ability to 
summon help for emergencies that 
take place on the grounds of the 
facilities.   

 
Installation of assistance stations should take place in the 
line of sight of pedestrian paths. Guests in an emergency 
should be able to identify and access an assistance station 
quickly. The devices should meet ADA height and 
accessibility requirements. 
 
Many manufactures have solutions that will activate a 
flashing strobe when triggered.  If choosing this solution, 
look for one that has an integrated camera and a two-way 
microphone.  This system should be record audio and 
video transactions on the VMS of the facilities. 
 

8.14.2 
Implement a visitor management station 

 
Intercoms can be locally monitored 
and operated to control access and 
improve visitor management.  Like 
assistance stations, these can be used 
for emergency communications. 
 

 
Vendors and guests enter secured areas by pushing the 
intercom call button to gain the attention of a staff 
member using a master station in the school office. A 
trained employee can see and conduct a two-way 
conversation with the visitor before remotely unlocking 
the door.  

8.14.3 
Implement an electronic visitor management 
system where needed. 

 
Stadiums and after-hours events are 
extensions of the school districts.  
Visitor management systems may be 
necessary in some instances.   

 
Implement visitor management systems that use data 
from a visitor’s government-issued identification to run a 
sex offender check of the National Sex Offender Registry 
and a prohibited person registry. Two scanning methods 
are available:  2D barcode scanning and optical character 
recognition (OCR).   2D barcoding is less prone to 
misreading errors, and the photo and scanning 
equipment tends to be less expensive. The optical 
character recognition advantage is that the reading 
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process happens in a single step.  Generally, both 
processes should take 30 seconds or less. 

 A visitor management system should utilize the National 
Sex Offender registry (https://www.nsopw.gov/).  A 
prohibited person registry is a capability that the visitor 
management system should offer.  Prohibited person 
registries are generally maintained by the school district 
and include information on people issues, like “no 
trespass” orders, domestic situations, and other flagged 
persons.   

Sound policies and procedures must be developed when 
implementing a visitor management system.  Policies and 
procedures should address the alert notification process 
when a positive hit is received.   This should include the 
sending of alerts if a visitor appears to be on the Sex 
Offender Registry, how to verify (by photo) if the visitor 
and sex offender are the same person, how to handle 
false positives, and how to include comments about the 
visitor for future handling at the campus or other 
campuses in the district. 

When a visitor management system is installed and a 
visitor enters a campus facility, the front office staff 
should be able to see where the visitor has been in the 
district and, if appropriate, add notes that can be viewed 
by faculty at other campuses. Having a one-button report 
of everyone on campus available in case of emergencies 
is valuable. Also, seeing everywhere a visitor has been 
throughout the school year is beneficial.  If the district has 
a security operations center, they can help monitor this 
global process and clear positive and false-positive 
matches.   

https://www.nsopw.gov/
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IX. Secure and Safe Aware Culture 
 

9.1 CORE FUNCTION/ESSENTIAL COMPONENT/SEAMLESS INTEGRATION                                             SSAC 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

Integrating the Role of Safety and Security with the Superintendent and Executive Team 
9.1.1 
Actively demonstrate safety and security 
philosophies and practices to executives. 
 
 

 
Promote positive planning and 
protective steps 

 
Be proactive. 
 
Provide documentation of addressed threats and 
mitigating actions that have been taken. 
 
Provide information for return on investment, if available.  
Consider bringing in experts or consultants to emphasize 
key hazards and solutions.  
 

9.1.2 
Ensure buy-in from school executives and 
district leadership. Buy-in is of particular 
importance in determining funds for upcoming 
budgets. 

 
Implementing a safety and security 
program is difficult without leadership 
buy-in from the top down.  Leadership 
needs to see the effort and depth of 
planning. 
 
Sufficient resources to meet safety and 
security and operational goals 

 
At least annually, provide safety and security briefings to 
the venue management team/executives/leadership for 
their involvement in the breadth and depth of planning. 
Involve all applicable departments in planning on at least 
a bi-annual basis.  Invite them to participate in non-
influential roles in the command post.  
 
During the budget cycle, leadership must be made aware 
of the cost of training, equipment, and staffing compared 
to the liability and potential cost of underfunding. 
 

9.1.3 
The venue/event executive team and all 
departments involved in safety and security 
should participate in regular exercises and 
events.  

 
Without active involvement in 
scenarios, the planning efforts may 
have little effect, and buy-in and 
knowledge retention will be reduced. 

 
Schedule a tabletop exercise with a scenario that affects 
an event and stretches but does not obliterate venue 
resources and partnerships on at least an annual basis.  
 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 181 of 209 
 

9.2 CODE OF CONDUCT                                                                                                                                      SSAC 
 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

9.2.1 
Each school system venue/event should 
develop, post, and enforce a Fan Code of 
Conduct. 
 

 
 
 

 
Educate fans about venue 
expectations. 
 
Enforcement discourages unwanted 
behavior. 

 
Regardless of venue size, this is important and generally 
exists in many other venues. 
 
This is an excellent opportunity to engage patrons to help 
write/create the Code of Conduct. The Code of Conduct 
should include key venue policies (bag policy, ejection 
policy, behavior expectations, etc.), be posted 
conspicuously, and advertised widely. See the Outreach 
section of this document. 
 
Make the Fan Code of Conduct available online. 
  

9.2.2 
The Student Code of Conduct should include the 
Fan Code of Conduct. 
 

 
Student discipline 

 
Any changes to the Student Code of Conduct should be 
inserted into the student handbook annually. 
 
Review the Student Code of Conduct with the students in 
an assembly, training, and/or online.  
 
Make the Student Code of Conduct available online.  
 

9.2.3 
Effectively communicate spectator behavioral 
expectations. 
 

 
Educate fans about venue 
expectations. 
 
Behavioral enforcement discourages 
unwanted behavior. 
 

 
Communicate behavioral expectations via signage, the PA 
system, school website social media, and opposing teams. 
 
Conduct a fan campaign to promote a fan-friendly 
experience,  
 
Print key safety and evacuation procedures in event 
programs.  



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 182 of 209 
 

9.3 STAKEHOLDER OUTREACH                                                                                                                                                                                  SSAC 

 BEST PRACTICE ISSUE ADDRESSED IMPLEMENTATION 

9.3.1 
Establish a Security Awareness Campaign and 
engage all stakeholders: 

 Senior leadership 

 Mid-level leadership 

 Departmental leadership 

 Athletics 

 Event staff 

 Patrons 

 Participants 
 

 

 
Encourage appropriate behavior and 
set behavioral expectations. 
 
Reduce fan/stakeholder inconvenience 
and negativity for policy/procedure 
changes.  
 
Get inclusive community and fan buy-
in. 

 
Regardless of event size expectations and rules should be 
posted at the venue. 
 
Use all available methods of outreach (e.g., websites, 
social media, e-mails, select mailings, advertisements, 
signage, hotel flyers, parking flyers, parking attendant 
training, highway signs, and group outreach). 
 
Adopt and use the See Something – Say Something 
program. 
 
Use groups (e.g., fan boosters, hotels, transportation, 
etc.) to distribute information. 
 
Create Game/Event Day Guides for each season that 
include the Code of Conduct, security and safety 
information, and maps.).  Provide these guides to local 
hotels/motels to put in rooms of individuals attending 
events. 
 
Engage community and local media in the campaign. 
 
Solicit the police chief(s) and sheriff(s) to participate in 
getting the message out. 
 

9.3.2 
Establish a daily effort of positive interaction 
between the community and law enforcement, 
facilitated by the venue. 
 
 

 
Enhance community awareness of a 
police partnership with the venue, 
which will result in a force multiplier 
and reduction in public safety efforts. 

 
Start before events and develop daily interactions.  
Consider programs such as community policing, Coffee 
with a Cop, Pizza with the Police, establishing a 
community watch, etc.  
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The community takes on a role in self-
awareness and protection. 

 
How and exactly what is implemented will depend on 
venue issues, size, geography (urban or rural), and 
neighborhood. 
 

9.3.3 
Consider outreach tools for law enforcement 
and other first responders. 

 
Law enforcement familiarization with 
the venue and staff will significantly 
improve readiness. 
 

 
Consider free lunches for law enforcement at the campus, 
admission to campus events for law enforcement even if 
not on duty, offer school facilities for law enforcement 
training and exercises, and invite law enforcement to 
participate in classroom outreach. 
 

9.3.4 
Conduct an annual safety and security survey 
with season ticket holders, boosters, and 
vendors to obtain feedback for public safety. 
Use the PTAs and booster clubs to push 
information. 
 

 
Evaluate fan impressions of safety and 
security. 
 
This survey will create a broader reach 
into the community. 

 
Conduct this survey in conjunction with another survey, 
such as a survey of season ticket holders. 
 

9.3.5 
Advise season ticket holders that they are liable 
for the behavior of whoever uses their ticket. 
 

 
Address behavioral expectations and 
increase the feeling of ownership of 
the event.  
 

 
Communicate this via season ticket holder mailings or 
flyers.  

9.3.6 
To increase parent participation, host Town Hall 
meetings that provide a meal and childcare. 

 
Lack of participation from parents 

 
By providing childcare at the meetings, parents can 
attend when they are not able to obtain childcare.  

 
Providing a meal is a motivating factor for many families 
and will increase the number of participants. 
 

9.3.7  
Provide information about safety issues and 
concerns through social media. 

 
Dissemination of safety information 
through social media. 

 
Include the communications department in the safety 
planning meetings.  
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Appendix I: Table of Abbreviations 
 
 

AAR After Action Review  FEMA Federal Emergency Management Agency 

ADA Americans with Disabilities Act  FIG Field Intel Group 

AED Automated External Defibrillator  GETS Government Emergency Telecommunications Service 

AIC Administrator in Charge  GIS Geographic Information System  

BATF Bureau of Alcohol, Tobacco, and Firearms  HAZMAT Hazardous Materials 

BC/DR Business Continuity/ Disaster Recovery   HIPAA Health Insurance Portability and Accountability Act 

BIM Building Information Model  HVAC Heating, Ventilation, Air Conditioning  

CAD Computer-Aided Drawing  IC Incident Commander 

CBRN Chemical, Biological, Radiological and Nuclear  ICS Incident Command System 

CCS Concentric Circles of Security  ID Identification 

CIO Chief Information Officer  IDF Intermediate Distribution Frame 

CLE Campus Law Enforcement  IED Improvised Explosive Device 

CP Command Post  Intel Intelligence  

CPTED Crime Prevention through Environmental Design  IP Internet Protocol 

CSSP Center for the Study of Social Policy  IT Information Technology 

DAS Distributed Antenna System  JIC Joint Information Center 

DHS Department of Homeland Security  JTTF Joint Terrorism Task Force 

DOE Department of Education  LE Law Enforcement 

EAP Emergency Action Plan (synonym: Incident Action Plan)  LEO Law Enforcement Officer 

EM Emergency Management  LPR License Plate Readers 

EMS Emergency Management Services  LRAD Law Range Acoustic Hailing Device 

EMT Emergency Management Technician   MAA Mutual Aid Agreement 

EOC Emergency Operations Center  MACC Multi-Agency Command Center 

EOD Explosive Ordinance Disposal   MDF Main Distribution Frame 

EOP Emergency Operations Plan  MOU Memorandum of Understanding 

EPA Environmental Protection Agency  MSDS Material Safety Data Sheet 

ESSC Executive Safety & Security Committee   NCS4 National Center for Spectator Sports Safety and Security  

FAA Federal Aviation Administration   NFPA National Fire Protection Association  

FBI Federal Bureau of Investigation   NIMS National Incident Management System 
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NOAA  National Ocean and Atmospheric Administration  SMS Short Message Service 

NTSB National Transportation Safety Board  S/AOP Stadium/Arena Observation Post 

NWS National Weather Service  SRO School Resource Officer 

Ops Operations Center  SRP Standard Response Protocols 

OSHA Occupational Safety and Health Administration   SSA Social Security Administration 

PA Public Address System   TEEX Texas A&M Engineering Extension Services  

PII Personal Identifying Information   TFR Temporary Flight Restriction 

PIO Public Information Officer  UAS Unmanned Aerial System 

PIR Passive Infrared Sensors  UAV Unmanned Aerial Vehicle 

POE Power over Ethernet  UJOC Unified Joint Operations Center 

PSA Public Service Announcement  UPS Uninterrupted Power System 

PSIM Physical Security Information Management  USPS United States Postal Service 

PTA/O Parent-Teacher Association/ Organization  VBIED Vehicle Borne Improvised Explosive Device 

PTZ Pan-Tilt-Zoom  VCC Virtual Command Center 

RFID Radio Frequency Identification  VMS Video Management System 

ROTC Reserve Officer Training Course  VOIP Voice Over Internet Protocol 

SMCC Specialized Management Coordination Committee  WMD Weapons of Mass Destruction 

SME Subject Matter Experts  WPS Wireless Priority Service 

 
 
 
 
 
 

 
  



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 187 of 209 
 

Appendix II: Authoritative Reference List and Relevant Courses 
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from https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600. 

National Institute of Justice. (2009). The Use-of-Force Continuum - The National Institute of Justice. Retrieved from 
https://nij.ojp.gov/topics/articles/use-force-continuum. 

National Oceanic and Atmospheric Administration (NOAA). (n.d.). Preparing Venues and Large Events for Severe Weather. 
Retrieved April 27, 2020, from https://www.publicgardens.org/sites/default/files/images/PreparingVenues.pdf 

Obama, B. (2013, February 12). Presidential Policy Directive 21: Critical Infrastructure Security and Resilience. Retrieved from 
https://www.hsdl.org/?abstract&did=731087. 

OSHA. (n.d.). OSHA Compliance Assistance Quick Start. Retrieved from 
https://www.osha.gov/dcsp/compliance_assistance/quickstarts/general_industry/index.html. 

Rondeau, E. P., Brown, R. K., & Lapides, P. D. (2006). Facility Management. New York City, NY: Wiley. 

Texas A&M Engineering Extension Service. (2015). Sports and Special Events Incident Management. Retrieved from 
https://teex.org/class/mgt404/ 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 191 of 209 
 

Texas A&M Engineering Extension Service. (n.d.). Enhanced All-Hazards Incident Management/Unified Command. Retrieved April 
27, 2020, from https://teex.org/class/mgt314/ 

Texas A&M Engineering Extension Service. (n.d.). Enhanced Sports and Special Events Incident Management. Retrieved April 27, 
2020, from https://teex.org/class/mgt440/ 

Texas A&M Engineering Extension Service. (n.d.). Senior Officials Workshop for All-Hazards Preparedness. Retrieved April 27, 2020, 
from https://teex.org/class/mgt312/ 

Texas A&M Engineering Extension Service. (n.d.). Sport Venue Evacuation and Protective Actions. Retrieved April 27, 2020, from 
https://teex.org/class/mgt412/ 

Texas A&M Engineering Extension Service. (n.d.). Threat and Hazard Identification and Risk Assessment and Stakeholder 
Preparedness Review. Retrieved April 27, 2020, from https://teex.org/class/mgt310/ 

U.S. Department of Education. (2013). Guide for Developing High-Quality School Emergency Operations Plans. Retrieved April 27, 
2020, from https://rems.ed.gov/docs/Guide_for_Developing_HQ_School_EOPs.pdf 

U.S. Department of Justice, & Connors, E. (2007, February 28). Planning and Managing Security for Major Special Events: Guidelines 
for Law Enforcement. Retrieved April 27, 2020, from https://www.hsdl.org/?abstract&did=482649 

United States Environmental Protection Agency. (2011, October). School Siting Guidelines. Retrieved April 27, 2020, from 
https://www.epa.gov/sites/production/files/2015-06/documents/school_siting_guidelines-2.pdf 

 

 



 

Last Updated:  July 2020                     © 2020 The University of Southern Mississippi.  All Rights Reserved.                                                         Page 192 of 209 
 

Appendix III: National Interscholastic Athletics and After-School Activities Safety 
and Security Summit Sponsors 

 
2015 
TRAMEDIC™ 
 
2018 
DETEX CORPORATION 
 
2019 
AMERISTAR PERIMETER SECURITY 
AXIS COMMUNICATIONS 
CEIA USA 
DETEX CORPORATION 
DTN 
ESRI 
GARRETT METAL DETECTORS 
HKS ARCHITECTS 
HONEYWELL 
NORTH AMERICAN RESCUE 
RAPSICAN SYSTEMS/S2 EVENT SECURITY 
SHARE911 

 

2017 
DETEX 
HARMAN 
PRYORMORROW 
 
 
2020 
HONEYWELL – Title Sponsor 
PANASONIC – I-PRO SENSING SOLUTIONS CORPORATION 
OF AMERICA 
3xLOGIC 
ALLEGION 
AMERISTAR PERIMETER SECURITY 
AXIS COMMUNICATION 
GARRETT METAL DETECTORS 
NORTH AMERICAN RESCUE, LLC 
SINGLEWIRE SOFTWARE 
VLK ARCHITECTS 
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Appendix IV: 2020 National Interscholastic Athletics and After-School Safety and 
Security Summit Steering Committee 

 

Raymond Barnhart Dale Hackbarth 

Maryville Police Department St. Marks School of Texas 

  

Amy Skeens-Benton Jay Hackett 

Carmel High School Milton Academy 
  

Brett Coulter Elliot Hopkins 
Maryville City Schools National Federation High School Association 

  

Randy Councell Jim Inskeep 
Cherry Creek Schools Carmel High School 

  

Lamont Dodson Larry Johnson 
Cleveland Metropolitan School District Grand Rapids Public Schools 

  

Wayne Folkes Steve Krukowski 
Lamar County School District Nassau County Police Department 

  
Gay Grace  

Littleton Public Schools Arthur O’Neal 
 Saginaw Public Schools 

Kenna Powell  
Providence Day School  
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Ben Rolens  
Katy Independent School District  

  
Jack Sample  

Nettleton School District 
 

 

Craig Straw 
Texas City ISD 

 
 

 

Gary Stevens  
Thornton Academy  

  
Lonnie Tillman  

Mississippi High School Association 
 

Andre Walker 
Houston ISD 

 
William Watson 

Urbandale Community School District 
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Appendix V: 2015 National Interscholastic Athletics and After-School Activities 
Safety and Security Summit Attendees and Best Practices Contributors 

 
Ryan Anderson School District of Menomonee Falls Joey Florence Denton ISD 

Ginny Atkison-Hall Derby Unified School District #260 Wayne Folkes Lamar County School District 

Herb Baatz East Allen County Schools Jeff Franks FBI 

Amy Banks US Dept. of Education Marc Fridley Tramedic 

Rusty Barnes Mississippi DHS Karen Funk North East ISD 

Raymond Barnhart Maryville City Schools Tom Gladney Biloxi Public Schools 

Chuck Benigno Laurel Public Schools Willie Goins Greenville Public School District 

Russell Bentley Bibb County Public Schools PD Don Hinton MHSAA 

Terry Boudreaux Thibodaux High School Pat Hogan Oconomowoc Area School District 

John Bremer Katy ISD B. Elliot Hopkins NFHS 

Jermaine Brown Hattiesburg High School Rod Huston Gilbert Public Schools 

Brett Burchwell Clarksville-Montgomery County Schools Christina Johnson Grand Rapids Public Schools 

Anthony Clark Thibodaux High School  Kurt Johnson Grand Rapids Public Schools 

Brett Coulter Maryville City Schools Larry Johnson Grand Rapids Public Schools 

Lauren Cranford NCS4 Phillip Kincaid Gulfport PD 

Alison Crumpton NCS4 Sonia Leary  Bibb County Public Schools PD 

Marmion Dambrino Houston ISD Charles Lester NCS4 

Dan DeMott NCS4 Matt Liston Derby PD 

Rick Fechter School District of Menomonee Falls Eric Lokey Denton ISD 

Rick Findlay SLCPD Judith Lukens Torian Loudoun County Public Schools 
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Dr. Lou Marciani NCS4 Russ Reeves Rockwall ISD 

Wally McCampbell North East ISD Ben Rolens Katy ISD 

Steve McDowell Gilbert School District Mike Ruby Buncombe County Sheriff’s Office 

Tim McNeil Lamar County School District PD Mike Seal Forrest County 

Katherine Miller NCS4 David Seaquist Argo Community High School  

Travis Moore Derby Unified School District #260 Mike Shaw Gulfport PD 

Richard Morris Houston ISD Tess Smith Lamar County School District 

Natasha Neal Grand Rapids Public Schools Sharla Smith Clarksville Montgomery County Schools 

Michael Nelloms Houston ISD Gary Stevens Thornton Academy 

Arthur O'Neal II Saginaw (MI) PSD Todd Teetz Dallas County Schools PD 

Darren Peterson East Allen County Schools Mark Vander Voort HKS Architects 

Kenna Powell Providence Day School Angela Volk Aver 

George Quarles Maryville City Schools Elizabeth Voorhees NCS4 

Scott Raduka Oconomowoc Area School District Andre Walker Houston ISD 

Corey Ray Buncombe County Sheriff’s Office Daniel Ward NCS4 

Vernon Reeves Denton ISD   
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Appendix VI: 2016 National Interscholastic Athletics and After-School Activities 
Safety and Security Summit Attendees and Best Practices Contributors 

 

Jeff Aldridge Science Hill High School Alison Crumpton NCS4 

John Andrew Denver Public Schools Eric Crittendon South Bend Police Dept./South Bend Community School Corp. 

Emily Attwood Athletic Business Marmion 
Dambrino 

Houston ISD 

Robert Ball Hurst Euless Bedford ISD Ron DeRespini San Mateo County Sheriff's Office 

Raymond Barnhart Maryville City schools Daniel Eborall NCS4 

Russell Bentley Bibb County Public Schools Campus Police Todd Finato San Mateo County Sheriff's Office 

Mark Brant Asheville Christian Academy Rick Findlay Layton Christian Academy 

Angela Britain-Smith MSD Washington Township Schools Jon Flynn Davenport Community School District 

Mo Canady National Association of School Resource Officers Wayne Folkes Lamar County School District 

Aaron Casey Upperman High School Gary Gardner TotaleAccess 

Jason Champlin Sanford Police Department William Groves South Bend Community School Corporation 

Gaye Cheramie Lafourche Parish School District Thomas Gunnell Katy Independent School District 

Brian Clouse MSD of Washington Township Dale Hackbarth St Marks School of Texas 

Brett Coulter Maryville City schools Jay Hackett Milton Academy 

Lauren Cranford NCS4 Karen Higel Denver Public Schools 

Tamica Hill Lamar County School Ditrict Jim Inskeep Carmel High School 
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Mike Issiac Westminster.net Larry Johnson Grand Rapids Public Schools 

Richie Kendrick Bibb County Public Schools Campus Police William Sellers Hinds County School District 

Gabe Lay Upperman High School Kip Sixbery Denver Public Schools 

Mitchell Love Baylor School Amy Skeens-
Benton 

Carmel High School 

Russ Manning City of Jonesboro Brandon Smith Tennessee School Safety Center 

Lou Marciani NCS4 Gary Stevens Thornton Academy 

Clif Matlock Cookeville High School Gary Tabor Hinds County School District 

Dick Miller Souhegan Cooperative School District Lonnie Tillman MS High School Activities Association 

John Neal Hinds County School District Keith Turner Science Hill High School 

Andre Neyrinck Davenport Community Schools/Davenport Police 
Department 

Elizabeth Voorhees NCS4 

Arthur O'Neal II Saginaw (MI) Public School District Ben Wade Dixie Attendance Center 

Karen Phan NCS4 Greg Wallace Johnson City Schools 

Chris Pierce Monterey High School Lionel Washington Denver Public Schools 

Kenna Powell Providence Day School Daniel Ward NCS4 

Tad Roberts TN Department of Education Richard Williams The Bolles School 

Ben Rolens Katy ISD Charles Willis Hinds County School District 

Katherine Schweit Federal Bureau of Investigation Rich Yelenich North Thurston Public Schools 
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Appendix VII: 2017 National Interscholastic Athletics and After-School Activities 
Safety and Security Summit Attendees and Best Practices Contributors 

 

Emily Alford NCS4 Thomas Gunnell Katy Independent School District 

Raymond Barnhart Maryville Police Force Dale Hackbarth St Marks School of Texas 

Steve Barsanti Christian Brothers High School Jay Hackett Milton Academy 

Russell Bentley Bibb County Public Schools Police Derek Halbasch NCS4 

Jose Bermudez Gulliver Schools Tamica Hill Lamar County School District 

Greg Cliff CHA Consulting, Inc. Martin Hoffer St Marks School of Texas 

Brett Coulter Maryville City Schools Kyle Hopkins NCS4 

Lauren Cranford NCS4 Jim Inskeep Carmel High School 

Alison Crumpton NCS4 Miguel Izquierdo NCS4 

Alan Currie Federal Bureau of Investigation Larry Johnson Grand Rapids Public Schools 

Doug DeLancey DHS Richie Kendrick  Bibb County Public Schools 

William Dexter PryorMorrow Jay King CHA Consulting 

Danny Eborall NCS4 Christopher Kinnan NCS4 

Brian Ehlinger Davenport Community Schools Wendy Malich Franklin Pierce Schools 

William Fisher Bucombe County Sheriff’s Office Timothy Mallory Richmond Public Schools Safety  

Wayne Folkes Lamar County School District Lou Marciani NCS4 

Katie Gillespie Franklin Pierce Schools Clif Matlock Cookeville High School 

Latricia Gittens Bibb County Public Schools Police Chris McCardle Oak Grove High School 
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Guy Grace Littleton Public Schools Dale Milton Christian Brothers High School 

Ian Moffett Miami-Dade Schools Police Department Gary Stevens Thornton Academy 

Andre Neyrinck Davenport Community Schools Anita Sumrall Sumrall High School 

Arthur O’Neal Saginaw Public School District Brent Thompson PryorMorrow 

Chris Pierce Monterey High School Lonnie Tillman MS High School Activities  

Kenna Powell Providence Day School Elli Voorhees NCS4 

Stefanie Ramsey Richmond Public Schools Gregg Wallace Johnson City School System 

Ben Rolens Katy Independent School District Daniel Ward NCS4 

Jeremiah Sexton Buncombe County Sheriff’s Office Mario Weekley City of Oxford Police Department 

Tim Shafer Detex Kenneth Willis Johnson City Police Department 

Brad Skeen Lamar County School District Gregory Wilson Upperman High School 

Amy Skeens-Benton Carmel High School Kevin Wren Rock Hill School District 

Brandon Smith Putnam County 911 Michael Yonks Harman 
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Appendix VIII: 2018 National Interscholastic Athletics and After-School Activities 
Safety and Security Summit Attendees and Best Practices Contributors 

 

Will Adams NCS4 Elliot Hopkins NFHS 

Raymond Barnhart Maryville Police Force Kyle Hopkins NCS4 

Dale Berry Grand Rapids Public Schools Larry Johnson Grand Rapids Public Schools 

Mitchell Blair NCS4 Christina Johnson Grand Rapids Public Schools 

Marcus Boyles Petal School District Daryl Jones Hinds County School District 

Chris Buckner Monterey High School Freddie Joseph DeSoto County Schools 

Lance Carter Katy ISD Joy Kamani National Scholastic Athletics Foundation 

Glenn Cassidy St. Benedict’s Prep School Kevin Kloesel OU Office of Emergency Preparedness 

Stephanie Chabert Baxterville School Fred Kuest Portland Public Schools Security Services 

Lauren Cranford NCS4 Darcy Leutzinger Premier Safety Group  

Brett Coulter Maryville City Schools Ronald Livermore Ysleta ISD 

Eric Debus Coppell Police Department Patrick Manning Detex Corporation 

John Douglass Hinds County School District Lou Marciani NCS4 

Rod Ellis Glynn Country Board of Education Charlotte Mason Grand Rapids Public Schools 

Steve Elrod Putnam County Sheriffs Office Chris McCardle Lamar County School District 
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Wayne Folkes Lamar County School District Eric McCurdy Seattle Public Schools 

Bryan Giles Lamar County School District Jason Overbay Nashville Public Schools 

Guy Grace Littleton Public Schools Kenna Powell Providence Day School 

Brooke Graves NCS4 Anna Ready NCS4 

Ivory Gray Hinds County School District Teron Sharp St. Louis Public Schools 

Tom Gunnell Katy Independent School District Brad Skeen Lamar County School District 

Gavin Guy Petal School District Brandon Smith Putnam County 911 

Dale Hackbarth St. Marks School of Texas Anita Sumrall Sumrall High School- Lamar County District 

Flip Herndon Seattle Public Schools Mark Vander Voort HKS Architects 

Tamica Hill Lamar County School District Elizabeth Voorhees NCS4 

James Wheeler Nashville Public Schools   

Charles Willis Hinds County School District 
  

Greg Wilson Upperman High School 
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Appendix IX: 2019 National Interscholastic Athletics and After-School Activities 
Safety and Security Summit Attendees and Best Practices Contributors 

 

Andrew Barnhart Garrett Metal Detectors Richard Cutrer Corsicana ISD 

Dale Barry Grand Rapids Public Schools Robert DeAnda Arlington ISD Security Department 

Darryl Beasely UIL John DeBakey The Village School 

Gordon Blair Lewisville Police Department Debbie  Decker Katy ISD 

Michael  Blossom Kopis Mobile Matthew Driscoll Evanston Township High School 

Chris Boltin North American Rescue, LLC Nathan  Dula Garrett Metal Detectors 

Jeff Bond The Village School Tom Dunn Rapiscan Systems, Inc. 

Justine Bricheno Nord Anglia Education Dena Elliott Harlandale ISD Police Dept. 

Chris  Buckner Monterey High School Erik Endress OnScene Technologies 

Mo Canady National Association of School Resource 
Officers 

Mike Espinosa Ameristar Perimeter Security 

Stacy Carter Lubbock ISD Derik Fillmore Galveston County Sheriff's Office 

Lance Carter Katy ISD Wayne Folkes Lamar County School District 

Glenn Cassidy St. Benedict's Prep School Tim Ford Lewisville ISD 

Rick Castillo Olathe Public Schools Rachael Freeman Coppell ISD 

Steven Coleman Eanes ISD Devin Gabbard LCISD Athletics 
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Stacy Gahagen St Vrain Valley School District Larry Johnson Grand Rapids Public Schools/Department of 
Public Safety 

Faustino Garcia Grand Rapids Public Schools Richie Kendrick Bibb County Public Schools Campus Police 

Latricia Gitten Bibb County Public Schools Campus Police Rodney Kimbrell Rapiscan Systems 

Terry Gomas Mansfield ISD Police Judi Klausmeyer The Village School 

Guy  Grace Littleton Public Schools Ashley Lally Anchorage School District 

David Greathouse North East Independent School District Hank Lawson TEEX/NERRTC 

Kyle Green Katy ISD Tom Leahy St. Benedict's Prep School 

Ken  Gregorski Katy ISD Patrick Lee Lamar County School District Mississippi-
Lumberton, Purvis, and Baxterville 

Laura Gulledge The University of Southern Mississippi Judith Lefevers Fort Bend ISD 

Andrea Guziec Mustang Public Schools Tammy Lusinger Mansfield ISD 

Dale Hackbarth St Marks School of Texas Sandra Mader Aldine Independent School District 

Jay Hackett MILTON ACADEMY Dawn Mailloux-Smith Mansfield ISD 

Marc Harris Aldine Independent School District Michael Manuel Fort Wayne Community Schools 

Kim Healy The Village School Ruben Martinez Katy ISD 

Tamica Hill Lamar County School District Charlotte Mason Grand Rapids Public Schools/Department of 
Public Safety 

Dan Hoberg  Clif  Matlock Cookeville High School 

Martin Hoffer St Marks School of Texas Karyn McCoy The Hockaday School 

Christina Johnson Grand Rapids Public SChools/Department of 
Public Safety 

Jim McMullen Olathe Public Schools 
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Laurie Mitchell Katy ISD Johnny Rivera St. Stephen's and St. Agnes School 

Scott Moehlig Alief ISD Lanness Robinson Hillsborough County Public Schools 

Fred Montes HKS Hilda Rodriguez Alief ISD 

Bruce Montgomery Honeywell Integrated Security  Luis Rodriguez Honeywell Integrated Security  

Kristie Moore Katy ISD Jean Roensch Cypress Fairbanks ISD 

Albert Moreno Coppell Police Department Lucretia Rogers Houston ISD Police Department 

Joe Munoz Texas School Safety Center Ben Rolens Katy ISD 

Mark Murphy Ameristar Perimeter Security Diana Ruiz-Krause Toledo Public Schools 

Nikki Nelson LCISD Athletics Jack Sample Nettleton School District 

Jennifer Newell Mustang Public Schools Jeremy Scruggs Ennis ISD Police Department 

Mike Nunley Arlington ISD Security Department Daryl Segura Rosenberg Police Department 

Mark Olivares Harlandale ISD Police Dept. Tamara Sites OnScene Technologies 

Ragain Pace Off Duty Services, Inc.  Brandon Smith Putnam County 911 

Jon Pedder Esri Scott Stephens Corsicana ISD Police Department 

Anthony Pineda Cypress Fairbanks ISD Brad Stiles CSSRC 

Greg Poole Barbers Hill ISD Craig Straw Clear Creek ISD 

Brian Rice Johnson City Police Dept. Joey Sturm Edgar Martin Middle School 

Josette Rivas Galveston County Sheriff's Office Brandon Smith Putnam County 911 

Kevin Tabor Katy ISD Police Department Greg Wallace Johnson City School System 
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Terry Teetz Corsicana ISD Police Department Carl Walter Esri 

Virgil Tharp FWCS William Warren Rock Hill High School 

Marilyn Thaxton CEIA USA Dallis Warren Lamar Consolidated ISD 

Jim Trask Thornton Academy Jesse Watkins TEEX/NERRTC 

Christopher 
Trochesset 

Galveston County Sheriff's Office Greg Wilson Upperman High School 

Jody Trumble The Episcopal School of Dallas Amanda 
Wolfenbarger 

Lubbock ISD 

Russell Valdez Harlandale ISD Police Dept. Clayton Wood Lewisville Independent School District 

Mark Vander Voort HKS Cydney Wright Katy ISD 

Don Verity CEIA USA Jerri Ann Yznaga Eanes ISD 

André Walker Houston ISD   
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Appendix X: 2020 National Interscholastic Athletics and After-School Activities 
Safety and Security Summit Attendees and Best Practices Contributors 

 

Will Adams NCS4 

Lina Alathari United States Secret Service 

Michael Alford Episcopal High School 

Bill Avera Jacksonville TX ISD Police Dept. 

Andrew Barnhart Garrett Metal Detectors 

Paul Batchelder New Caney ISD 

Troy Bell Fort Worth ISD 

Shade Boulware Corsicana ISD 

Ben Boyd Tyler ISD 

Ricky Bracey Ridgeland Police Department 

Mark Bradford Mesquite Police 

Nolan Brethowr LISD Safety and Security  

Mark Brown Madison Metropolitan School District 

Lauren Brown VLK Architects 

Danny Brown Tyler ISD 

Jason Bryan 3xLOGIC 

Lance Carter Katy ISD 

Chayvontae Chapman City of Hattiesburg 

Edward A. Clarke Montgomery County Public Schools 

Brian Clouse MSD Washington Township School Police 

Ken Cook Allegion 

Frank Crabill International Leadership of Texas 

Karyn Cummings Mesquite Independent School District 

Cody  Cunningham McKinney ISD 

Debbie Decker Katy ISD 

Melinda DeFelice McKinney ISD 

Chris Doerr North Penn School District 

Brice Drogosch Singlewire Software 

Nathan Dula Garrett Metal Detectors 

Tyler Dumar Axis Communications 

Cliff Elgin Montgomery County Public Schools 

David Ellis North East ISD Police Dept. 

Karen  Favors Federal Bureau of Investigation 

Brian Feinstein Jesuit College Preparatory School 

Michael Finley NCS4 

Wayne Folkes Lamar County School District 

Jennifer Frazier McKinney ISD 

George Fuller City of McKinney 

Faustino Garcia Grand Rapids Public Schools 

Sarah Gardner VLK Architects 

Lizzy Gentry Ennis ISD Police Department 

Sam Gillispie Tyler ISD 

Bob Gillmer North Penn School District 

Guy Grace Littleton Public Schools 

Brooke Graves NCS4 

David Greathouse North East Independent School District 

Kody Groves Mesquite Independent School District 

Laura Gulledge The University of Southern Mississippi 

Dale Hackbarth St Marks School of Texas 

Jay Hackett MILTON ACADEMY 

Jim Hanna Rossville Consolidated School District 

Andre Hector Trinity Valley School 

John Heiderscheidt Honeywell 

Justin Hiles VLK Architects 
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Tamica Hill Lamar County School District 

Trey  Hisle Panasonic i-PRO Sensing Solutions 

Martin Hoffer St Marks School of Texas 

Corey  Homer Mckinney ISD Athletics 

B. Elliot Hopkins NFHS 

John Hough NFHS 

Sandra Howell Little Elm ISD 

Katie Hunt Honeywell 

Jack Irvin Pine Tree ISD 

Tyler Jacobs NCS4 

Dustin Jeske Panasonic i-PRO Sensing Solutions 

Larry Johnson Grand Rapids Public Schools/Public Safety 

Christina Johnson Grand Rapids Public Schools/Public Safety 

William Jones Bibb County Board of Education 

Bernie Jones North Penn School District 

Brian Kelly Wylie Independent School District 

Richie Kendrick Bibb County Public Schools Campus Police 

Chase Kimbrough Axis Communications 

Beauregard King Rock Hill High School 

Matthew Koenig Notre Dame Academy High School 

Justin  Kurland NCS4 

Patrick Lee Lamar County School District Mississippi 

Eamon  Leyden Mesquite Police 

Charles Lincoln Crowley Independent School District 

Valerie Little Prosper ISD 

Kyle Maresh Panasonic i-PRO Sensing Solutions 

Lou  Marciani NCS4 

Charlotte Mason Grand Rapids Public Schools/Public Safety 

George McCallman North American Rescue, LLC 

Patrick McCarthy Seattle Public Schools 

Chris McDaniel Kaukauna High School 

Bill McNabney Jr. 3xLOGIC 

Randall Meyer McKinney Police Department 

Jeff Millsagle Tyler ISD 

Bruce Montgomery Honeywell Commercial Security 

Mark Murphy Ameristar Perimeter Security 

Jake  Neal NCS4 

Charles Newman USD 259 Wichita Public Schools 

Pete Nicholson North Penn School District 

Kimberly Oliphant Forney ISD 

Arthur O'Neal Saginaw Public School District 

Kenna  Powell Providence Day School 

Shawn Pratt McKinney ISD Athletics 

Greg Priest Tyler ISD 

David Rice North American Rescue, LLC 

Farrel Ritchie McKinney Police Department 

Jason Rodriguez Dallas ISD Police Department 

Ben Rolens Katy ISD 

Eric Rollings Rock Hill High School 

Daniel Roundtree Honeywell 

Alma Rutledge Little Elm ISD 

Bodie Sartin Parish Episcopal School 

Jeremy Schlitz Madison Metropolitan School 

Kellyn Schneider Texas Tech UIL 

Jeremy Scruggs Ennis ISD Police Department 

Brent Sipe New Caney Independent School District 

Scott Stephens Corsicana ISD Police Department 

Moses Suarez North East ISD Police Dept. 

Jeffrey Sullivan Montgomery County Public Schools 

Kevin Taylor Axis Communications 

Todd Teetz Corsicana ISD Police Department 

Margaret Terry Crowley ISD 

Jim Trask Thornton Academy 

Adam VanderHyden Kaukauna High School 
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Timothy Vasquez Trinity Valley School 

Todd Vesely Fort Worth Independent School District 

Chad Vessels Prosper ISD Police Department 

Neal Weaver Forney ISD 

Joel Wendland Federal Bureau of Investigation 

Larry  White New Jersey Interscholastic Athletics Association 

John K. Wilson Bibb County Campus Police 

Jody Woolverton Prosper ISD 

Troy Wootton New Caney ISD Police Department 

Joslyn Zale NCS4 

 


